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Overview 

 New York City Police Department (NYPD) investigations of political activity in New York 
City are regulated by a set of court-mandated rules, also known as the Handschu Guidelines.  The 
Department of Investigation’s (DOI) Office of the Inspector General for the NYPD (OIG-NYPD) has 
completed an investigation into NYPD’s compliance with these rules.  Specifically, OIG-NYPD 
sought to examine whether NYPD’s Intelligence Bureau was conforming to rules concerning the 
informational threshold required to open an investigation, deadlines for closing or extending an 
investigation, restrictions on the use of human sources (confidential informants and undercover 
officers), and requisite approvals from senior management for other investigative activities.  This 
investigation included a review of a randomly selected set of highly confidential intelligence files 
not available to non-police entities, and thus never before subjected to a review of this type.   

 The investigation of political activity, like all police activity that can impact constitutional 
rights, is carefully regulated to balance the need for law enforcement to investigate and maintain 
public safety with the right of citizens to be free of government intrusion upon their private 
lives.1  The rules governing this balance are set forth not only by a federal court order but by 
NYPD's own regulations.  Thus, before NYPD can begin investigating political activity – which 
could include surveillance within a mosque, church, or synagogue – it must articulate, in writing, 
the objective basis of need for the investigation and must secure approvals from senior NYPD 
officials.  Further, permission is not open-ended; rather, it runs for a certain period of time, at 
the end of which NYPD must apply for (and justify) an extension or otherwise end the 
investigation.  The thresholds for obtaining and extending permission in this area are not 
particularly high.  The rules were amended after September 11, 2001, to accommodate the 
increased threat to the City.   

 OIG-NYPD’s investigation found that NYPD, while able to articulate a valid basis for 
commencing investigations, was often non-compliant with a number of the rules governing the 
conduct of these investigations.  For example, when applying for permission to use an 
undercover officer or confidential informant, the application must state the particular role of the 
undercover in that specific investigation, so that the need for this intrusive technique can be 
evaluated.  NYPD almost never included such a fact-specific discussion in its applications, but 
instead repeatedly used generic, boilerplate text to seek such permission.  Tellingly, this 
boilerplate text was so routine that the same typographical error had been cut and pasted into 
virtually every application OIG-NYPD reviewed, going back over a decade.   Further, among 
all cases reviewed, NYPD continued its investigations even after legal authorization expired more 
than half of the time.  Often more than a month of unauthorized investigation occurred before 
NYPD belatedly sought to renew the authorization.  While NYPD has provided assurances that 

                                                           
1 Based on its review, OIG-NYPD determined that the individuals under investigation were predominantly associated 
with Muslims and/or engaged in political activity that those individuals associated with Islam – more than 95% of all 
files reviewed for this investigation – although NYPD does not use such categorizations in its approval documents.  
However, in the past, investigations have focused on others, including Black and Latino activists, student groups, 
socialists, and political protesters.  This Report addresses only NYPD’s compliance with specific investigative rules 
and makes no conclusions about NYPD’s strategic decisions regarding investigations.  As noted below, in all files 
reviewed, NYPD articulated facts sufficient to meet the informational threshold required to open an investigation. 
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these investigations were always supervised (even if they ran past the authorized expiration 
date), the fact that deadlines were missed and rules were violated is troubling and must be 
rectified.   

These failures cannot be dismissed or minimized as paperwork or administrative errors.  
The very reason these rules were established was to mandate rigorous internal controls to ensure 
that investigations of political activity – which allow NYPD to intrude into the public and private 
aspects of people’s lives – were limited in time and scope and to ensure that constitutional rights 
were not threatened.  Unlike other constitutionally regulated law enforcement techniques, such 
as searching homes or tapping phones, investigating political activity – including surveillance of 
such activity – does not require approval from an independent third-party (usually a judge), but 
rather, is monitored by an internal police committee.  As a result, until OIG-NYPD conducted this 
review, there had never been any routine, independent third-party review to ensure compliance 
with these rules.  NYPD's compliance failures demonstrate the need for ongoing oversight, which 
OIG-NYPD will now provide. 

 Finally, protecting New York City residents from terrorism is a prime responsibility of 
NYPD – one it has done with remarkable and commendable success.  Terrorism is a real threat 
that requires constant vigilance; it does not require, however, that NYPD fall short of adhering to 
well-accepted rules for protecting the rights of the citizens it is sworn to protect.  Indeed, there 
was nothing in the documents that OIG-NYPD reviewed to suggest that adherence to the rules 
would have harmed the investigations at issue or hindered vigorous anti-terrorism enforcement. 
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Executive Summary 

All New York City Police Department (NYPD) investigations involving political activity are 
governed by section 212-72 of the NYPD Patrol Guide (the “Guidelines”) and are within the sole 
jurisdiction of NYPD’s Intelligence Bureau.  The Guidelines, sometimes referred to as Handschu 
Guidelines, are rooted in a 1971 federal lawsuit brought against the City, the Police 
Commissioner, and NYPD, where plaintiffs alleged that NYPD’s surveillance and related activities 
had violated the constitutional rights of various political, ideological, and religious groups and 
individuals.2  The lawsuit resulted in a consent decree that established the Guidelines.  In 
September 2002, just over a year after the attacks of September 11, 2001, NYPD moved to modify 
the restrictions placed upon it by the Handschu Guidelines to accommodate the new realities of 
a post-9/11 world.  These modified guidelines are currently codified in the NYPD Patrol Guide 
and are binding on all NYPD members of service who are engaged in the investigation of political 
activity.   

The Guidelines define several levels of investigation and contain requirements for how, 
and under what circumstances, NYPD’s Intelligence Bureau may commence an investigation 
involving political activity, the investigative tools available to NYPD in such investigations, the 
duration and extension of investigations, and the types of information NYPD’s Intelligence 
Bureau can retain on individuals and organizations.  Under the Guidelines, “political activity” can 
cover a wide range of activities, encompassing events people choose to participate in, 
organizations they belong to, where and with whom they choose to pray, and political statements 
made in public, private, or on social media.3  The Guidelines contain the following Statement of 
Policy:   

It is the policy of the New York City Police Department that investigations 
involving political activity conform to the guarantees of the Constitution, that care 
be exercised in the conduct of those investigations so as to protect constitutional 
rights, and that matters investigated be confined to those supported by a 
legitimate law enforcement purpose.4  

Central to the Guidelines is the balance that must be struck between ensuring the safety 
of New York City and protecting the constitutional rights of individuals whose political activity 
has drawn the attention of NYPD.  The Guidelines were established for the very purpose of 
ensuring that investigations involving political activity are subject to necessary controls and 
ongoing review.  The Guidelines grant NYPD significant power to investigate matters involving 
such activity so that potential unlawful acts can be detected before they happen.  Under the 
Guidelines, NYPD’s Intelligence Bureau may deploy formidable investigative tools when there is 
information indicating the mere possibility of unlawful conduct, including long-term surveillance 

                                                           
2 Handschu v. Special Services Div., 605 F. Supp. 1384, 1388 (S.D.N.Y. 1985). 
3 Political activity is defined as “[t]he exercise of a right of expression or association for the purpose of maintaining 
or changing governmental policies or social conditions.” 2014 NYPD PATROL GUIDE, GUIDELINES FOR UNIFORMED 
MEMBERS OF THE SERVICE CONDUCTING INVESTIGATIONS INVOLVING POLITICAL ACTIVITIES [PROC. NO.] 212-72, 
Definitions. (Effective Aug. 1, 2013) (hereinafter “Guidelines”). 
4 Guidelines, Appx B, § I. 
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and undercover operations.  The Guidelines are designed to allow NYPD to prevent such unlawful 
activity while protecting individuals and groups from the potential for unending investigation of 
constitutionally-protected activity in cases where such investigation is not necessary or merited.   

Mindful of the importance of NYPD’s compliance with the Guidelines, OIG-NYPD began 
investigating whether NYPD was in compliance with the Guidelines, as enumerated in Patrol 
Guide § 212-72.  Specifically, OIG-NYPD sought to determine whether NYPD’s Intelligence Bureau 
was conforming to the Guidelines’ rules concerning the informational threshold required to open 
an investigation, deadlines for closing or extending investigations, restrictions on the use of 
human sources (confidential informants and undercover officers), and requisite approvals from 
senior management for other investigative activities.5  The review focused largely on three 
categories of investigations:  (1) Preliminary Inquiries; (2) Full Investigations; and (3) Terrorism 
Enterprise Investigations. 

In conducting this particular review, OIG-NYPD did not seek to re-investigate NYPD’s 
cases, to replace the investigative judgment of NYPD’s Intelligence Bureau, or to assess the 
appropriateness of NYPD’s decision to use confidential informants and undercover officers when 
investigating political activity.  Likewise, this Report does not investigate the activities of NYPD’s 
Zone Assessment Unit (formerly known as the Demographics Unit), which NYPD disbanded in 
2014.  Instead, this investigation assesses whether NYPD is adhering to the well-established and 
long-standing safeguards and rules that must be followed when conducting investigations of 
political activity. 

To conduct this review, OIG-NYPD reviewed relevant documents in a random sample of 
NYPD Intelligence Bureau cases closed between 2010 and 2015.  The review included 
examination of the following categories of documents:  

 

 Investigative Statements, also referred to as Handschu Statements, which 
NYPD’s Intelligence Bureau uses to summarize case facts, note procedural 
history, secure requisite approvals, and memorialize relevant dates.  
 

 Human Source Authorization Memoranda, which are used to request 
authorization for use of undercover officers or confidential informants 
(collectively referred to as “human sources” by NYPD’s Intelligence 
Bureau, with no differentiation between the two).   

 

 Discontinuance Memoranda, which memorialize the closure of an 
investigation.  

 

 

                                                           
5 See sections V(B), V(C), V(D), and VI(3)(a) of the Guidelines.  This Report does not assess NYPD’s compliance with 
other aspects of the Guidelines, which may be subjects of later reports.   
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OIG-NYPD’s investigation found the following: 

 More than half the time, investigations continued even after approval of the operation 
expired.  Investigations of political activity are subject to strict time limitations which can 
be renewed.  Preliminary Inquiries are initially authorized for a period of 180 days and 
may be extended for additional 90-day periods.  Full Investigations and Terrorism 
Enterprise Investigations are initially authorized for a period of one year and may be 
extended for additional one year increments.  Even when calculating deadlines in a light 
favorable to NYPD, OIG-NYPD found that the Department failed to renew investigations 
before the authorization expired more than 53.5% of the time, resulting in investigations 
of political activity that continued without the requisite authorization.  NYPD confirmed 
that, in general practice, if a deadline passes before the requisite extension authorization 
is obtained, the investigation will continue and will be subject to supervision.  From its 
review, OIG-NYPD found that when investigative activity ran past the deadline, the 
unauthorized investigation continued for an average of 22 days before reauthorization 
was obtained.  OIG-NYPD found that 25.6% of extensions exceeded their deadlines by 
more than 31 days.  Delays longer than a month are significant because the NYPD 
Intelligence Bureau committee that reviews these cases meets on a monthly basis.6    
 
The failure to adhere to time limitations cannot be discounted as merely technical or 
administrative.  The Guidelines were designed to establish certain baseline controls on 
NYPD’s considerable investigative power.  When NYPD does not follow these rules, an 
investigation is proceeding without the required authorization and the Guidelines have 
been violated.  Because there has historically been no third-party review and NYPD is self-
monitoring, careful compliance is particularly important. 
 

 The use of human sources (confidential informants and undercover officers) continued 
after approval expired more than half of the time.  The Guidelines permit the use of 
confidential informants and undercover officers when investigating political activity, but 
such usage is also subject to strict but renewable 120-day time limitations.  NYPD failed 
to timely reauthorize the use of human sources 57.3% of the time, resulting in undercover 
officers and confidential informants who were potentially working investigations without 
the requisite authorization.  NYPD confirmed that if a deadline has passed and the 
requisite extension authorization has not been obtained, the use of human sources will 
generally continue and will be supervised.  When human source activity ran past the 
deadline, the unauthorized use continued for an average of 31 days before 

                                                           
6 NYPD provided OIG-NYPD with its own date list for tracking approvals of investigation extensions.  As discussed in 
this Report, OIG-NYPD has concerns about NYPD’s method of tracking approvals.  Even applying NYPD’s own 
approval dates, however, NYPD’s Intelligence Bureau missed deadlines for reauthorizing investigations to a degree 
similar to OIG-NYPD’s findings.  NYPD’s own dates reflect that 55.8% of extensions occurred after the prescribed 
deadlines had passed.  The average number of days of unauthorized investigation was 18, and 16.3% of deadlines 
were exceeded by more than 31 days.  
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reauthorization was obtained.  OIG-NYPD found that 16% of human source extension 
documents were unauthorized for over a month before reauthorization was obtained.7     
 

 NYPD routinely fails to describe the role of undercover officers or confidential 
informants in any Human Source Authorization Memoranda.  Section 212-72 of the 
NYPD Patrol Guide requires that the request to use undercover officers or confidential 
informants include: (1) a description of the facts on which the investigation is based; and 
(2) the role of the undercover.  Without this information, a reviewer cannot determine 
whether the use of this intrusive technique is necessary.  However, all Human Source 
Authorization Memoranda reviewed simply cited to the corresponding Investigative 
Statement for the facts of the investigation and included no information on the role of 
the undercover in the investigation.  These applications were approved despite the failure 
to include a case-specific particularized need. 
 

 When Preliminary Inquiries were extended, the extensions did not include articulable 
reasons why further investigative steps were warranted.  The Guidelines require that 
when extending Preliminary Inquiries, NYPD articulate the reasons why the investigation 
is continuing despite the absence of a reasonable indication of unlawful activity.  (Where 
a reasonable indication of unlawful activity does exist, the Preliminary Inquiry should be 
converted to a Full Investigation.)  One hundred percent of Preliminary Inquiry extensions 
reviewed failed to include this articulation of reasons.  Some contained generic language 
about the need to extend the case, but no fact-specific reasons about the need to 
investigate further.  Other applications did not even contain this generic language.  While 
OIG-NYPD was satisfied with NYPD’s subsequent verbal rationale for why extensions were 
required in specific cases, the rules nevertheless require that NYPD document those 
reasons in writing.   
 

 Authorization and extension documents for investigations and the use of human 
sources often contained signature errors, date errors, and related errors.  The Guidelines 
do not specifically require NYPD to memorialize the dates of when investigations are 
opened or extended, nor do they specifically require signatures or check-boxes.  The 
Guidelines do, however, require authorizations and adherence to time limitations.  To 
meet these requirements, basic principles of record-keeping and compliance would call 
for a robust, consistent, and auditable system for registering and tracking such approvals 
and their dates.  While NYPD has voluntarily set up processes to facilitate such 
compliance, the Department has not consistently followed these processes.  Recently, 
NYPD’s Intelligence Bureau has informed OIG-NYPD of the implementation of a new case 
tracking system that may address some of these issues. 
 

                                                           
7 NYPD provided OIG-NYPD with its own date list for tracking approvals of human source extensions.  As discussed 
in this Report, OIG-NYPD found the data to be unreliable for analytical purposes because 13.2% of these “dates” did 
not identify a specific approval date but simply noted the month and year.  As a result, NYPD’s own tracking data 
could not be used to calculate the levels of unauthorized human source activity.  
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 Investigative Statements for Preliminary Inquiries, Full Investigations, and Terrorism 
Enterprise Investigations sufficiently articulated facts to satisfy the thresholds required 
by the Guidelines.  NYPD may open a Preliminary Inquiry when it receives an allegation 
or information “indicating the possibility of unlawful activity.”8  A Full Investigation may 
be launched if the “facts or circumstances reasonably indicate that an unlawful act has 
been, is being, or will be committed.”9  A Terrorism Enterprise Investigation may be 
initiated when the “facts or circumstances reasonably indicate that two or more persons 
are engaged in an enterprise for the purpose of (i) furthering political or social goals 
wholly or in part through activities that involve force, violence or other unlawful acts; (ii) 
engaging in terrorism as defined in N.Y. Penal Law § 490.05, or (iii) committing any offense 
described in [specific sections of the penal code].”10  When reviewing Investigative 
Statements through the perspective of the “prudent investigator” – as indicated by the 
Guidelines – OIG-NYPD determined that the Investigative Statements for Preliminary 
Inquiries, Full Investigations, and Terrorism Enterprise Investigations articulated facts 
sufficient to meet the required thresholds.  This finding is important because it 
demonstrates that NYPD has been articulating valid reasons for its general decisions to 
open particular cases.  OIG-NYPD found nothing to suggest improper motives in these 
documents.   

 

In light of these findings, OIG-NYPD submits the recommendations below.  

Tracking Deadlines and Securing Timely Renewals 

1. For investigations of political activity, NYPD should use a formal mechanism for tracking 
investigative deadlines and should ensure that, where needed, extensions are approved 
prior to required deadlines.  Given the percentage of Preliminary Inquiries, Full 
Investigations, and Terrorism Enterprise Investigations that continued without the 
appropriate documented authorization, NYPD should take greater steps to ensure that 
investigations are either renewed in a timely manner or closed once the investigative 
period has expired.  Such steps include establishing and using a more robust system to 
track and alert the Intelligence Bureau of upcoming deadlines, as well as better 
coordination to secure the appropriate authorizations before the scheduled expiration of 
an investigation.   
 

2. NYPD should use a formal case tracking mechanism that identifies when investigations 
advance to the next investigative level.  While the level of investigation can change over 
time (e.g., Preliminary Inquiries can advance into Full Investigations, Terrorism Enterprise 
Investigations can change into Full Investigations, etc.), NYPD’s system for assigning and 
tracking case numbers did not effectively trace the full history of the investigation.  For 
example, a Preliminary Inquiry may escalate to a Full Investigation, but separate case 

                                                           
8 Guidelines, Appx B, § V(B)(1).  It is important to note that the threshold standard in such matters is relatively low.   
9 Guidelines, Appx B, § V(C). 
10 Guidelines, Appx B, § V(D)(1)(a). 
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numbers are assigned such that a review of the Preliminary Inquiry may not identify the 
subsequent Full Investigation.  Case tracking terminology should more clearly capture all 
investigations related to the same core set of facts.   
 

3. For the use of confidential informants and undercover officers in investigations of 
political activity, NYPD should use a formal mechanism for tracking expiration deadlines 
and ensure that extensions are approved prior to the expiration of an authorization.  
Given the percentage of instances where confidential informants and undercover officers 
may have been utilized on investigations without appropriate authorization, NYPD should 
take greater steps to ensure that the use of a human source in an investigation is either 
renewed in a timely manner or closed once the authorization expires.  Such steps include 
establishing and using a more robust system to track and alert the Intelligence Bureau of 
upcoming deadlines, as well as better coordination to secure appropriate authorizations 
before the scheduled expiration of an authorization.   
 
With respect to Recommendations 1 and 3, NYPD’s Intelligence Bureau has recently 
informed OIG-NYPD that in July 2016, it began using a new case tracking system that 
apparently allows NYPD to more efficiently and effectively track cases.  This is a promising 
development, and OIG-NYPD looks forward to evaluating whether the new system 
effectively addresses the deficiencies outlined in this Report. 

Memorializing Requisite Approvals for Investigations 

4. For requests to extend a Preliminary Inquiry, NYPD should ensure that Investigative 
Statements capture fact-specific reasons why further investigative steps are warranted.  
In consideration of the justification requirement attached to extensions of Preliminary 
Inquiries, requests for extending Preliminary Inquiries should include specific, fact-based 
reasons why further investigative steps are necessary and should not be limited to 
boilerplate statements.  
 

5. For authorizations and renewals of investigations, NYPD should create controls to 
ensure that authorizations to renew or extend investigations properly capture the date, 
signature, and approval of the authorizing officials.  To avoid errors and facilitate 
compliance with all applicable rules and internal practices, NYPD should create controls 
so that all written authorizations and renewals properly capture the date and the name, 
signature, and authorizing action of the requisite supervisor.   
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Requests to Use or Extend the Use of Confidential Informants or Undercover Officers 

6. NYPD’s Human Source Authorization Form should require members of NYPD’s 
Intelligence Bureau to specify the role of the undercover officer or confidential 
informant.  Consistent with the applicable rules, requests to use undercover officers and 
confidential informants should not be limited to boilerplate language but instead should 
include a specific discussion of the role of the human source in the investigation.11  
 

7. NYPD should specify, when extending use of an undercover or confidential informant, 
the reason for the extension.  In consideration of the justification requirement attached 
to extending the use of an undercover, requests for extensions should include specific, 
fact-based reasons for the extension.  
 

8. NYPD should create controls to ensure that authorizations to use or extend the use of 
human sources properly capture the date, signature, and approval of the appropriate 
supervisor.  To avoid errors and facilitate compliance with all applicable rules, NYPD 
should create controls so that all written authorizations and renewals properly capture 
the date and the name, signature, and authorizing action of the requisite supervisor.   
 

9. NYPD’s Human Source Authorization Form should include the number of the extension 
request and the date of the last extension.  Although NYPD maintains a record of each 
date that NYPD believes a human source extension request was approved, these records 
are difficult to reconcile with documentation because Human Source Authorization Forms 
for any given investigation are not numbered in any sequential order and do not list the 
previous extension date.  Including this information, as it is contained in Investigative 
Statements, would simplify independent verification of extension dates.   
 

Codification of Policies and Procedures 

10. NYPD should consolidate its policies and procedures for investigations involving 
political activity into a unified handbook.  Although NYPD’s Intelligence Bureau has made 
important strides with documenting policies and procedures for investigations – including 
initial steps towards consolidating its operational policies – more work is needed to codify 
these practices and guidelines into a single handbook that provides investigators, 
attorneys, analysts, and supervisors with a baseline for what is required and 
recommended in such investigations.  Without official policies, there is a risk that 
necessary safeguards surrounding investigations of political activity will not be observed 
in a thorough and consistent manner throughout the Intelligence Bureau.   

                                                           
11 “Undercover” includes all undercover personnel, including confidential informants, based on the definition 
established in Handschu v. Special Services Div., 605 F. Supp. at 1391 (S.D.N.Y. 1985)(“An employee or agent of the 
New York City Police Department who joins or participates in a political organization for the purpose of investigation 
without disclosing police affiliation.”). 
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11. NYPD should develop written guidelines concerning informational standards for 

Preliminary Inquiries, Full Investigations, and Terrorism Enterprise Investigations.  
Appreciating that each investigation is unique and that the nature of threats and criminal 
activity changes over time, NYPD’s Intelligence Bureau should develop written guidelines 
concerning the informational thresholds for each level of investigation.  Having such 
guidelines would help ensure consistency across investigations and provide NYPD’s 
Intelligence Bureau with a baseline for assessing facts and making determinations.  Such 
guidelines would not be static, but would instead require updates as the nature of the 
threat evolves. 
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Introduction 

I. NYPD Investigations of Political Activity:  Handschu and Patrol Guide § 212-72 

All NYPD investigations involving political activity are governed by a unique set of rules 
codified in section 212-72 of the NYPD Patrol Guide.12  The Guidelines, sometimes referred to as 
the Handschu Guidelines, are rooted in the following Statement of Policy:   

It is the policy of the New York City Police Department that investigations involving 
political activity conform to the guarantees of the Constitution, that care be 
exercised in the conduct of those investigations so as to protect constitutional 
rights, and that matters investigated be confined to those supported by a 
legitimate law enforcement purpose.13  

The Guidelines contain regulations for how and under what circumstances NYPD can 
commence an investigation involving political activity, the different levels of investigation, the 
investigative tools available to NYPD in such investigations, the duration and extension of 
investigations, and the type of information NYPD’s Intelligence Bureau can retain on individuals 
and organizations.  

These rules stem from a 1971 class-action lawsuit brought by civil rights and civil liberties 
activists against the City, the Police Commissioner, and NYPD’s Intelligence Bureau (then called 
the Special Services Division).14  The suit alleged that the Special Services Division had surveilled, 
infiltrated, and compiled dossiers on various political, ideological, and religious groups and 
individuals, thereby suppressing plaintiffs’ constitutionally protected political activity.  Following 
a 1985 court ruling, the City entered into a consent decree which vested NYPD’s Intelligence 
Bureau with the sole authority within NYPD to investigate political activity and which established 
rules – the Handschu Guidelines – to govern these investigations. 

In September 2002, a year after the attacks of September 11, 2001, NYPD successfully 
moved to modify the restrictions of the Handschu Guidelines to be more consistent with the 
United States Department of Justice Guidelines issued in 2002.15  These modified guidelines are 
currently codified in Patrol Guide § 212-72 and are binding on all NYPD members of service who 

                                                           
* NYC Department of Investigation Commissioner Mark G. Peters and Inspector General for the NYPD Philip K. Eure 
thank the staff of OIG‐NYPD and DOI for their efforts, persistence, and insight in helping to produce this Report.  
Gratitude is also extended to the New York City Police Department for its cooperation during the preparation of this 
Report. 
12 A copy of the Guidelines is attached at Appendix A. 
13 Guidelines, Appx B, § I. 
14 Handschu v. Special Services Div., 605 F. Supp. at 1388 (S.D.N.Y. 1985). 
15 The U.S. Department of Justice has since repealed the 2002 DOJ Guidelines.   
See https://www.justice.gov/archive/opa/docs/guidelines.pdf (current guidelines), 
https://www.justice.gov/ag/attorney-generals-guidelines-general-crimes-racketeering-enterprise-and-
domestic#preliminary (2002 Guidelines)  
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are engaged in the investigation of political activity.16  The Guidelines define “political activity” 
as “[t]he exercise of a right of expression or association for the purpose of maintaining or 
changing governmental policies or social conditions.”17 

II. OIG-NYPD Investigation 

Recognizing the serious threat that the City faces from potential terrorist attacks, the 
Guidelines give NYPD significant power to investigate matters involving political activity so that 
potential unlawful conduct can be detected before it happens.  NYPD’s Intelligence Bureau may 
deploy formidable investigative tools when there is evidence of the mere possibility of unlawful 
conduct.  While such powers enable NYPD to protect the City and promote public safety, they 
also implicate the constitutional rights of those being investigated.  Indeed, the Guidelines 
acknowledge the importance of safeguarding constitutional protections while investigating 
political activity.18     

Considering the broad powers NYPD has in investigations involving political activity, the 
importance of compliance with these requirements cannot be overstated.  As noted, documents 
reviewed by OIG-NYPD revealed a particular focus at this time by the Intelligence Bureau on 
political activity by individuals with religious affiliations.  The confluence of two forms of 
constitutionally protected activity – free speech and the free exercise of religion – underscores 
the necessity for strict compliance with the Guidelines so that the rights of groups and individuals 
are protected.  Because the files in question are, quite legitimately, not available to non-police 
reviewers, no systemic analysis of NYPD’s compliance had been possible prior to OIG-NYPD’s 
creation.   

Mindful of these concerns, in 2015 DOI’s OIG-NYPD began investigating NYPD’s 
compliance with the Guidelines, as enumerated in Patrol Guide § 212-72.  Specifically, OIG-NYPD 
sought to examine whether NYPD’s Intelligence Bureau was conforming to certain standards, 
rules, and parameters established by the Guidelines.  These standards and rules include the 
informational threshold required to open an investigation, authorizations and deadlines for 
closing or extending investigations, restrictions on the use of human sources, and requisite 
approvals from senior management for various investigative activities.   

OIG-NYPD’s investigation focused primarily on section five of the Guidelines – “Levels of 
Investigation” – which governs the types of investigations that can be commenced and the 
requirements for opening, extending, and closing these investigations, as well as rules on using 
confidential informants and undercover officers.  Future reports may review other aspects of the 
Guidelines and the work of NYPD’s Intelligence Bureau.    

                                                           
16 As of the release of this Report, the federal court in Handschu v. Special Services Div. is considering new changes 
to the Guidelines.  OIG-NYPD’s Report is limited to the current version of the Guidelines and does not opine on the 
changes under consideration by the court.   
17 Guidelines, Definitions. 
18 See, e.g., Guidelines, Appx A, § 3(I); Appx B, Preamble; Appx B § I; Appx B § II. 
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Methodology and Access 

I. Treatment of Sensitive Information 

OIG-NYPD’s investigation required establishing review criteria, determining the 
appropriate sampling approach, consulting with NYPD’s Intelligence and Legal Bureaus, and 
identifying, reviewing, and assessing the relevant NYPD Intelligence Bureau records.  Given the 
highly sensitive nature of the Intelligence Bureau’s investigations, steps to protect the security of 
information were necessary and agreed upon with NYPD.  These steps included inspection of 
certain documents on site and only by security-vetted OIG-NYPD staff.  Further, certain sensitive 
information has been redacted from the public version of this Report and no case-specific 
information has been included.    

II. Compliance Criteria  

Based on the language of the Guidelines and their requirements, as well as a preliminary 
review of NYPD Intelligence Bureau documents, OIG-NYPD developed criteria to assess and 
quantify NYPD’s compliance with the Guidelines.  For this Report, OIG-NYPD developed criteria 
by focusing primarily on the requirements established in the “Levels of Investigation” section       
(§ V) and the “Undercover Operations” section (§ VI.a) of the Guidelines.  The compliance criteria 
fall broadly into the following categories: 

 Authorizations of Investigations:  The Guidelines require written authorization by specific 
supervisory titles before an investigation can be opened and renewed.  OIG-NYPD 
assessed whether such authorizations were obtained. 
 

 Time Limitations:  Each level of investigation is subject to strict time limitations, both for 
the initial investigation and for any extensions.  OIG-NYPD assessed NYPD’s compliance 
with these time limitations.  
 

 Informational Threshold for Opening an Investigation:  For each level of investigation, 
the evidence must satisfy a particular informational standard before the investigation can 
proceed.  OIG-NYPD assessed whether those thresholds were met.  
 

 Extensions:  For Preliminary Inquiries, the Guidelines require that NYPD articulate reasons 
why further extensions of the investigation are required.  OIG-NYPD determined whether 
NYPD was providing proper written justification for continuing these investigations.  (This 
is not required for Full Investigations and Terrorism Enterprise Investigations).   
 

 Use of Undercover Members of NYPD or Confidential Informants:  The use of human 
sources requires separate written authorizations that are also subject to time limitations.  
OIG-NYPD assessed NYPD’s compliance with these requirements.19   

                                                           
19 For a detailed breakdown of the Guidelines’ language supporting these criteria, please see Appendix B. 
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Investigations Under the Guidelines 

 The following section provides an overview of the levels of investigations under the 
Guidelines, the process by which NYPD’s Intelligence Bureau manages those investigations, the 
use of human sources, and the Intelligence Bureau’s policies and practices for investigations of 
political activity.   

I. Levels of Investigations 

This Report focuses on three of the four levels of investigations involving political activity: 
Preliminary Inquiries, Full Investigations, and Terrorism Enterprise Investigations.  This Report 
does not cover the first level of investigation, “Checking of Leads.”    

a. Preliminary Inquiry 

 Preliminary Inquiries are matters where allegations or information require further 
scrutiny because there is a “possibility”— but not yet a “reasonable indication” – of unlawful 
activity.21  According to NYPD’s application of the Guidelines, Preliminary Inquiries can be 
triggered by what a person (such as a vetted source of information, an undercover officer, or a 
confidential informant) witnesses or hears.   

b. Full Investigation 

 Full Investigations are subject to a stricter threshold standard and “may be initiated when 
facts or circumstances reasonably indicate that an unlawful act has been, is being, or will be 
committed.”22   While the Guidelines note that the standard is substantially lower than probable 
cause, “[t]here must be an objective, factual basis for initiating the investigation; a mere hunch 
is insufficient.”23  As compared to Preliminary Inquiries, NYPD investigators in a Full Investigation 
have a wider array of investigative techniques available to them. 

c. Terrorism Enterprise Investigation 

 Terrorism Enterprise Investigations are similar to Full Investigations but involve more than 
one subject engaged in an enterprise.  The threshold standard is more detailed than Preliminary 
Inquiries and Full Investigations, though it also turns on a “reasonable indication” of unlawful 
activity.   

 NYPD has explained that, while not required by the Guidelines, it has set a higher internal 
threshold standard for targeting a location as the subject of a Terrorism Enterprise Investigation.  
According to NYPD, for a location or institution – such as a mosque – to be the subject of a 
Terrorism Enterprise Investigation, there must be a reasonable indication that the leadership or 
staff members are involved in unlawful activity.  If an individual is observed engaging in suspicious 
behavior during a Terrorism Enterprise Investigation, but is not part of the enterprise under 

                                                           
21 Guidelines, Appx B, § V(B)(1). 
22 Guidelines, Appx B, § V(C). 
23 Guidelines, Appx B, § V(C)(1). 
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investigation, the individual could be subject to a separate NYPD Intelligence Bureau 
investigation.   

II. Undercover Officers and Confidential Informants 

The Guidelines permit NYPD’s Intelligence Bureau to use undercover officers and 
confidential informants (collectively “human sources”) in investigations of political activity.24  
NYPD’s Intelligence Bureau stated that human sources are only used if, based on all 
circumstances surrounding a case, they are the “most effective means” of obtaining 
information.25  According to NYPD, human sources are prohibited from disrupting lawful political 
activity and cannot, as a source, attend religious services unless in connection with a subject of 
an investigation under the Guidelines.   

III. NYPD Intelligence Bureau Meetings   

In order to authorize or extend Preliminary Inquiries, Full Investigations, and Terrorism 
Enterprise Investigations, members of NYPD’s Intelligence Bureau’s Legal Matters Unit (LMU), 
alongside analysts, detectives, and their various supervisors, must first draft Investigative 
Statements.26  Investigative Statements are reviewed at monthly “Handschu Committee” 
meetings and are approved in writing by both the Commanding Officer and the Deputy 
Commissioner of the Intelligence Bureau.  The Handschu Committee currently includes the 
Deputy Commissioner, Commanding Officer, and Executive Officer of the Intelligence Bureau, the 
Deputy Commissioner and Assistant Deputy Commissioner for Legal Matters, the senior 
leadership of the Intelligence Operations and Analysis Section, the Commanding Officer of the 
Criminal Intelligence Section, and Department attorneys, among others.  The Committee 
discusses cases and asks questions so that the Deputy Commissioner can make determinations 
about investigations.  

At Handschu Policy Meetings, held every four to six weeks, members of NYPD’s 
Intelligence Bureau attempt to determine the best way to create policies to guide the operations 
of the Bureau. During these meetings, participants formulate workable rules and practices in 
order to improve the Intelligence Bureau’s functionality and compliance with the Guidelines. 

 At weekly Collections meetings, Intelligence Bureau professionals discuss, review, and 
critique specific investigations that are currently underway.  In these meetings, participants 
analyze investigations from an operational perspective and attempt to determine the best way 
to proceed.  All Intelligence Bureau investigations undergo this process. 

 NYPD’s Intelligence Bureau also holds regular “DD5” review meetings in which all field 
intelligence reports (known as “DD5s”) are reviewed.  LMU attorneys review all DD5s to spot 
issues and potential violations of internal practices, and provide guidance to investigators on 
what content should be included in these field intelligence reports.  

                                                           
24 Guidelines, Appx B, § VI(3)(a). 
25 Guidelines, Appx B, § VI(3)(a)(i). 
26 LMU is comprised of five non-uniformed attorneys and one uniformed attorney who report to a Deputy 
Commissioner.  Members of LMU attend all Intelligence Bureau meetings.   
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IV. Intelligence Bureau Policies Governing Investigations Under the Guidelines 

NYPD’s Intelligence Bureau does not currently have a unified policy manual to govern all 
investigations falling under the Guidelines.  Instead, the Intelligence Bureau’s policies, 
procedures, and guidelines are spread across a range of meeting minutes, handbooks, emails, 
and related records.  According to NYPD, beginning in early 2011, the Intelligence Bureau’s 
analysts, investigators, and lawyers increased their collaboration on the drafting of Investigative 
Statements.  This collaboration led to a more systemized documentation of the process.  NYPD’s 
Intelligence Bureau has, for several years, also discussed the development of a single policy 
manual, but the project remains ongoing.   
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TABLE B – DATE CALCULATIONS FOR INVESTIGATION EXTENSIONS 

 

Anticipated First 
Extension Date 

(following Initial 
Authorization) 

Extensions 

Preliminary Inquiry 
Opening Date  

+ 180 Days 

Last Recorded 
Extension Date  

+ 90 Days 

Full Investigation 
Opening Date  

+ 365 Days 

Last Recorded 
Extension Date  

+ 365 Days 

Terrorism Enterprise Investigation 
Opening Date  

+ 365 Days 

Last Recorded 
Extension Date  

+ 365 Days 

 

 In order to test this methodology, OIG-NYPD asked NYPD to produce its own tracking data 
for the opening and extension dates both on Investigative Statements and on authorizations and 
extensions for the use of human sources (discussed further below).  With respect to Investigative 
Statements, the data provided by NYPD resulted in outcomes not significantly different from OIG-
NYPD’s findings (see below and footnote 6 above).  However, OIG-NYPD could not make full use 
of NYPD’s data because the Department has considered numerous different types of events 
(signature pages, meeting minutes, emails) to constitute approvals by the Deputy Commissioner 
of Intelligence.  Such variation in tracking does not lend itself to appropriate oversight and 
increases the risk of tracking failures.  This issue arose most prominently with respect to human 
source authorizations.  OIG-NYPD could not even compare its findings to NYPD’s own tracking 
sheet because 13.2% of NYPD’s entries recorded only the month and year but not the specific 
day of the approval (see footnote 7 above).  

The weaknesses in NYPD’s current case tracking and monitoring process – which make it 
difficult to reliably assess NYPD’s compliance with the Guidelines – highlight the need for NYPD 
to use a more thorough, consistent, and auditable system for registering and tracking dates and 
deadlines for the authorization and extension of investigations and the use of human sources.  
While the findings below identify the degree to which NYPD was non-compliant with the 
prescribed deadlines under the Guidelines, the broader concern is that NYPD does not have an 
adequate system in place to ensure compliance with these deadlines.  Recently, NYPD’s 
Intelligence Bureau has informed OIG-NYPD of the implementation of a new case tracking system 
that may address some of these issues.  This is a promising development, and OIG-NYPD looks 
forward to evaluating whether the new system effectively addresses the deficiencies outlined in 
this Report. 
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there is a weekly NYPD Intelligence Bureau meeting to review the general status of each open 
investigation.  In other words, there is active ongoing review of these investigations.  Accordingly, 
the fact that one-quarter of extensions that exceeded their deadlines did so by more than one 
month raises serious concerns about the importance that NYPD places on these time limitations 
or the constitutional safeguards they represent.   

This degree of error illustrates, at a minimum, that the Intelligence Bureau’s current 
tracking and monitoring mechanism is not effective.  The failure to adhere to time limitations 
cannot be discounted as merely technical or administrative.  The Guidelines were designed so 
that NYPD could conduct investigations that it believes promote public safety, while also 
safeguarding the constitutional rights of the citizens they serve.  One of those safeguards is that 
investigations cannot continue indefinitely without renewed approval and oversight.  When 
NYPD does not follow those restrictions, the investigative activity is unauthorized and the 
Guidelines designed to prohibit open-ended and un-reviewed surveillance have been violated.   

b. Human Source Use 
 

i. Methodology for Calculating Dates 

 The use of an undercover officer or confidential informant may be initially authorized only 
by the Deputy Commissioner of the Intelligence Division for 120 days, and may be extended for 
additional periods of 120 days, also only with the approval of the Deputy Commissioner of the 
Intelligence Division.30  These requests and authorizations must be in writing.31  Given these 
requirements, OIG-NYPD used the date that the Deputy Commissioner signed the investigation’s 
human source authorization form as the date that the use of a human source was officially 
authorized or extended. 32 To identify extension dates, OIG-NYPD added the required number of 
days following the initial authorization and then to each subsequent recorded extension date 
(120 days).33     

 

  

                                                           
30 The NYPD Intelligence Division referred to in the Guidelines is now called NYPD’s Intelligence Bureau. 
31 Guidelines, Appx B, § VI(3)(a)(ii). 
32 Because NYPD does not number human source extensions nor list the date of the last extension in its Human 
Source Authorization memoranda, OIG-NYPD was unable to determine whether large gaps between extensions of 
the use of human sources were due to missing documents or failures to extend on time.  Accordingly, OIG-NYPD only 
used documented human source extensions for its calculations.   
33 Unlike investigations, which have discontinuance memos to identify an investigation’s end, NYPD does not use a 
discontinuance memo for human source authorizations.  Accordingly, while OIG-NYPD can identify unauthorized 
periods of potential human source use between human source extension memos (i.e., identify recorded extension 
dates in excess of 120 days), OIG-NYPD could not calculate the timeliness of human source reauthorizations following 
the last known human source extension memo.  For example, if the last human source extension was authorized on 
day 240 (such that the next extension would be on day 360), but the investigation closed on day 370, OIG-NYPD has 
no documentation to verify whether human source activity closed on day 360 or continued for ten more days 
unauthorized.   As a result, OIG-NYPD’s analysis only accounts for days in between existing human source extension 
memos. 
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investigations.  By failing to obtain renewal authorizations, sometimes for months at a time, 
NYPD is violating substantive protections now in place.  

Notably, with respect to Collection Leads – a lower level investigation – NYPD’s 
Intelligence Bureau’s written policy states that the use of human sources shall not continue past 
the authorization expiration date and that legal counsel must notify senior staff when an 
expiration date is reached.  This policy makes sense, yet OIG-NYPD uncovered no such 
corresponding policy for the use of human sources on Preliminary Inquiries, Full Investigations, 
and Terrorism Enterprise Investigations. 

II. Authorizations and Approvals 

As noted, the Guidelines require that the opening and extension of investigations, as well 
as the use and renewal of human sources, be memorialized in writing by specific individuals.  OIG-
NYPD’s review found several deficiencies in how NYPD’s Intelligence Bureau secures and records 
the requisite authorizations. 

a. Preliminary Inquiries, Full Investigations, and Terrorism Enterprise 
Investigations 

 Under the Guidelines, requests to commence an investigation may be authorized by one 
of several designated “Authorizing Officials.” This authorization is then subject to final approval 
by the Deputy Commissioner of Intelligence.  As noted, investigations approaching expiration can 
be renewed.  Renewal authorization for Preliminary Inquiries, Full Investigations, and Terrorism 
Enterprise Investigations are granted by the Deputy Commissioner of Intelligence and must be in 
writing.   

In practice, the Intelligence Bureau records authorizations by executives on authorization 
forms that are attached to Investigative Statements and memos.  When fully completed, these 
forms contain: 

 Signatures by an “Authorizing Official” (defined in Patrol Guide § 212-72 as the 
Commanding Officer or Executive Officer of the Intelligence Division (now Bureau), or the 
Commanding Officer of the Criminal Intelligence Section) and the Deputy Commissioner 
of Intelligence; 
 

 Dates accompanying the signatures; and  
 

 Checkmarks indicating approval or disapproval of the request.   

OIG-NYPD used data on these authorization forms and related documents to assess whether 
NYPD’s Intelligence Bureau was in compliance with the requirements for authorizations, 
extensions, and time limitations.  For a detailed list of the review criteria derived from the 
Guidelines, see Appendix C. 
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III. Extensions of Preliminary Inquiries 

Preliminary Inquiries have a unique requirement that does not exist for Full Investigations 
and Terrorism Enterprise Investigations.  Under the Guidelines:  

Inquiries shall be completed within 180 days after initiation of the first 
investigative step.  The date of the first investigative step is not necessarily the 
same date on which the first incoming information or allegation was received.  An 
extension of time in an inquiry for succeeding 90 day periods may be granted by 
the Deputy Commissioner of Intelligence.  Any such request for extension shall 
be in writing and shall include a statement of the reasons why further 
investigative steps are warranted when there is no reasonable indication of 
unlawful activity.  The action taken on any such request for extension shall also 
be recorded in writing.42 

 The highlighted sentence makes clear that if there is no demonstrable reason to continue 
the Preliminary Inquiry, the investigation should be closed.  This provision is understandable in 
light of the Guidelines’ framework.  By design, a Preliminary Inquiry is a short-term investigation 
that allows NYPD to assess whether a Full Investigation should be opened.  A Preliminary Inquiry 
has a very low informational threshold – “a possibility of unlawful activity” – while allowing for 
broad and sometimes invasive investigative powers, including the use of confidential informants 
and undercover officers.43 By requiring NYPD to include a “statement of reasons” why a 
Preliminary Inquiry must continue, the Guidelines create an important safeguard against 
perpetual investigations where there is scant evidence of actual unlawful conduct. 

OIG-NYPD found that in all of the Investigative Statements reviewed to extend 
Preliminary Inquiries, NYPD’s Intelligence Bureau failed to document reasons, supported by 
specific facts, as to why further investigative steps were warranted when there was no 
reasonable indication of unlawful activity.  In some cases (8.7%), NYPD’s Intelligence Bureau 
included the following generic statement when seeking to extend a Preliminary Inquiry:  

Although this request for extension contains no new information, the undersigned 
conclude that the prior statements and activities of [subject] raise the possibility 
that [subject] plans to engage in unlawful conduct at some time in the future. 

OIG-NYPD finds that the quoted language amounts to boilerplate and, on its face, fails to satisfy 
the requirements imposed by the Guidelines.  By citing to non-specific evidence and using 
conclusory language, the boilerplate text offers no guidance as to the actual reasons to continue 
the investigation.  Instead, the text invites speculative, after-the-fact rationalizations which may 

                                                           
42 Guidelines, Appx B, § V(B)(4) (emphasis added).  
43 Guidelines, Appx B, § V(B)(1).  Investigative techniques such as mail openings, eavesdropping, and video 
surveillance that would otherwise require a warrant are prohibited. See Guidelines, Appx B, § V(B)(5). 
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or may not reflect the reasons why the Deputy Commissioner of Intelligence authorized the 
extension.44   

NYPD’s Intelligence Bureau informed OIG-NYPD that the reasons for extending 
Preliminary Inquiries are discussed during the monthly Handschu Committee meetings, but that 
these discussions are not captured by the Handschu Committee meeting minutes or any other 
document.  This further underscores the necessity for citing specific, non-ambiguous information 
in writing when extending a Preliminary Inquiry.  NYPD’s Intelligence Bureau also noted that 
delays caused by subpoenas or other logistical actions are often the cause for seeking an 
extension of a Preliminary Inquiry, and such operational detail would not be appropriate to 
include in an Investigative Statement.  While NYPD’s Intelligence Bureau is free to determine 
what content should and should not appear in an Investigative Statement, the Guidelines still 
require NYPD to memorialize the reasons for the extension, and that currently is not being done 
in any form.  This failure is not merely procedural.  It makes review by oversight bodies such as 
OIG-NYPD extremely difficult and thus prevents verification that constitutional violations are not 
occurring. 

IV. Informational Thresholds Under the Guidelines 

 In order for NYPD to launch an investigation under the Guidelines, a certain threshold 
must be met.  As detailed in the Methodology section, NYPD may open a Preliminary Inquiry 
when it receives an allegation or information “indicating the possibility of unlawful activity.”45 A 
Full Investigation may be launched if “facts or circumstances reasonably indicate that an unlawful 
act has been, is being, or will be committed.”46  Lastly, a Terrorism Enterprise Investigation may 
be initiated when “facts or circumstances reasonably indicate that two or more persons are 
engaged in an enterprise for the purpose of (i) furthering political or social goals wholly or in part 
through activities that involve force, violence or other unlawful acts; (ii) engaging in terrorism as 
defined in N.Y. Penal Law § 490.05, or (iii) committing any offense described in [specific sections 
of the penal code].”47 

 Compliance with the threshold standard is a bedrock principle of the Guidelines.  As 
noted, the Guidelines permit NYPD to deploy significant resources and use powerful investigative 
tools when investigating political activity, including the use of confidential informants and 
undercover operatives.  Consistent with the Guidelines’ “Statement of Policy,” the thresholds 

                                                           
44 It is important to note that OIG-NYPD is not making any findings regarding the merits of particular extension 

requests.  OIG-NYPD accepts that the narrative section of the Investigative Statement may already suggest reasons 
why further investigative work is needed (e.g., if the Investigative Statement quotes a subject saying that he/she 
intends to do something in the near future).  Instead, OIG-NYPD is determining whether the language provided in 
the required authorization satisfies the requirements to set forth in writing “the reasons why further investigative 
steps are warranted when there is no reasonable indication of unlawful activity.” 
45 Guidelines, Appx B, § V(B)(1).   
46 Guidelines, Appx B, § V(C). 
47 Guidelines, Appx B, § V(D)(1)(a). 
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case numbers, once assigned, in the discontinuance memos for investigations which have been 
upgraded and downgraded.  NYPD’s new case tracking system may assist in this regard.   

b. Policies and Procedures 

Some of the policies and procedures that OIG-NYPD reviewed revealed an organized, 
detailed, and thoughtful approach to how various operational aspects of NYPD Intelligence 
Bureau investigations should be handled.  The documents provided definitions and explanations 
of key terms, guidelines on how to complete field reports, best practices for investigators, specific 
guidance regarding religious institutions and political gatherings, information about training, 
outlines of various operational steps that must be followed, and related rules.   

While these documents are encouraging, much of this written guidance is relatively new 
and is piecemeal.  NYPD’s Intelligence Bureau acknowledged that while it has, for many years, 
engaged in rigorous discussion regarding how investigations involving political activity should be 
handled, it did not reduce these findings to written guidance until recently.    With the exception 
of a few stray emails and memos, there were few documented policies in NYPD’s Intelligence 
Bureau before 2011.   

For example, beyond the text of the Guidelines, NYPD does not have any internal written 
guidelines on how to assess whether particular cases meet the informational thresholds for 
Preliminary Inquiries, Full Investigations, and Terrorism Enterprise Investigations.  Although such 
guidelines would be challenging to draft in light of the dynamic and evolving nature of terrorist 
and related threats, law enforcement has succeeded in providing written guidance to police 
professionals on other standards.  To ensure ongoing compliance, NYPD should establish such 
written guidelines.  Although Handschu does not require NYPD’s Intelligence Bureau to adopt any 
particular policies, there are institutional advantages to doing so.  Without more comprehensive 
official policies, there is a risk that necessary safeguards surrounding investigations involving 
political activity will not be observed in a thorough and consistent manner throughout NYPD’s 
Intelligence Bureau.     
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Recommendations 

 OIG-NYPD’s recommendations are designed to strengthen NYPD’s compliance with the 
Guidelines. 

Tracking Deadlines and Securing Timely Renewals 

1. For investigations of political activity, NYPD should use a formal mechanism for tracking 
investigative deadlines and should ensure that, where needed, extensions are approved 
prior to required deadlines.  Given the percentage of Preliminary Inquiries, Full 
Investigations, and Terrorism Enterprise Investigations that continued without the 
appropriate documented authorization, NYPD should take greater steps to ensure that 
investigations are either renewed in a timely manner or closed once the investigative 
period has expired.  Such steps include establishing and using a more robust system to 
track and alert the Intelligence Bureau of upcoming deadlines, as well as better 
coordination to secure the appropriate authorizations before the scheduled expiration of 
an investigation.   
 

2. NYPD should use a formal case tracking mechanism that identifies when investigations 
advance to the next investigative level.  While the level of investigation can change over 
time (e.g., Preliminary Inquiries can advance into Full Investigations, Terrorism Enterprise 
Investigations can change into Full Investigations, etc.), NYPD’s system for assigning and 
tracking case numbers did not effectively trace the full history of the investigation.  For 
example, a Preliminary Inquiry may escalate to a Full Investigation, but separate case 
numbers are assigned such that a review of the Preliminary Inquiry may not identify the 
subsequent Full Investigation.  Case tracking terminology should more clearly capture all 
investigations related to the same core set of facts.   
 

3. For the use of confidential informants and undercover officers in investigations of 
political activity, NYPD should use a formal mechanism for tracking expiration deadlines 
and ensure that extensions are approved prior to the expiration of an authorization.  
Given the percentage of instances where confidential informants and undercover officers 
may have been utilized on investigations without appropriate authorization, NYPD should 
take greater steps to ensure that the use of a human source in an investigation is either 
renewed in a timely manner or closed once the authorization expires.  Such steps include 
establishing and using a more robust system to track and alert the Intelligence Bureau of 
upcoming deadlines, as well as better coordination to secure appropriate authorizations 
before the scheduled expiration of an authorization.   
 
With respect to Recommendations 1 and 3, NYPD’s Intelligence Bureau has recently 
informed OIG-NYPD that in July 2016, it began using a new case tracking system that 
apparently allows NYPD to more efficiently and effectively track cases.  This is a promising 
development, and OIG-NYPD looks forward to evaluating whether the new system 
effectively addresses the deficiencies outlined in this Report. 
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Memorializing Requisite Approvals for Investigations 

4. For requests to extend a Preliminary Inquiry, NYPD should ensure that Investigative 
Statements capture fact-specific reasons why further investigative steps are warranted.  
In consideration of the justification requirement attached to extensions of Preliminary 
Inquiries, requests for extending Preliminary Inquiries should include specific, fact-based 
reasons why further investigative steps are necessary and should not be limited to 
boilerplate statements.  
 

5. For authorizations and renewals of investigations, NYPD should create controls to 
ensure that authorizations to renew or extend investigations properly capture the date, 
signature, and approval of the authorizing officials.  To avoid errors and facilitate 
compliance with all applicable rules and internal practices, NYPD should create controls 
so that all written authorizations and renewals properly capture the date and the name, 
signature, and authorizing action of the requisite supervisor.   
 

Requests to Use or Extend the Use of Confidential Informants or Undercover Officers 

6. NYPD’s Human Source Authorization Form should require members of NYPD’s 
Intelligence Bureau to specify the role of the undercover officer or confidential 
informant.  Consistent with the applicable rules, requests to use undercover officers and 
confidential informants should not be limited to boilerplate language but instead should 
include a specific discussion of the role of the human source in the investigation.  
 

7. NYPD should specify, when extending use of an undercover or confidential informant, 
the reason for the extension.  In consideration of the justification requirement attached 
to extending the use of an undercover, requests for extensions should include specific, 
fact-based reasons for the extension.  
 

8. NYPD should create controls to ensure that authorizations to use or extend the use of 
human sources properly capture the date, signature, and approval of the appropriate 
supervisor.  To avoid errors and facilitate compliance with all applicable rules, NYPD 
should create controls so that all written authorizations and renewals properly capture 
the date and the name, signature, and authorizing action of the requisite supervisor.   
 
 

9.  NYPD’s Human Source Authorization Form should include the number of the extension 
request and the date of the last extension.  Although NYPD maintains a record of each 
date that NYPD believes a human source extension request was approved, these records 
are difficult to reconcile with documentation because Human Source Authorization Forms 
for any given investigation are not numbered in any sequential order and do not list the 
previous extension date.  Including this information, as it is contained in Investigative 
Statements, would simplify independent verification of extension dates.   
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Codification of Policies and Procedures 

10. NYPD should consolidate its policies and procedures for investigations involving 
political activity into a unified handbook.  Although NYPD’s Intelligence Bureau has made 
important strides with documenting policies and procedures for investigations, more 
work is needed to codify these practices and guidelines into a single handbook that 
provides investigators, attorneys, analysts, and supervisors with a baseline for what is 
required and recommended in such investigations.  Without official policies, there is a risk 
that necessary safeguards surrounding investigations of political activity will not be 
observed in a thorough and consistent manner throughout the Intelligence Bureau.   
 

11. NYPD should develop written guidelines concerning informational standards for 
Preliminary Inquiries, Full Investigations, and Terrorism Enterprise Investigations.  
Appreciating that each investigation is unique and that the nature of threats and criminal 
activity changes over time, NYPD’s Intelligence Bureau should develop written guidelines 
concerning the informational thresholds for each level of investigation.  Having such 
guidelines would help ensure consistency across investigations and provide NYPD’s 
Intelligence Bureau with a baseline for assessing facts and making determinations.  Such 
guidelines would not be static, but would instead require updates as the nature of the 
threat evolves. 
 

 

 

 

  

Please contact us at: 

Office of the Inspector General for the New York City Police Department 

New York City Department of Investigation 

80 Maiden Lane 

New York, NY 10038 

Telephone: (212) 806-5200 

www.nyc.gov/oignypd  

For general inquiries, please email inquiry@oignypd.nyc.gov 

For OIG-NYPD’s Press Office, please call (212) 806-5225 or email press@oignypd.nyc.gov 

For OIG-NYPD’s Community Outreach Unit, please call (212) 806-5220 or email 

communityoutreach@oignypd.nyc.gov 
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NEW    YORK    CITY    POLICE    DEPARTMENT 

 
 
PURPOSE To provide guidelines for investigations of possible unlawful or terrorist related activity 

that involve political activity, including the collection, analysis, processing, retention, and 
dissemination of information concerning persons, groups, or organizations involved in 
political activity. 
 

DEFINITIONS 
 

POLITICAL ACTIVITY - The exercise of a right of expression or association for 
the purpose of maintaining or changing governmental policies or social conditions. 
 
INVESTIGATION – A police activity undertaken to obtain information or 
evidence. 
 
LEAD – Information submitted to or obtained or developed by the Intelligence 
Division concerning an ongoing investigation, or, that may be used to initiate a 
new investigation. 
 
INVESTIGATIVE STATEMENT – A detailed written request submitted under 
this procedure to obtain approval for the initiation of a Preliminary Inquiry, Full 
Investigation, or Terrorism Enterprise Investigation. 
 
AUTHORIZING OFFICIAL – The Intelligence Division official (specifically, 
the Commanding Officer and the Executive Officer, Intelligence Division, and 
the Commanding Officer, Criminal Intelligence Section) authorized to approve 
requests to initiate or extend a Preliminary Inquiry, Full Investigation, or 
Terrorism Enterprise Investigation. 
 

PROCEDURE 
 

When a Lead involving possible unlawful or terrorist related activity is received 
from any source involving an individual, group, or organization that is engaged in 
political activity which requires some follow up or further investigation:  
 

NOTE 
 

The Handschu Consent Decree (Appendix A) and the Guidelines for Investigations Involving 
Political Activity (Appendix B) (together, “the Modified Handschu Guidelines,” or, “the 
Guidelines”) require that any investigation by the New York City Police Department involving 
political activity shall be initiated by and conducted only under the supervision of the  
Intelligence Division.  Accordingly, members of the service shall not conduct investigations 
involving political activity without the express written approval of the Deputy Commissioner, 
Intelligence. 
 
 
 
 
 
 
 

PATROL GUIDE  
Section: Command Operations Procedure No: 212-72 

GUIDELINES FOR UNIFORMED MEMBERS OF THE SERVICE 
CONDUCTING INVESTIGATIONS INVOLVING POLITICAL 

ACTIVITIES 
DATE ISSUED: DATE EFFECTIVE: REVISION NUMBER: PAGE: 

08/01/13 08/01/13       1 of 18 
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MOS 
RECEIVING 
INFORMATION 
SUGGESTING 
NEED FOR 
INVESTIGATION 
INVOLVING 
POLITICAL 
ACTIVITY 
 

1. Report information or observations concerning possible unlawful or 
terrorist activity involving political activity to the Intelligence Division, 
Criminal Intelligence Section (24 hours, 7 days a week).   

 a. Include details of Lead, including information suggesting need for 
  investigation of individual, group, or organization involved in 
  political activity. 

b. Comply with directions of Criminal Intelligence Section, 
including preparation of more detailed report, if necessary. 

 
INTELLIGENCE 
DIVISION 
CRIMINAL 
INTELLIGENCE 
SECTION 
 

2. Accept and record Leads received. 
 a. Contact reporter and conduct telephone interview to obtain 

 additional details, if necessary. 
3. Confer with Criminal Intelligence Section supervisor concerning 

assignment and disposition of Lead; if appropriate, refer for review as 
required by Lead processing procedures. 

 
CRIMINAL 
INTELLIGENCE 
SECTION 
SUPERVISOR  
 

4. Assign Lead requiring follow up by Intelligence Division to appropriate 
unit for Checking of Lead or other investigation. 

 

SUPERVISOR, 
INTELLIGENCE 
DIVISION UNIT 
ASSIGNED 

5. Supervise performance of Checking of Lead, if appropriate. 
6. Submit Investigative Statement to Authorizing Official requesting 

approval to conduct either a Preliminary Inquiry, Full Investigation, or 
Terrorism Enterprise Investigation, if the original Lead, the results of a 
Checking of Lead, or other information suggests the need for further 
investigation that involves political activity. 

  a. Specify request and justification for use of undercover or  
  confidential informant, (or other investigative technique requiring 
  approval) as appropriate. 

 
NOTE 
 

The Investigative Statement will be clear and precise.  The subject group, organization, 
or individual whose political activity is to be investigated will be clearly identified.  The 
Investigative Statement will specify the information that forms the basis for the request 
for a Preliminary Inquiry, Full Investigation, or Terrorism Enterprise Investigation.  In 
exigent circumstances, an investigation may be undertaken before an Investigative 
Statement has been submitted and approved.  In such case, the Investigative Statement 
must be submitted as soon as practicable. 
 

AUTHORIZING 
OFFICIAL 
 

7. Review request; determine whether requested investigation is warranted 
and in compliance with the Modified Handschu Guidelines. 

  a. Indicate approval or disapproval of investigation and investigative 
  technique(s) in written endorsement. 

  b. Forward endorsement to Deputy Commissioner, Intelligence for 
  final approval, if approved. 
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DEPUTY 
COMMISSIONER, 
INTELLIGENCE 
 

8. Review request, determine whether requested investigation is warranted 
and in compliance with these Guidelines. 

  a. Indicate approval or disapproval of investigation and investigative 
  technique(s) in written endorsement. 

 
INVESTIGATIVE 
UNIT ASSIGNED 
 

9. Conduct approved investigation involving political activity according to 
the Constitution, the Handschu Consent Decree, the Guidelines for 
Investigations Involving Political Activity, and other applicable law and 
Department procedures. 

 
ASSIGNED 
INVESTIGATOR 
 

10. Confer with supervisor and prepare report of investigative activity. 
11. Submit completed report to supervisor. 
 

SUPERVISOR, 
INVESTIGATIVE 
UNIT ASSIGNED 
 

12. Review report to verify that only approved investigative activity has been 
undertaken. 

13. Forward completed investigator’s report to Commanding Officer of 
Investigative Unit assigned. 

 
COMMANDING 
OFFICER,  
INVESTIGATIVE 
UNIT ASSIGNED 
 

14. Review all reports prepared by assigned investigator and verify that the 
investigation was conducted in compliance with the Guidelines. 

 

DEPUTY 
COMMISSIONER, 
INTELLIGENCE 
 

15. Periodically review the progress of approved investigations to ensure that 
investigations are conducted in compliance with the Guidelines. 

16. Periodically advise the Police Commissioner concerning the status and 
outcome of investigations conducted under the Guidelines. 

 
ADDITIONAL 
DATA 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

See attached Appendix A, Handschu Consent Decree, and Appendix B, Guidelines for 
Investigations Involving Political Activity. 
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DATA  
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APPENDIX A 
 

HANDSCHU CONSENT DECREE; DECISION AND GUIDELINES 
 
1. PURPOSE 
 
Pursuant to the settlement entered into by the Police Department in the case of 
Handschu, et al. v. Special Services Division, et al., the Department is required to 
comply with certain guidelines in investigative matters as set forth herein. 
 
2. BACKGROUND OF HANDSCHU, et al. v. SPECIAL SERVICES DIVISION, 

et al. 
 
Handschu was commenced in 1971.  The complaint alleged that certain intelligence 
gathering practice and conduct of the Department infringed upon the plaintiffs’ constitutional 
rights.  Such conduct included infiltration, electronic surveillance, dossier collection, and 
improper dissemination of collected information.  In order to resolve the issues raised in 
Handschu, the parties agreed to the implementation of certain guidelines which were 
commonly referred to as the Handschu Guidelines and which have been incorporated in the 
Patrol Guide since that time.  Pursuant to a recent court order granting the Department’s 
request to modify those guidelines, the following “Modified Handschu Guidelines” (including 
the following “Guidelines for Investigations Involving Political Activity”) hereby replace the 
old guidelines, and are now in effect. 
 
3. GUIDELINES 
 
I. GENERAL STATEMENT OF POLICY 
 
Activities of the New York City Police Department in the investigation of political activity will 
conform to constitutionally guaranteed rights and privileges. 
 
II. DEFINITIONS 
 
A. Political Activity - The exercise of a right of expression or association for the 

purpose of maintaining or changing governmental policies or social conditions. 
 
B. Authority - A board established pursuant to Section III of these guidelines. 
 
C. Investigation - A police activity undertaken to obtain information or evidence. 
 
III. AUTHORITY ESTABLISHED 
 
There is hereby established an Authority to conduct the review of records described in 
paragraph IV.  It shall consist of three members who shall act as a body, to wit, the 
Deputy Commissioner - Legal Matters of the Police Department, the Chief of Internal 
Affairs of the Police Department, and a civilian member appointed by the Mayor upon 
consultation with the Police Commissioner for a term revocable at will.  The decisions of 
the Authority as set forth herein shall be by majority vote.  
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IV. REVIEW OF RECORDS TO DETERMINE COMPLIANCE 
 
A. At any time a person or member of a group or organization, having reason to 

believe that such person, group, or organization has been the subject of 
investigation of political activity which violates constitutionally guaranteed 
rights and privileges, may request in writing which sufficiently identifies the 
requesting party that the Authority make inquiry of the appropriate investigative 
officer of the NYPD.  If the Authority’s inquiry reflects that the investigation was 
conducted in conformity with the Constitution, the Authority shall notify the 
requesting party that if an investigation was made, it was made in accordance 
with the Constitution. 

 
B. If the inquiry reveals or if the Authority otherwise becomes aware that an 

investigation was not conducted in conformity with the Constitution with respect 
to the requesting party, the Authority shall proceed as follows: 
(1) The Authority shall obtain all information and documents pertaining to 

the requesting party developed in the course of such investigation. 
(2) The Authority shall conduct or cause to be conducted an inquiry into the 

circumstances of such investigation with respect to the requesting party. 
(3) In the event the inquiry determines that such investigation with respect 

to the requesting party was not conducted in accordance with the 
Constitution, the Authority shall so notify the requesting party and 
submit a report to the Police Commissioner. 

 
4. DATE OF EFFECT 
 
Effective immediately, no members of the service shall engage in an investigation of 
political activity except through the Intelligence Division.  Requests for such investigations 
should be on Typed Letterhead addressed to the Commanding Officer, Intelligence 
Division.  Where time is of the essence the request may be by telephone (646) 805-6400 to 
the Criminal Intelligence Section of the Intelligence Division.  In all cases, members of the 
service concerned shall abide by the direction of the Intelligence Division.  Such 
investigations shall be conducted pursuant to the “Guidelines for Investigations Involving 
Political Activity” set forth below. 
 
5. INTERPRETATION 
 
Any member of the service who is uncertain whether a particular investigation constitutes an 
“investigation involving political activity” shall consult with the Legal Bureau. 
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APPENDIX B 
GUIDELINES FOR INVESTIGATIONS 

INVOLVING POLITICAL ACTIVITY 
 

PREAMBLE 

 Subsequent to the terrorist attacks on the City of New York on September 11, 
2001 which resulted in the loss of thousands of lives and the total destruction of the 
World Trade Center complex, it became apparent that the City faces unprecedented 
threats to its continued safety and security. In the view of federal, state and local law 
enforcement agencies, the prevention of future attacks requires the development of 
intelligence and the investigation of potential terrorist activity before an unlawful act 
occurs.  
 
 As a result of a federal court order entered in 1985, the New York City Police 
Department was bound by guidelines, known as the Handschu Guidelines, which 
governed the investigation of political activity. The Handschu Guidelines (i) limited the 
investigation of political activity to those circumstances when there was specific 
information of criminal activity and (ii) established the Handschu Authority to oversee 
compliance. 
 
 After evaluating the impact of the Handschu Guidelines on the need to 
investigate terrorism in a changed world, the City made an application to modify the 
order so as to eliminate the restrictions contained in the Handschu Guidelines and the 
oversight of the Handschu Authority with respect to those restrictions. The City did not 
seek to eliminate the Handschu Authority’s role to investigate an individual’s complaint 
that the NYPD had engaged in unconstitutional conduct in the investigation of political 
activity.  
 
 The Court granted the City’s application to modify the decree provided the City 
adopt the internal guidelines set forth below and distribute the guidelines to supervisory 
personnel who, in turn, were to make them known to those under their command. These 
guidelines shall remain in effect unless otherwise ordered by the Court.  
 
 These guidelines are binding on all members of the service who are engaged in 
the investigation of political activity. It is the purpose of these guidelines to enable 
officers to perform their duties with greater certainty, confidence and effectiveness while 
at the same time protecting the guarantees of the Constitution.  
 
I. STATEMENT OF POLICY 

 It is the policy of the New York City Police Department that investigations 
involving political activity conform to the guarantees of the Constitution, that care be 
exercised in the conduct of those investigations so as to protect constitutional rights, and 
that matters investigated be confined to those supported by a legitimate law enforcement 
purpose.  
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II. GENERAL PRINCIPLES 

(1) In its effort to anticipate or prevent unlawful activity, including terrorist 
acts, the NYPD must, at times, initiate investigations in advance of unlawful conduct. It 
is important that such investigations not be based solely on activities protected by the 
First Amendment. When, however, statements advocate unlawful activity, or indicate an 
apparent intent to engage in unlawful conduct, particularly acts of violence, an 
investigation under these guidelines may be warranted, unless it is apparent, from the 
circumstances or the context in which the statements are made, that there is no prospect 
of harm. 
 

(2) Based upon the circumstances of a given case, investigative action may 
be required under exigent circumstances. Exigent circumstances are circumstances 
requiring action before authorization otherwise necessary under these guidelines can 
reasonably be obtained, in order to protect life or substantial property interests; to 
apprehend or identify a fleeing offender; to prevent the hiding, destruction or alteration 
of evidence; or to avoid other serious impairment or hindrance of an investigation. 
When any investigative action, taken under exigent circumstances, would require an 
approval under ordinary conditions, such approval shall be obtained as soon as 
practicable in accordance with the provisions of these guidelines. Where a regular 
approval or request is required to be in writing, the approval or request following 
exigent circumstances shall also be in writing. 
 
 (3) Investigations shall be terminated when all logical leads have been 
exhausted and no legitimate law enforcement purpose justifies their continuance. 
 
III. APPLICABILITY 

 These guidelines apply only to investigations which involve political activity. 
They do not apply to, or limit, other activities of the NYPD in the investigation or 
detection of unlawful conduct, the preservation of the peace and public safety or other 
legitimate law enforcement activities which do not involve political activity.  
 
IV. ROLE OF THE INTELLIGENCE DIVISION 

 (1) Investigation of political activity shall be initiated by, and conducted 
under the supervision of the Intelligence Division. Nothing in this paragraph, however, 
is intended to prevent any member of the service from reporting his or her observations 
of suspicious conduct which involves political activity to his or her commanding officer 
or to the Intelligence Division. 
 
 (2) The Deputy Commissioner of Intelligence shall periodically inform and 
advise the Police Commissioner concerning the status of any investigations conducted 
pursuant to these guidelines. 
 
V. LEVELS OF INVESTIGATION 

 These guidelines provide for three levels of investigative activity. They are 
intended to provide the NYPD with the necessary flexibility to act well in advance of the 
commission of planned terrorist acts or other unlawful activity. However, if the 
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available information shows at the outset that the threshold standard for a Preliminary 
Inquiry or Full Investigation is satisfied, then the appropriate investigative activity may 
be initiated immediately, without progressing through more limited investigative stages. 

A. CHECKING OF LEADS 

The lowest level of investigative activity is the “prompt and extremely limited 
checking out of initial leads,” which should be undertaken whenever information is 
received of such a nature that some follow-up as to the possibility of unlawful activity is 
warranted. This limited activity should be conducted with an eye toward promptly 
determining whether further investigation (either a Preliminary Inquiry or a Full 
Investigation) should be conducted. 
 
B. PRELIMINARY INQUIRIES 

 (1) In cases where the NYPD receives information or an allegation not 
warranting an investigation - because there is not yet a “reasonable indication” of 
unlawful activity - but whose responsible handling requires some further scrutiny 
beyond the prompt and extremely limited checking out of initial leads, the NYPD may 
initiate an “inquiry” in response to the allegation or information indicating the 
possibility of unlawful activity. Whether it is appropriate to open a Preliminary Inquiry 
immediately, or instead to engage first in a limited Checking of Leads, depends on the 
circumstances presented.  

 
 Example : If the NYPD receives an allegation that an individual or group has 
advocated the commission of violence, and no other facts are available, an appropriate 
first step would be Checking of Leads to determine whether the individual, group, or 
members of the audience have the apparent ability or intent to carry out the advocated 
unlawful act.  
 
 (2) The authority to conduct inquiries short of a Full Investigation allows 
the NYPD to respond in a measured way to ambiguous or incomplete information, with 
as little intrusion as the needs of the situation permit. This is especially important in 
such areas as where there is no complainant involved or when an allegation or 
information is received from a source of unknown reliability. Such inquiries are subject 
to the limitations on duration under paragraph (4) below and are carried out to obtain 
the information necessary to make an informed judgment as to whether a Full 
Investigation is warranted.  
 
 Example: Officers are not required to possess information relating to an 
individual’s intended unlawful use of dangerous biological agents or toxins prior to 
initiating investigative activity. If an individual or group has attempted to obtain such 
materials, or has indicated a desire to acquire them, and the reason is not apparent, 
investigative action, such as conducting a Checking of Leads or initiating a Preliminary 
Inquiry, may be appropriate to determine whether there is a legitimate purpose for the 
possession of the materials by the individual or group.  
 
 A Preliminary Inquiry is not a required step when facts or circumstances 
reasonably indicating unlawful activity are already available. In such cases, a Full 
Investigation can be immediately opened.  
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 (3) A Preliminary Inquiry may be authorized by the Commanding Officer or 
Executive Officer of the Intelligence Division, or the Commanding Officer of the 
Criminal Intelligence Section (“the Authorizing Officials”). The Authorizing Official 
must assure that the allegation or other information which warranted the inquiry has 
been recorded in writing. Upon such authorization a notification must be made for final 
approval by the Deputy Commissioner of Intelligence.  
  
 (4) Inquiries shall be completed within 180 days after initiation of the first 
investigative step. The date of the first investigative step is not necessarily the same date 
on which the first incoming information or allegation was received. An extension of time 
in an inquiry for succeeding 90 day periods may be granted by the Deputy 
Commissioner of Intelligence. Any such request for extension shall be in writing and 
shall include a statement of the reasons why further investigative steps are warranted 
when there is no reasonable indication of unlawful activity. The action taken on any 
such request for extension shall also be recorded in writing.  
 
 (5) All lawful investigative techniques, including the use of undercover 
operations and the development of sources and informants may be used in an inquiry 
except: 
  (a) Mail openings; and, 

(b) Eavesdropping and Video Surveillance as those terms are 
defined in Article 700 of the New York State Criminal 
Procedure Law. 

 
 (6) The following investigative techniques may be used in a Preliminary 
Inquiry without any prior authorization from a supervisor: 
  (a) Examination of NYPD indices and files; 

(b) Examination of records available to the public and other public 
   sources of information; 

(c) Examination of available federal, state and local government 
 records; 
(d) Interview of complainant, previously established informants, 

and other sources of information; 
(e) Interview of the potential subject; 
(f) Interview of persons who should readily be able to corroborate 

   or deny the truth of the allegation, except this does not include 
   pretext interviews or interviews of a potential subject’s  
   employer or coworkers unless the interviewee was the  
   complainant; and 

(g) Physical, photographic or video surveillance of any person, 
provided that such surveillance does not require a warrant.  

 
The use of any other lawful investigative technique that is permitted in a Preliminary 
Inquiry shall meet the requirements and limitations of Part VI and, except in exigent 
circumstances, requires prior approval by a supervisor.  
  
 (7) Where a Preliminary Inquiry fails to disclose sufficient information to 
justify an investigation, the NYPD shall terminate the inquiry and make a record of the 
closing.  
 
 (8) All requirements regarding inquiries shall apply to reopened inquiries.  
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C. FULL INVESTIGATION 
 

A Full Investigation may be initiated when facts or circumstances reasonably 
indicate that an unlawful act has been, is being, or will be committed. A Full 
Investigation may be conducted to prevent, solve or prosecute such unlawful activity.  

 
(1) The standard of “reasonable indication” is substantially lower than 

probable cause. In determining whether there is reasonable indication of an unlawful 
act an investigator may take into account any facts or circumstances that a prudent 
investigator would consider. However, the standard does require specific facts or 
circumstances indicating a past, current, or future violation. There must be an objective, 
factual basis for initiating the investigation; a mere hunch is insufficient.  
 
 (2) Where an unlawful act may be committed in the future, preparation for 
that act can be a current violation of the conspiracy or attempt provisions of state law. 
The standard for opening an investigation is satisfied where there is not yet a current 
substantive or preparatory unlawful act, but facts or circumstances reasonably indicate 
that such unlawful conduct will occur in the future. 
 
 (3) Any lawful investigative technique may be used in a Full Investigation, 
subject to the requirements and limitations of Part VI hereof. 
 
 (4) Authorization and Renewal 
 

a. A Full Investigation may be authorized by the Commanding 
Officer or Executive Officer of the Intelligence Division or the Commanding Officer of 
the Criminal Intelligence Section (“the Authorizing Officials”) upon a written 
recommendation setting forth the facts or circumstances reasonably indicating that an 
unlawful act has been, is being or will be committed. Upon such authorization a 
notification must be made for final approval by the Deputy Commissioner of 
Intelligence.  

b. A Full Investigation may be initially authorized for a period of 
up to a year. An investigation may be continued upon renewed authorization for 
additional periods each not to exceed a year. Renewal authorization shall be obtained 
from the Deputy Commissioner of Intelligence. All requests for renewal authorization, 
and action thereon, shall be in writing. 

c. Authorizations shall be reviewed by an Authorizing Official 
before the expiration of the period for which the investigation and each renewal thereof 
is authorized. 

 
(5) An investigation which has been terminated may be reopened upon a 

showing of the same standard and pursuant to the same procedures as required for 
initiation of an investigation. All requirements regarding investigations shall apply to 
reopened investigations.  
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D. TERRORISM ENTERPRISE INVESTIGATION 

 A Terrorism Enterprise Investigation is a Full Investigation but differs from a 
general investigation of unlawful conduct in several important respects. As a general 
rule, an investigation of a completed unlawful act is normally confined to determining 
who committed that act and securing evidence to establish the elements of the particular 
offense. It is, in this respect, self-defining. A Terrorism Enterprise Investigation must 
determine the identity and nature of the individual, group, or organization involved, its 
geographic dimensions, its past acts and intended goals, including unlawful goals, and 
its capacity for harm, among other factors. While a standard investigation of unlawful 
conduct terminates with the decision to prosecute or not to prosecute, a Terrorism 
Enterprise Investigation does not necessarily end, even though one or more of the 
participants may have been prosecuted.  

In addition, groups and organizations provide a life and continuity of operation 
not normally found in other types of unlawful activity. As a consequence, these 
investigations may continue for several years. Furthermore, the focus of such 
investigations may be less precise than that directed against more conventional types of 
unlawful conduct. Unlike the usual case involving unlawful conduct, there may be no 
completed offense to provide a framework for the investigation. It often requires the 
fitting together of bits and pieces of information, many meaningless by themselves, to 
determine whether a pattern of unlawful activity exists. For this reason, such 
investigations are broader and less discriminate than usual, involving the interrelation 
of various sources and types of information. 
 This section focuses on investigations of enterprises that seek to further political 
or social goals through activities that involve force or violence, or that otherwise aim to 
engage in terrorism or terrorism-related crimes. It authorizes investigations to 
determine the structure and scope of the enterprise as well as the relationship of the 
members.  
 
 1. General Authority 
 
  a. A Terrorism Enterprise Investigation may be initiated when 
facts or circumstances reasonably indicate that two or more persons are engaged in an 
enterprise for the purpose of (i) furthering political or social goals wholly or in part 
through activities that involve force, violence or other unlawful acts; (ii) engaging in 
terrorism as defined in N.Y. Penal Law § 490.05, or (iii) committing any offense 
described in N.Y. Penal Law §§ 490.10, 490.15, 490.20, 490.25, 490.30, or 490.35, or 
other related statutes currently in effect or subsequently enacted. The standard of 
“reasonable indication” is identical to that governing Full Investigations generally. In 
determining whether an investigation should be conducted, the NYPD shall consider all 
of the circumstances including: (i) the magnitude of the threatened harm; (ii) the 
likelihood that it will occur; (iii) the immediacy of the threat; and (iv) any danger to 
privacy or free expression posed by an investigation. In practical terms, the “reasonable 
indication” standard for opening a Terrorism Enterprise Investigation could be satisfied 
in a number of ways. 

Example: Direct information about statements made in furtherance of an 
enterprise’s objectives which show a purpose of committing crimes described in N.Y. 
Penal Law §§ 490.10, 490.15, 490.20, 490.25, 490.30, 490.35 or other related statutes 
currently in effect or subsequently enacted, would satisfy the threshold. 
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 Example: Activities such as attempting to obtain dangerous biological agents, 
toxic chemicals, or nuclear materials, or stockpiling explosives or weapons, with no 
discernible lawful purpose, may be sufficient to reasonably indicate that an enterprise 
aims to engage in terrorism.  
 
  b. While no particular factor or combination of factors is required, 
considerations that will generally be relevant to the determination whether the threshold 
standard for a Terrorism Enterprise Investigation is satisfied include, as noted, a 
group’s statements, its activities, and the nature of potential unlawful acts suggested by 
the statements or activities. Thus, where there are grounds for inquiry concerning a 
group, it may be helpful to gather information about these matters, and then to consider 
whether these factors, either individually or in combination, reasonably indicate that the 
group is pursuing terrorist activities or objectives as defined in the threshold standard. 
Findings that would weigh in favor of such a conclusion include, for example, the 
following: 
 

(1) Threats or advocacy of violence or other covered unlawful acts. 
Statements are made in relation to or in furtherance of an enterprise’s political or social 
objectives that threaten or advocate the use of force or violence, or statements are made 
in furtherance of an enterprise that otherwise threaten or advocate unlawful conduct 
within the scope of N.Y. Penal Law §§ 490.10, 490.15, 490.20, 490.25, 490.30, 490.35, 
or other related statutes currently in effect or subsequently enacted which may concern 
such matters as (e.g.):  

(i) engaging in attacks involving or threatening massive loss of life 
 or injury, mass destruction, or endangerment of the national 
 security; 
(ii) killing or injuring public officials, or destroying public 
 facilities, or defying lawful authority; 
(iii) killing, injuring or intimidating individuals because of their 
 status as United States nationals or persons, or because of their 
 national origin, race, color, religion or sex; or 
(iv) depriving individuals of any rights secured by the Constitution 
 or laws of the United States or the State of New York. 

 
 (2) Apparent ability or intent to carry out violence or other covered 
activities. The enterprise manifests an apparent ability or intent to carry out violence or 
other activities within the scope of N.Y. Penal Law §§ 490.10, 490.15, 490.20, 490.25, 
490.30, 490.35 or other related statutes currently in effect or subsequently enacted, e.g.: 

(i) by acquiring or taking steps towards acquiring, biological 
 agents or toxins, toxic chemicals or their precursors, 
 radiological or nuclear materials, explosives or other 
 destructive or dangerous material (or plans or formulas for 
 such materials), or weapons, under circumstances where, by 
 reason of the quantity or character of the items, the lawful 
 purpose of the acquisition is not apparent;  
(ii) by the creation, maintenance, or support of an armed 
 paramilitary organization; 
(iii) by paramilitary training; or  
 
 

AOR358



PATROL GUIDE  
PROCEDURE NUMBER: DATE EFFECTIVE: REVISION NUMBER: PAGE: 

212-72 08/01/13       13 of 18 

 

NEW    YORK    CITY    POLICE    DEPARTMENT 

ADDITIONAL 
DATA  
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

(iv) by other conduct demonstrating an apparent ability or intent to 
injure or intimidate individuals, or to interfere with the exercise 
of their constitutional or statutory rights.  

 
 (3) Potential Unlawful Act. The group’s statements or activities suggest 
potential unlawful acts that may be relevant in applying the standard for initiating a 
Terrorism Enterprise Investigation - such as crimes under the provisions of the N.Y. 
Penal Law that set forth specially defined terrorism or support of terrorism offenses, or 
that relate to such matters as aircraft hijacking or destruction, attacks on transportation, 
communications, or energy facilities or systems, biological or chemical weapons, 
nuclear or radiological materials, assassinations or other violence against public 
officials or facilities, or explosives.  
 
  c. Mere speculation that force or violence might occur during the 
course of an otherwise peaceable demonstration is not sufficient grounds for initiation of 
an investigation under this Subpart. But where facts or circumstances reasonably 
indicate that an individual or group has engaged or aims to engage in conduct described 
in paragraph 1.a. above in a demonstration, an investigation may be initiated in 
conformity with the standards of that paragraph. This does not limit the collection of 
information about public demonstrations by individuals or groups that are under active 
investigation pursuant to paragraph 1.a. above or any other provisions of these 
guidelines. 
 

2. Purpose 
 
The immediate purpose of a Terrorism Enterprise Investigation is to obtain 

information concerning the nature and structure of the enterprise as specifically 
delineated in paragraph (3) below, with a view to the longer range objectives of 
detection, prevention, and prosecution of the unlawful activities of the enterprise. 

 
3. Scope 
 
a. A Terrorism Enterprise Investigation initiated under these guidelines 

  may collect such information as: 
(i) the identity and nature of an individual or group and its members, their 

  associates, and other persons likely to be acting in furtherance of its 
  unlawful objectives, provided that the information concerns such 
  persons’ activities on behalf of or in furtherance of the suspected 
  unlawful activity of the individual, group, or organization; 

(ii) the finances of the individual, group, or organization; 
(iii) the geographical dimensions of the individual, group, or organization; 

  and 
(iv) past and future activities and goals of the individual, group, or  

  organization. 
 

b. In obtaining the foregoing information, any lawful investigative 
technique may be used in accordance with the requirements of these guidelines. 
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4. Authorization and Renewal 
 
a. A Terrorism Enterprise Investigation may be authorized by the 

Commanding Officer or Executive Officer of the Intelligence Division or the 
Commanding Officer of the Criminal Intelligence Section (“the Authorizing Officials”), 
upon a written recommendation setting forth the facts or circumstances reasonably 
indicating the existence of an enterprise as described in paragraph 1.a. above. Upon 
such authorization a notification must be made for final approval by the Deputy 
Commissioner of Intelligence. When exigent circumstances exist, as described in these 
guidelines, a Terrorism Enterprise Investigation may be commenced upon the verbal 
authorization of an Authorizing Official. However, in such cases, the required written 
recommendation must be submitted as soon as practicable. 

 
b. A Terrorism Enterprise Investigation may be initially authorized for a 

period of up to a year. An investigation may be continued upon renewed authorization 
for additional periods each not to exceed a year. Renewal authorization shall be 
obtained from the Deputy Commissioner of Intelligence. The request for renewal and 
action thereon shall be in writing.  

 
c. Authorizations shall be reviewed by an Authorizing Official before the 

expiration of the period for which the investigation and each renewal thereof is 
authorized. In some cases, the enterprise may meet the threshold standard but be 
temporarily inactive in the sense that it has not engaged in recent acts of violence or 
other unlawful activities as described in 1.a., nor is there any immediate threat of harm - 
yet the composition, goals and prior history of the group suggest the need for continuing 
law enforcement interest. The investigation may be continued in such cases with 
whatever scope is warranted in light of these considerations.  

 
d. An investigation which has been terminated may be reopened upon a 

showing of the same standard and pursuant to the same procedures as required for 
initiation of an investigation.  

 
VI. INVESTIGATIVE TECHNIQUES 
 

(1) When conducting investigations under these guidelines, the NYPD may 
use any lawful investigative technique permitted by these guidelines. The choice of 
investigative techniques is a matter of judgment, which should take account of:  

(i) the objectives of the investigation and available investigative resources; 
(ii)  the intrusiveness of a technique, considering such factors as the effect 
 on the privacy of individuals and potential damage to reputation;  
(iii) the seriousness of the unlawful act; and 
(iv) the strength of the information indicating its existence or future 
 commission of the unlawful act.  

 
(2) Where the conduct of an investigation presents a choice between the use 

of more or less intrusive methods, the NYPD should consider whether the information 
could be obtained in a timely and effective way by the less intrusive means. The NYPD 
should not hesitate to use any lawful techniques consistent with these guidelines in an 
investigation, even if intrusive, where the intrusiveness is warranted in light of the 
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seriousness of the crime or the strength of the information indicating its existence or 
future commission. This point is to be particularly observed in investigations relating to 
terrorist activities.  
 

(3) Authorized methods in investigations include, among others, use of 
confidential informants, undercover activities and operations, eavesdropping and video 
surveillance (as defined in Article 700 of the NY Criminal Procedure Law), pen registers 
and trap and trace devices, consensual electronic monitoring, and searches and 
seizures.  

 
a. Undercover Operations 
 
(i) Undercover operations, including confidential informants, may be used 

when such operations are the most effective means of obtaining information, taking into 
account all the circumstances of the investigation, including the need for the information 
and the seriousness of the threat. The use of undercovers and confidential informants 
must be authorized by the Deputy Commissioner of the Intelligence Division prior to 
commencement of the undercover operation. The request to use undercovers or 
confidential informants and action taken on the request must be in writing and must 
include a description of the facts on which the investigation is based and the role of the 
undercover.  

(ii) The use of an undercover or confidential informant will be approved for 
a period of 120 days and may be extended for additional periods of 120 days with the 
approval of the Deputy Commissioner of the Intelligence Division. Such extensions may 
be approved for as long as the investigation continues and the use of the undercover is 
the most effective means of obtaining information. The request to extend the use of 
undercovers and action taken on the request must be in writing and must include the 
reason for the extension. 

(iii) Undercovers are strictly prohibited from engaging in any conduct the 
sole purpose of which is to disrupt the lawful exercise of political activity, from 
instigating unlawful acts or engaging in unlawful or unauthorized investigative 
activities.  

b. Eavesdropping and Video Surveillance (as defined in Article 700 of the 
NY Criminal Procedure Law), Pen Registers and Trap and Trace Devices, and 
Consensual Electronic Monitoring 

 
(i) All requirements for the use of such methods under the Constitution, 

applicable statutes, and NYPD regulations or policies must be observed.  
 

(4) Whenever an individual is known to be represented by counsel in a 
particular matter, the NYPD shall follow applicable law and Department procedure 
concerning contact with represented individuals in the absence of prior notice to their 
counsel. 

 
 
 
 

AOR361



PATROL GUIDE  
PROCEDURE NUMBER: DATE EFFECTIVE: REVISION NUMBER: PAGE: 

212-72 08/01/13       16 of 18 

 

NEW    YORK    CITY    POLICE    DEPARTMENT 

ADDITIONAL 
DATA  
(continued) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

VII. DISSEMINATION AND MAINTENANCE OF INFORMATION 
 
A. Dissemination 
 
The NYPD may disseminate information obtained during the Checking of Leads, 
Preliminary Inquiries and investigations conducted pursuant to these guidelines to 
federal, state or local law enforcement agencies, or local criminal justice agencies when 
such information: 

(i) falls within the investigative or protective jurisdiction or litigative 
  responsibility of the agency; 

(ii) may assist in preventing an unlawful act or the use of violence or any 
  other conduct dangerous to human life; 

(iii) is required to be disseminated by interagency agreement, statute, or 
  other law. 

 
B. Maintenance 
 
All documentation required under these Guidelines shall be maintained by the 
Intelligence Division in accordance with general police department practice and 
applicable municipal record retention and destruction rules, regulations and 
procedures. Under these rules and practices documents are retained for no less than five 
years. 
 
 
VIII. COUNTERTERRORISM ACTIVITIES AND OTHER AUTHORIZATIONS 
 

In order to carry out its mission of preventing the commission of terrorist acts in 
or affecting the City of New York and the United States and its people, the NYPD must 
proactively draw on available sources of information to identify terrorist threats and 
activities. It cannot be content to wait for leads to come in through the actions of others, 
but rather must be vigilant in detecting terrorist activities to the full extent permitted by 
law, with an eye towards early intervention and prevention of acts of terrorism before 
they occur. This Part accordingly identifies a number of authorized activities which 
further this end, and which can be carried out even in the absence of a checking of 
leads, Preliminary Inquiry, or Full Investigation as described in these guidelines. The 
authorizations include both activities that are specifically focused on terrorism and 
activities that are useful for law enforcement purposes in both terrorism and non-
terrorism contexts. The authorized law enforcement activities of the NYPD include 
carrying out and retaining information resulting from the following activities. 
 
A. COUNTERTERRORISM ACTIVITIES 
 

1. Information Systems  
 

The NYPD is authorized to operate and participate in identification, tracking, 
and information systems for the purpose of identifying and locating potential terrorists 
and supporters of terrorist activity, assessing and responding to terrorist risks and 
threats, or otherwise detecting, prosecuting, or preventing terrorist activities. Systems 
within the scope of this paragraph may draw on and retain pertinent information from 
any source permitted by law, including information derived from past or ongoing 
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investigative activities; other information collected or provided by governmental 
entities, such as foreign intelligence information and lookout list information; publicly 
available information, whether obtained directly or through services or resources 
(whether nonprofit or commercial) that compile or analyze such information; and 
information voluntarily provided by private entities. Any such system operated by the 
NYPD shall be reviewed periodically for compliance with all applicable statutory 
provisions and Department regulations and policies. 
 

2. Visiting Public Places and Events 
 

For the purpose of detecting or preventing terrorist activities, the NYPD is 
authorized to visit any place and attend any event that is open to the public, on the same 
terms and conditions as members of the public generally. No information obtained from 
such visits shall be retained unless it relates to potential unlawful or terrorist activity.  
 
B. OTHER AUTHORIZATIONS 
 

1. General Topical Research 
 

The NYPD is authorized to carry out general topical research, including 
conducting online searches and accessing online sites and forums as part of such 
research on the same terms and conditions as members of the public generally. 
“General topical research” under this paragraph means research concerning subject 
areas that are relevant for the purpose of facilitating or supporting the discharge of 
investigative responsibilities. It does not include online searches for information by 
individuals’ names or other individual identifiers, except where such searches are 
incidental to topical research, such as searching to locate writings on a topic by 
searching under the names of authors who write on the topic, or searching by the name 
of a party to a case in conducting legal research.  
 

2. Use of Online Resources Generally 
 

For the purpose of developing intelligence information to detect or prevent 
terrorism or other unlawful activities, the NYPD is authorized to conduct online search 
activity and to access online sites and forums on the same terms and conditions as 
members of the public generally. 
 

3. Reports and Assessments 
 

The NYPD is authorized to prepare general reports and assessments concerning 
terrorism or other unlawful activities for purposes of strategic or operational planning 
or in support of other legitimate law enforcement activities.  

 
IX. PROTECTION OF PRIVACY AND OTHER LIMITATIONS 
 
A. General Limitations 
 

The law enforcement activities authorized by this Part do not include 
maintaining files on individuals solely for the purpose of monitoring activities protected 
by the First Amendment or the lawful exercise of any other rights secured by the 
Constitution or laws of the United States. Rather, all such law enforcement activities 
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must have a valid law enforcement purpose and must be carried out in conformity with 
all applicable statutes and Department regulations and policies.  
 
B. Construction of Part 
 

This Part does not limit any activities authorized by or carried out under other 
Parts of these guidelines. The specification of authorized law enforcement activities 
under this Part is not exhaustive, and does not limit other authorized law enforcement 
activities of the NYPD. 

 
X. RESERVATION 
 

Nothing in these guidelines shall limit the general reviews or audits of papers, 
files, contracts, or other records in the possession of the NYPD or City of New York, or 
the performance of similar services at the specific request of another government 
agency. Such reviews, audits, or similar services must be for the purpose of detecting or 
preventing violations of law which are within the investigative responsibility of the 
NYPD.  
 Nothing in these guidelines is intended to limit the NYPD's responsibilities to 
investigate certain applicants and employees, or to pursue efforts to satisfy any other of 
its legal rights, privileges, or obligations.  
 

These guidelines are set forth solely for the purpose of internal NYPD guidance. 
They are not intended to, do not, and may not be relied upon to create any rights, 
substantive or procedural, enforceable at law by any party in any matter, civil or 
criminal, nor do they place any limitation on otherwise lawful investigative and litigative 
prerogatives of the NYPD or City of New York. 
 

RELATED 
PROCEDURES 
 

Citywide Intelligence Reporting System (P.G 212-12) 
Communications Between the Intelligence Division and Units in the Field Regarding 
Suspected Terrorist Activity (P.G. 212-110) 
Guidelines for the Use of Video/Photographic Equipment by Operational Personnel at 
Demonstrations (P.G. 212-71) 
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Review Criteria and Patrol Guide Procedures 

Criteria 
Level of 

Investigation 
Patrol Guide 

Section 
Patrol Guide Language 

Authorization to 
Open 
Investigation 

Preliminary 
Inquiry 

PG §212‐72 
Appx. V.B.(3) 
 

A Preliminary Inquiry may be authorized by the 
Commanding Officer or Executive Officer of the Intelligence 
Division, or the Commanding Officer of the Criminal 
Intelligence Section (“the Authorizing Officials”). The 
Authorizing Official must assure that the allegation or other 
information which warranted the inquiry has been 
recorded in writing. Upon such authorization a notification 
must be made for final approval by the Deputy 
Commissioner of Intelligence. 

Authorization to 
Open 
Investigation 

Full 
Investigation 

PG §212‐72 
Appx.B 
V.C.(4).a 
 

A Full Investigation may be authorized by the Commanding 
Officer or Executive Officer of the Intelligence Division or 
the Commanding Officer of the Criminal Intelligence 
Section (“the Authorizing Officials”) upon a written 
recommendation setting forth the facts or circumstances 
reasonably indicating that an unlawful act has been, is 
being or will be committed. Upon such authorization a 
notification must be made for final approval by the Deputy 
Commissioner of Intelligence. 

Authorization to 
Open 
Investigation 

Terrorism 
Enterprise 
Investigation 

PG §212‐72 
Appx.B 
V.D.4.a 

A Terrorism Enterprise Investigation may be authorized by 
the Commanding Officer or Executive Officer of the 
Intelligence Division or the Commanding Officer of the 
Criminal Intelligence Section (“the Authorizing Officials”), 
upon a written recommendation setting forth the facts or 
circumstances reasonably indicating the existence of an 
enterprise ... Upon such authorization a notification must 
be made for final approval by the Deputy Commissioner of 
Intelligence. When exigent circumstances exist, as 
described in these guidelines, a Terrorism Enterprise 
Investigation may be commenced upon the verbal 
authorization of an Authorizing Official. However, in such 
cases, the required written recommendation must be 
submitted as soon as practicable. 

Informational 
Threshold 

Preliminary 
Inquiry 

PG §212‐72 
Appx.B 
V.B.(1) 

In cases where the NYPD receives information or an 
allegation not warranting an investigation ‐ because there 
is not yet a “reasonable indication” of unlawful activity ‐ 
but whose responsible handling requires some further 
scrutiny beyond the prompt and extremely limited checking 
out of initial leads, the NYPD may initiate an “inquiry” in 
response to the allegation or information indicating the 
possibility of unlawful activity. 

Informational 
Threshold 

Full 
Investigation 

PG §212‐72 
Appx.B V.C. 

A Full Investigation may be initiated when facts or 
circumstances reasonably indicate that an unlawful act has 
been, is being, or will be committed. 
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Informational 
Threshold 

Terrorism 
Enterprise 
Investigation 

PG §212‐72 
Appx.B 
V.D.(1)a. 

A Terrorism Enterprise Investigation may be initiated when 
facts or circumstances reasonably indicate that two or 
more persons are engaged in an enterprise for the purpose 
of (i) furthering political or social goals wholly or in part 
through activities that involve force, violence or other 
unlawful acts; (ii) engaging in terrorism as defined in N.Y. 
Penal Law § 490.05, or (iii) committing any offense 
described in [specific sections of the penal code] 

Extension / 
Renewal of 
Investigation 

Preliminary 
Inquiry 

PG §212‐72 
Appx.B 
V.B.(4) 

Inquiries shall be completed within 180 days after initiation 
of the first investigative step. The date of the first 
investigative step is not necessarily the same date on which 
the first incoming information or allegation was received. 
An extension of time in an inquiry for succeeding 90 day 
periods may be granted by the Deputy Commissioner of 
Intelligence. Any such request for extension shall be in 
writing and shall include a statement of the reasons why 
further investigative steps are warranted when there is no 
reasonable indication of unlawful activity. The action taken 
on any such request for extension shall also be recorded in 
writing. 

Extension / 
Renewal of 
Investigation 

Full 
Investigation 

PG §212‐72 
Appx.B 
V.C.(4).b, c 
 
 

A Full Investigation may be initially authorized for a period 
of up to a year. An investigation may be continued upon 
renewed authorization for additional periods each not to 
exceed a year. Renewal authorization shall be obtained 
from the Deputy Commissioner of Intelligence. All requests 
for renewal authorization, and action thereon, shall be in 
writing. 
 
Authorizations shall be reviewed by an Authorizing Official 
before the expiration of the period for which the 
investigation and each renewal thereof is authorized. 

Extension / 
Renewal of 
Investigation 

Terrorism 
Enterprise 
Investigation 

PG §212‐72 
Appx.B 
V.D.(4).b, c 
 

A Terrorism Enterprise Investigation may be initially 
authorized for a period of up to a year. An investigation 
may be continued upon renewed authorization for 
additional periods each not to exceed a year. Renewal 
authorization shall be obtained from the Deputy 
Commissioner of Intelligence. The request for renewal and 
action thereon shall be in writing. 
 
Authorizations shall be reviewed by an Authorizing Official 
before the expiration of the period for which the 
investigation and each renewal thereof is authorized.  
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Discontinuance   Preliminary 
Inquiry 

PG §212‐72 
Appx.B 
V.B.(7) 

Where a Preliminary Inquiry fails to disclose sufficient 
information to justify an investigation, the NYPD shall 
terminate the inquiry and make a record of the closing.* 

Use of 
Undercover 
Members of 
NYPD or 
Confidential 
Informants ‐ 
Authorization 

All 
Investigations 

PG §212‐72 
Appx.B 
VI.(3).a.(i) 

The use of undercovers and confidential informants must 
be authorized by the Deputy Commissioner of the 
Intelligence Division prior to commencement of the 
undercover operation. The request to use undercovers or 
confidential informants and action taken on the request 
must be in writing and must include a description of the 
facts on which the investigation is based and the role of the 
undercover. 

Use of 
Undercover 
Members of 
NYPD or 
Confidential 
Informants ‐ 
Extension 

All 
Investigations 

PG §212‐72 
Appx. 
VI.(3).a.(ii) 

The use of an undercover or confidential informant will be 
approved for a period of 120 days and may be extended for 
additional periods of 120 days with the approval of the 
Deputy Commissioner of the Intelligence Division. Such 
extensions may be approved for as long as the investigation 
continues and the use of the undercover is the most 
effective means of obtaining information. The request to 
extend the use of undercovers and action taken on the 
request must be in writing and must include the reason for 
the extension. 

 

   

                                                            
*  There  are  no  Patrol  Guide  provisions  that  pertain  to  the  discontinuance  of  Full  Investigations  or  Terrorism 
Enterprise  Investigations,  though  NYPD’s  Intelligence  Bureau,  in  practice,  files  a  Discontinuance Memo  at  the 
conclusion of all investigations. 
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Authorizations and Extensions – Time Limits and Approvals 

Question under 
Consideration 

Document(s) 
Reviewed 

Metrics 
Associated 
Patrol Guide 
Section(s) 

Was the authorization 
of the investigation 
properly documented? 

Investigative 
Statements; 
Authorization 
Forms 

 Presence of allegation or other 
information warranting the inquiry in 
the Investigative Statement; 

 Presence of Authorization Form; 

 Presence of Authorizing Official 
signature; 

 Presence of Deputy Commissioner of 
Intelligence signature; 

 Recorded date of Authorizing Official 
signature; 

 Recorded date of Deputy 
Commissioner of Intelligence 
signature; 

 Presence of checkmark indicating 
approval or disapproval of 
Authorizing Official; 

 Presence of checkmark indicating 
approval or disapproval of Deputy 
Commissioner of Intelligence. 

PG §212‐72 
V.B.(3); 
PG212‐72 
V.C.(4).a; 
PG212‐72 
V.D.4.a 

Was the authorization 
of the extension of the 
investigation properly 
documented? 

Investigative 
Statements; 
Authorization 
Forms 

 Presence of Authorization Form; 

 Presence of Deputy Commissioner of 
Intelligence signature; 

 Date of Deputy Commissioner of 
Intelligence signature within 
designated time frame; 

 Presence of checkmark indicating 
approval or disapproval of Deputy 
Commissioner of Intelligence. 

PG §212‐72 
V.B.(4); 
PG212‐72 
V.C.(4).b;  
PG212‐72 
V.C.(4).c; 
PG212‐72 
V.D.4.b; 
PG212‐72 
V.D.4.c 

Was the authorization 
of the use of a human 
source properly 
documented? 

Human Source 
Memos; 
Authorization 
Forms 

 Presence of Human Source 
Authorization Memo; 

 Presence of Authorization Form; 

 Presence of Deputy Commissioner of 
Intelligence signature; 

 Recorded date of Deputy 
Commissioner of Intelligence 
signature; 

 Presence of checkmark indicating 
approval or disapproval of Deputy 
Commissioner of Intelligence. 
 

PG §212‐72 
VI.(3).a.(i) 
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Was the authorization 
of the extension of the 
use of a human source 
properly documented? 

Human Source 
Authorization 
Memos; 
Authorization 
Forms 

 Presence of Authorization form; 

 Presence of Deputy Commissioner of 
Intelligence signature; 

 Date of Deputy Commissioner of 
Intelligence signature within 
designated time frame; 

 Presence of checkmark indicating 
approval or disapproval of Deputy 
Commissioner of Intelligence. 

PG §212‐72 
VI.(3).a.(ii) 

Was the 
discontinuance of the 
Preliminary Inquiry 
properly documented? 

Discontinuance 
Memos; 
Authorization 
Forms 

 Presence of Discontinuance Memo; 

 Presence of Authorization Form; 

 Presence of Authorizing Official 
signature; 

 Presence of Deputy Commissioner of 
Intelligence signature; 

 Recorded date of Authorizing Official 
signature; 

 Recorded date of Deputy 
Commissioner of Intelligence 
signature; 

 Presence of checkmark indicating 
approval or disapproval of 
Authorizing Official; 

 Presence of checkmark indicating 
approval or disapproval of Deputy 
Commissioner of Intelligence. 

PG §212‐72 
V.B.(7) 
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NYPD's Muslim surveillance violated
regulations as recently as 2015: report
NYPD inspector general finds investigators consistently failed to get proper authorization for
surveillance, and that 95% of reviewed cases targeted Muslims

Mazin Sidahmed
Wednesday 24 August 2016 08.47 EDT

The New York City police department has violated several regulations in its surveillance of
predominantly Muslim communities as recently as 2015, a report released on Thursday found.

The 67-page report was completed by the NYPD’s inspector general, and examined the police
department’s intelligence unit.

The report found that, when examining political groups, investigators consistently failed to get
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proper authorization or timely extensions for investigations or the use of informants and
undercover cops.

“This investigation demonstrates a failure by NYPD to follow rules governing the timing and
authorizations of surveillance of political activity,” said Mark G Peters, commissioner of the
department of investigations (DOI), a city-wide watchdog. NYPD’s inspector general office is a
part of the DOI and was only created two years ago following a law passed in the city council.

NYPD’s guidelines for investigating are dictated by the Handschu agreement, established 32
years ago following a class-action lawsuit filed by several political organizations that accused
the NYPD of unconstitutional surveillance.

“The Guidelines were designed to establish certain baseline controls on NYPD’s considerable
investigative power,” the report explained.

The office of the inspector general examined investigations that were closed between 2011 and
2015, some of which started as early as 2004.

The number of reports the inspector general examined was redacted but in a footnote on the
first page, the authors note that more than 95%of the individuals under investigation were
Muslim and/or engaged in activity associated with Islam.

“I am deeply disturbed to learn that 95% of the sample investigative statements reviewed by
the IG were Muslims or entities associated with Islam,” said Linda Sarsour, executive director
of the Arab American Association of New York. “Is this a confirmation of a Muslim surveillance
program?”

The findings troubled many activists in New York’s Muslim community due to the NYPD’s
tumultuous history with Muslim American New Yorkers. In 2011, the department was
revealed to have unconstitutionally infiltrated Muslim student groups, mosques, religious
bookstores, hookah bars and other predominantly Muslim areas to spy on people.

The demographics unit, which was responsible for the program, was dismantled in 2014.

The original surveillance program sparked a series of lawsuits, one of which concluded earlier
this year. In the settlement of the case of Raza v The City of New York – which is still subject to
court approval – the NYPD agreed to several reforms including: requiring facts before an
investigations is launched, limiting the use of informants and undercovers, and prohibiting
investigations in which race, religion or ethnicity is a substantial motivating factor.

Naz Ahmad, a staff attorney for Creating Law Enforcement Accountability & Responsibility
(Clear) Project, which represented the plaintiffs in the case, welcomed the inspector general’s
findings.

“We welcome the inspector general’s report confirming what our clients have long known: that
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the NYPD’s surveillance of American Muslims operated without oversight and often in
violation of the rules,” Ahmad said.

The use of informants and undercover police, known as human sources, came under scrutiny
in the report. Of the requests for human sources reviewed, none contained any details about
the anticipated role of that source. It also criticized the use of “boilerplate” language when
providing reasons for extending the use of informants.

Preliminary inquiries, which allow the police to gather information even when no law has been
been broken, were allowed to continue indefinitely, and 100% of the extensions reviewed by
the office of the inspector general contained no reason for the extension.

The report found the NYPD’s intelligence unit would also routinely continue investigations
even after legal authority had expired, which amounted to months of time over the course of
investigations.

The NYPD did not have any qualms with the findings of the report.

“I am very pleased the inspector general’s audit has independently confirmed this to be true,
and I thank the IG’s office for its work on this audit and report,” said outgoing police
commissioner William J Bratton.

Fahd Ahmed, the executive director of Desis Rising Up & Moving (Drum), said the report
confirms their suspicions and evidence. Drum conducted a survey of the Muslim community
between 2011 and 2015 and found that surveillance by the NYPD was ongoing.

“They might as well rename it the Muslim Investigations Department,” Ahmed said.
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EILEEN SULLIVAN
Oct. 6, 2011
Associated Press

NEW YORK (AP) — Egyptian sheik Reda Shata considered himself a partner in New York's fight
against terrorism. He cooperated with the police and FBI, invited officers to his mosque for
breakfast, even dined with Mayor Michael Bloomberg.

Despite the handshakes and photo ops, however, the New York Police Department was all the
while watching him. Even as Shata's story was splashed across the front page of The New York
Times in a Pulitzer Prize-winning series about Muslims in America, an undercover officer and
an informant were assigned to monitor him, and two others kept tabs on his mosque that same
year.

An Associated Press investigation has found that the NYPD dispatched undercover officers into
ethnic communities to monitor daily life and scrutinized more than 250 mosques and Muslim
student groups in the years after the Sept. 11 terrorist attacks. Some of its programs were
developed with the help of seasoned CIA officers.

"What did they find?" Shata asked through an interpreter at his current mosque in Monmouth
County, N.J., after learning about the secret surveillance. "It's a waste of time and a waste of
money."

Shata welcomed FBI agents to his mosque to speak to Muslims, invited NYPD officers for
breakfast and threw parties for officers who were leaving the precinct during his time at the
Islamic Center of Bay Ridge. As police secretly watched him in 2006, he had breakfast and
dinner with Bloomberg at Gracie Mansion and was invited to meet with Police Commissioner
Raymond Kelly, Shata recalls.

"This is very sad," he said after seeing his name in the NYPD file. "What is your feeling if you see
this about people you trusted?"

This was life in America for Shata: a government partner in the fight against terrorism and a
suspect at the same time.

The dichotomy between simultaneously being partner and suspect is common among some of
New York's Muslims. Some of the same mosques that city leaders visited to hail their strong

AP.Org http://www.ap.org/Content/AP-In-The-News/2... 10/31/2016 12:07 PM
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alliances with the Muslim community have also been placed under NYPD surveillance — in
some cases infiltrated by undercover police officers and informants.

In April, more than 100 area imams publicly supported a rally to "oppose wars, condemn
terrorism and fight Islamophobia." Of those, more than 30 were either identified by name or
work in mosques included in the NYPD's 2006 listing of suspicious people and places.

"The way things are playing out in New York does not paint a picture of partnership and of a
conversation among equals," said Ramzi Kassem, a professor at the City University of New York
School of Law. "It seems that city officials prefer hosting Ramadan banquets to engaging with
citizens who wish to hold them to account. Spying on almost every aspect of community life
certainly does not signal a desire to engage constructively."

On Wednesday, seven New York Democratic state senators called for the state attorney general
to investigate the NYPD's spying on Muslim neighborhoods. And last month, the CIA
announced an inspector general investigation into the agency's partnership with the NYPD.  

A small number of Capitol Hill and New York lawmakers have called for greater oversight and
controls over the police department's intelligence unit. But most in politics, including President
Barack Obama, have shown no interest in even talking about what the NYPD is doing, much less
saying whether they support it.

NYPD spokesman Paul Browne did not return messages over two days. Bloomberg's office,
which has repeatedly referred questions to the NYPD, also did not respond.

Liberal members of New York City Council and Muslim and civil rights groups plan to publicly
raise questions Thursday about the police department's tactics in the years since 9/11.

The spying has not been limited to Shata.

In May, Bloomberg and Kelly organized a news conference to discuss two suspected terrorists.
Appearing with the officials was Mohammad Shamsi Ali, an imam regularly at the mayor's side
for public appearances that touch on Muslim issues. Shamsi Ali said he and the mayor have
maintained good communication over the years. In July, he was invited to a pre-Ramadan
conference hosted by the NYPD, and for the past three years he said he has been invited to speak
at the police academy about Islam and Muslims.

Yet in 2006, the NYPD infiltrated two mosques where Shamsi Ali holds leadership roles — the
Islamic Cultural Center of New York and the Jamaica Muslim Center. The NYPD cited radical
rhetoric and possible money laundering in the Islamic Cultural Center of New York and said the
Jamaica Muslim Center was a hub of radicalization that offered martial arts training. Shamsi Ali
said he was unaware of the police assessments and denied the underlying accusations.

"How do you define rhetoric?" Shamsi Ali asked. He said some imams sound harsh when they're
preaching. And, if the NYPD suspected money laundering, it should ask the Internal Revenue
Service to audit the mosque, he said.

"It's wrong to view Muslims as radicals simply because of the outfit," Shamsi Ali said.  

AP.Org http://www.ap.org/Content/AP-In-The-News/2... 10/31/2016 12:07 PM
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Last year, after a Pakistani-American man was accused of attempting to detonate a car bomb in
Times Square, Kelly, the police commissioner, visited the Al-Iman mosque in Astoria, Queens,
where he praised a Muslim street vendor for reporting the suspicious vehicle to local police.
Kelly assured members of the mosque that racial profiling is prohibited by the police, though he
acknowledged in response to a question that officers will conduct random checks of people who
fit a particular description.

Yet in 2006, the NYPD recorded in its files that members of the same mosque belonged to
extremist organizations that harbored anti-American sentiments and terrorist sympathies. That
mosque was placed under surveillance by an undercover NYPD officer and a confidential
informant, according to the police files.

In October 2006, the president of the Brooklyn borough attended an event on the final day of
Ramadan at Brooklyn's Makki Masjid. The borough president, Marty Markowitz, described his
Muslim neighbors as "like every other group in our fabric — successful, community-minded
contributors who improve our quality of life." Meanwhile, the NYPD recorded in its files that
Makki Masjid was a "Tier One" mosque because of its members' radical Islamic views.

Two Queens mosques that the NYPD was monitoring in 2006 — one because it was suspected of
funding the Taliban and another that the department described as the national headquarters of
an extremist organization — are listed as "destination options" in a 2009 official city planning
brochure for a bike tour of Queens intended to promote the community's diversity.

Shamsi Ali said he was not surprised to learn that police were secretly listening inside his
mosques.

"Everywhere that I go, I feel someone must be listening to me," Shamsi Ali said. "As long as I do
things according to law, I don't have to worry at all."

The New York Times story about Shata, which won the 2007 Pulitzer Prize for feature writing,
described his efforts to reconcile Muslim traditions with American life. Police documents from
the same year the story was published described Shata, who emigrated from Egypt in 2002, as a
"Tier One" person of interest. According to the police files, a person of interest is "an individual
with threat potential based on their position at a particular location, links to an organization,
overseas links and/or criminal history."

Mark Mershon, the FBI's senior agent in New York in 2006, said he has no recollection of Shata
ever being under FBI investigation. A search of commonly used court and public record files
show no evidence of any criminal record for Shata.

Shata said he still considers Bloomberg his friend, but he was hurt by what he saw in the police
files.

"You were loving people very much, and then all of a sudden you get shocked," Shata said. "It's a
bitter feeling."

___
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Associated Press writers Matt Apuzzo and Adam Goldman contributed to this report.

___

Contact the Washington investigative team at DCInvestigations(at)ap.org

___

Follow Sullivan at http://twitter.com/esullivanap

© 2013 The Associated Press. All rights reserved. Terms and conditions apply. See AP.org for
details.
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Vol. 80/No. 32      August 29, 2016

(Socialist Workers Party campaign statement)

The following statement by Jacob Perasso, Socialist Workers Party candidate for U.S. Senate
from New York, was released Aug. 14.

The Socialist Workers Party condemns the cold-blooded assassination of Imam Maulama
Akonjee and his friend Thara Uddin as they left a mosque in Ozone Park, Queens, Aug. 13. We
call on workers, farmers and defenders of democratic rights to condemn this vicious attack. We
call for the arrest and prosecution of whoever is responsible.

This attack and others on Muslims and mosques are the inevitable consequence of the climate
created by the U.S. capitalist rulers and their government. They promote anti-Muslim hysteria to
serve their war aims and to justify spying on mosques and Muslims by the FBI, New York City
cops and other government agencies. The fact is that most victims of Islamist terrorism are
Muslims. We oppose police spying. History has shown it is aimed above all at the working class
and our unions.

Washington talks about peace while escalating endless wars in Afghanistan, Iraq, Libya and
Syria. The Pentagon — with President Barack Obama’s personal supervision — uses drones to
assassinate anyone it decides to, acting as judge, jury and executioner and killing hundreds of
civilians along the way. And this doesn’t include those killed in other U.S. airstrikes and
bombings. Both Hillary Clinton and Donald Trump and their parties endorse this.

While Obama has criticized Trump for his demagogic remarks slandering Muslims, his
administration has put thousands of Muslims on the no-fly list and denied many of them visas to
enter the United States because of their faith.

As the worldwide capitalist economic crisis deepens with no end in sight, there will be more
attacks on democratic and political rights and on workers and our unions at home, as the U.S.
propertied rulers accelerate trade wars and shooting wars abroad.

To defend its interests, the working class must vigorously oppose the U.S. war drive and attacks
on democratic rights. An injury to one is an injury to all.

Stop the attacks on mosques and Muslims! U.S. troops out of Iraq, Afghanistan, Libya and
Syria!

Related articles:
Socialist Workers Party: ‘Defend voting rights!’
Campaigning for working-class voice in Tennessee

‘Glad to hear SWP will be on ballot in Utah’
SWP candidate Hart meets Calif. farmers, farmworkers
Fla. workers discuss reality in US, Cuba
Join Mine Workers protest Sept. 8!
NY protests condemn assassination of Muslims
Actions denounce attacks on Muslim women in Chicago
Join the Socialist Workers Party campaigning
Contribute to Socialist Workers Party $30,000 campaign fund
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Vol. 80/No. 25      July 11, 2016

BY ANTHONY DUTROW
MIAMI — U.S. Muslim groups are on guard against attacks in the wake of the June 12 terrorist
assault at a gay nightclub in Orlando. The assailant, Omar Mateen, called police to pledge
allegiance to Islamic State shortly after he opened fire at the club Pulse, leaving 49 dead and 53
wounded.

In later phone calls with police negotiators, Mateen, who was born in New York to parents from
Afghanistan, called for an end to U.S. bombing strikes in Syria and Iraq and threatened to
detonate a car bomb. Police shot him dead when they stormed the club three hours after the
assault began.

Since the attack, many mosques around Florida report threats. The Husseini Islamic Center in
Sanford was vandalized June 13 by someone who spray-painted “#stopthehate” on the building.
At the Islamic Foundation of South Florida in Sunrise, Irina Bihary was arrested June 19 on
charges of entering a prayer room and threatening to blow it up with what turned out to be a
hoax bomb.

Numerous Islamic groups have issued statements condemning the Orlando slaughter. The
Islamic Society of North America “sends its condolences and prayers to the families of the
victims,” said ISNA President Azhar Azeez in a June 12 statement. “We urge the community to
stand united against all acts of violence. We encourage our members to donate to help with the
immediate, short-term needs of the grieving families and our members in Florida to visit a blood
center today to donate blood to help the victims of the shooting.”

Media coverage of the Orlando massacre initially focused on the reactionary character of the
attack on gay people, while downplaying the obvious Islamic State connection. The FBI initially
deleted all references to the reactionary group in transcripts they released of Mateen’s calls to the
cops. After protests they reluctantly released more complete versions.

Republican presidential contender Donald Trump called for suspending immigration to the U.S.
from countries with “a proven history of terrorism.”

Democratic presidential hopeful Hillary Clinton called for stepping up Washington’s military
drive against Islamic State in Iraq and Syria, an “intelligence surge” to give police more powers,
and stiffer gun control laws.

“The Socialist Workers Party calls on working people to oppose all attempts to widen
government spying, tighten immigration laws, or infringe on the right to worship,” said Cynthia
Jaquith, SWP candidate for U.S. Senate in Florida. “We condemn any and all attacks on
Muslims. We call for the withdrawal of all U.S. troops from Afghanistan, Iraq, Syria and the rest
of the Middle East.” 
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Vol. 80/No. 3      January 25, 2016

BY NAOMI CRAINE
“We met with workers in their homes, outside the giant Cargill meatpacking plant where more
than 150 Somali workers were fired in December in a dispute over their right to pray, and in
small stores affected by the firings,” reported Jacquie Henderson from Minneapolis. She was
part of a team of members and supporters of the Socialist Workers Party from Colorado,
California and Minnesota who visited Fort Morgan, Colorado, Jan. 9-11 to learn more about the
workers’ fight and be able to build support for it.

“Many wanted to learn more about a party like ours,” she said, especially after seeing the
Militant’s coverage of party leader Joel Britton joining Imam Musa Baldé in speaking at a
meeting protesting an attack on a mosque in Alameda, California.

“Dozens of workers stopped to talk at Cargill’s afternoon shift change Jan. 11,” Henderson said.
“Twenty-four bought copies of the Militant and one Spanish-speaking worker with 20 years at
the plant subscribed. He disagreed with some of his co-workers who said that perhaps the
Muslims were just trying to get more breaks. ‘I do think the Somali workers have a problem with
the company denying them time to pray,’ he said. ‘The company has been trying to push all of us
back on our break.’

“One Caucasian worker who was picking up his brother and got a copy of the paper said he
wasn’t for companies and governments interfering in people’s lives, ‘like in Oregon, where the
two guys were put in jail for taking care of their land,’” Henderson wrote.

“We have been taking initiatives in defense of Mohamed Harkat, who the Canadian government
is trying to deport,” wrote Katy LeRougetel from Calgary, Alberta. Originally from Algeria,
Harkat is one of the “Secret Trial 5” — Muslim Arab men subjected to arbitrary detention and
threat of deportation using “security certificates.” The certificates allow the government to use
secret evidence that neither the defendants nor their lawyers can see.

“Members of the Communist League here have spoken with co-workers about this attack on all
workers’ rights,” said LeRougetel. “Several have signed letters opposing Harkat’s deportation. I
spoke about the case at a candlelight vigil in front of City Hall Jan. 6, organized by the Hussaini
Association of Calgary to protest the execution of Sheik Nimr al-Nimr in Saudi Arabia. There
were lots of nods when I said that attacks on Muslims and mosques were encouraged by the
government’s ‘war on terror.’”

In Miami, SWP member Amanda Ulman and Munawar Chaudhry of Muslims for Peace and the
Al Ahmadiyya Muslim Community shared the platform at a Militant Labor Forum Jan. 8. In
December the SWP participated in a public meeting that Al Ahmadiyya organized in Hallandale
Beach as a memorial for those killed in the attack by Islamic State supporters in San Bernardino,
California, and in response to attacks on several Florida mosques.

“We will continue to join with others in protesting these attacks,” said Ulman. “Washington uses
the violent massacres in San Bernardino and Paris to justify its military policy in the Mideast.
This is what encourages those who attack Muslims and mosques. Defense comes from public
mobilizations.”

Chaudhry said that statements of solidarity “give strength to Muslims in times like this.”

Related articles:
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Johnny Kauffman/WABE

Meeting in Covington, Georgia, Aug. 22 debated Newton County Commission
moves to block building mosque and cemetery. Edmond Hall, above, speaks
against Muslim center. Others, including Sam Manuel, Socialist Workers
Party candidate for U.S. Senate, condemned moves to keep mosque out. Anti-
Muslim rhetoric divides and weakens working class, Manuel said.
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Hundreds debate gov’t moves to keep mosque out of
Ga. county
 
BY JOHN BENSON 
AND RACHELE FRUIT
COVINGTON, Ga. — “The
Socialist Workers Party condemns
the attempt to prevent the
congregation of Masjid Attaqwa in
Doraville from building a mosque
and establishing a cemetery in
Newton County,” said Sam
Manuel, SWP candidate for U.S.
Senate from Georgia, at an Aug.
22 town hall meeting here. It was
organized by the Newton County
Commission to provide a platform
for people to ask questions or
comment on the proposed project.

The county recently adopted a five-week moratorium on permits for places of worship that
would prevent the mosque from being constructed.

Three hundred people packed each of two back-to-back meetings. The majority of the 70 people
who spoke opposed the mosque. Some said they thought Islam was a “death cult,” others
expressed concern that the congregation would impose Sharia law on the county, or that the land
could be used for an Islamic State training camp. Several people said they were worried they
could be poisoned by the drinking water because Muslims don’t embalm their dead. Speakers
were asked not to identify themselves.

“Decades of war in the Middle East in Afghanistan, Iraq and Syria — that have killed tens of
thousands of toilers, most of them Muslims — have been overseen by Democratic and
Republican administrations alike, from Bush to Clinton to Bush and Obama,” said Manuel, who
did identify himself. “The crisis unfolding in that part of the world is a result of the unraveling of
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the U.S.-imposed imperialist world order.

“We also face the consequences of the world economic crisis, from continued high
unemployment to lack of health care,” Manuel said. “We need a movement independent of both
capitalist parties that fights for all workers, including those who are Muslims.”

Half a dozen people joined Manuel in standing up in defense of the right of Muslims to build in
the community. “If this discussion was happening 100 years ago, there’s a good chance it would
be about my people,” commented Kendra Miller, who said she was of Jewish descent.

“I don’t think many of you really know how they are as a people,” said a 17-year-old African-
American woman who didn’t identify herself. “I would like to say that not long ago people like
me, Black people, were treated the same way.”

Mohammad Islam is the Imam of Masjid Attaqwa mosque in Doraville, a suburb of Atlanta, who
organized to purchase the Newton County land. He came to the United States from Bangladesh
24 years ago and now leads a congregation of some 200 members, mostly Bangladeshis. In an
Aug. 24 meeting with SWP leaders, he explained that they have no place to bury their dead and
to pray before the burial.

“Land is very expensive, especially in Atlanta. We found this 135-acre site for sale in Newton
County near another cemetery and at a price we thought we could raise,” Islam said. “Our plan
was approved by the Newton County Commission, and we closed the deal last August.”

Islam said that they were not invited to the Aug. 22 evening meetings and that they learned about
the moratorium on the religious buildings from the news.

“We are not in a hurry. It is more important for us to have good relations with those who will be
our neighbors and to answer any questions or concerns that they have,” Islam said. “Yesterday a
group of Newton County residents accepted our invitation to visit our mosque and get to know
one another.”

Over the past five years, officials in Lilburn, Kennesaw and Snellville, all cities across metro
Atlanta, have used zoning laws to deter Muslim projects from being built.

Between 2009 and 2015, the Georgia Council on American-Islamic Relations has documented
more than 40 incidents in which mosques faced interference, local building moratoriums,
vandalism and harassment.

The NAACP, CAIR and more than a dozen Muslim groups have asked the Department of Justice
to investigate the Newton County moratorium.

Ronnie Johnston, mayor of Covington, and the other four town mayors in Newton County, wrote
to the county commission Aug. 26 urging them to remove the moratorium on places of worship
and that a meeting be set up with leaders of the proposed mosque. “We will all have to work to
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undo some of the ill will you created by your actions,” they said.

On Aug. 27, supporters of SWP candidates Manuel and Alyson Kennedy and Osborne Hart for
president and vice president campaigned door to door in Covington, introducing the party and its
program. They discussed how to fight against the effects on working people of Washington’s
imperialist wars abroad and capitalist depression conditions at home. They took the opportunity
to discuss what workers thought about the proposed mosque and cemetery.

Steve Shope, an electrician, told SWP member Susan LaMont he was concerned that building a
mosque in Newton County might attract terrorists to the area, even though he thought the people
with the mosque are not terrorists themselves.

“I don’t want to label anybody,” Shope said. “I don’t see how what the terrorists are doing
accomplishes anything for the Muslim people.”

“It’s important for us as workers to be conscious that anti-Muslim rhetoric and actions cut across
working people coming together to fight in our common interests,” LaMont said. “And the
seemingly endless U.S.-led wars in the Mideast are what have created the conditions in which
reactionary terror groups like Islamic State recruit and grow. And they are responsible for
hostility and discrimination against Muslims.”

After the discussion, Shope said he’d like to try a subscription to the Militant. 
 
 
Related articles:
Protests denounce French anti-Muslim ‘burkini ban’
Miami forum: ‘Oppose attacks on Muslims, mosques’
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Socialist Workers Party
in Philadelphia files for ballot

BY JOHN STUDER 
PHILADELPHIA — “Our campaign is a voice for working people, here in Philadelphia, the United States and for that matter around the
world,” viewers of CBS Channel 3 News saw Osborne Hart, Socialist Workers Party candidate for mayor, tell the press as he filed for
ballot status alongside running mate John Staggs, SWP candidate for City Council at-large Aug. 3. The Philadelphia Inquirer and
WHYY radio also covered the City Hall filing.

As they turned in 2,950 signatures, the candidates were joined by a group of campaign supporters; Glova Scott, who ran as SWP
candidate for City Council in Washington, D.C., earlier this year; and the campaign’s lawyer, Larry Otter.

“The signatures, more than two times the required 1,325, were gathered going door to door in neighborhoods throughout the city,”
petitioning director Janet Post said, “where working people welcomed the opportunity to hear about a working-class alternative.”

“There is a deep worldwide crisis of the capitalist system. Working people face a ruinous assault on our standard of living and social
conditions,” Hart told the press. “Depressed wages, joblessness, speedup on the job, increasingly dangerous working conditions — this
is what the employers put on us as they drive to push their profit rates up.

“There is growing working-class resistance to these attacks,” said Hart, who works as an overnight stocker at Walmart. He pointed to the
importance of the fight by Steelworkers at ATI and workers at Verizon fighting against concession demands. “The growing social
movement for a $15 minimum wage and a union, which John and I are part of, is part of this resistance,” Hart said.

“Our campaign is part of these struggles. We call for workers to break from the two parties of the bosses, the Democrats and
Republicans, and build their own party, a labor party based on the unions,” he said.

“Workers struggles — from the fight for $15 to the ongoing struggle against police brutality and cop killings of African-Americans and
others across the country — and independent working-class political action,” Hart said, “open the road to taking power out of the hands
of the propertied rulers and reorganizing society in the interests of the majority of humanity.

“We can learn from the example of the Cuban Revolution,” he said. “Cuban workers and farmers took power there 56 years ago and
have built and continue to defend their socialist revolution, based on human solidarity.”

During the three-week ballot drive, Socialist Workers Party campaigners participated in protests against the beating of Tyree Carroll in
Germantown by 26 Philadelphia cops, petitioned outside the International Longshoremen’s Association hiring hall, joined a rally to
celebrate 15 years of gains for equal rights won through struggles buoyed by the Americans with Disabilities Act and talked to workers
on their porches from one end of the city to the other.

“After college I worked for a program for kids with autism,” Julia DeFalco, 26, told Staggs Aug. 1 on her doorstep in Northeast
Philadelphia. “But then they told me I couldn’t remain their employee, I had to become an ‘independent contractor.’ I would have no
guaranteed hours and have to pay my own taxes and liability insurance. I said no thanks.”

“Then I got a job in a day care center that promised $10 an hour, but when I got my first check it was for $7.25,” she said, signing the
petition. “I had to quit that too.”

“More and more workers are pushed to be temporary workers or ‘independent contractors,’ like they tried to force on you, or to take
lower wages,” Staggs said. “The bosses want to put all the uncertainty and burden on the worker, to boost profits. On the West Coast
port truckers have organized to fight to be recognized as workers and for a union. And they are having success.”

Join fight against police brutality
“The accumulated public accounts of cops killing and brutalizing working people, building on the profound transformation in peoples’
social outlook produced by the victory of the mass Black-led movement that overthrew Jim Crow segregation, has put increasing
pressure on the cops and the politicians,” Hart told a Militant Labor Forum here July 31. “When University of Cincinnati cop Ray
Tensing shot Samuel DuBose dead during a traffic stop July 19, he was promptly arrested and charged with murder.”

This reflects progress forced by historic changes in popular consciousness and the growing Black Lives Matter protests that have drawn
thousands into action, pushing the cops back, Hart said. The weekend before Hart participated in the Movement for Black Lives national
conference in Cleveland.

“I want to thank Osborne, John and Janet for helping to do the battle to demand justice from the cops who killed my son Frank
McQueen,” Delphine Matthews told forum-goers. Cops shot McQueen more than 20 times in June 2014 in Chester, south of
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Philadelphia. “I still haven’t received anything from the cops and city officials there, no coroner’s report, not even his personal
belongings.

“I’m a fighter and I’ll fight to the end,” she said. “Not just for my son, but for everyone — African-American, Caucasian, everyone.”
She invited the socialist campaign to join her the next day for a street corner speakout against police brutality.

Hart and other socialist campaigners joined Matthews and others near the Frankford Transportation Center in northeast Philadelphia the
next day.

Before the protest, Hart took the campaign door to door in the surrounding neighborhood, telling people about the speakout. “I’m
going,” Ikea Coney told Hart, saying her son Darring Manning was beaten by Philadelphia cops last year.

“The Philadelphia campaign is really the beginning of the Socialist Workers Party’s 2016 campaign for president and state offices across
the country,” Staggs told supporters at City Hall. “We’ll be campaigning across the city and beyond. We’ll join in the fights against
attacks by the bosses and their government.

“We’re campaigning to win people to the Socialist Workers Party,” he said.

Róger Calero contributed to this article.

Related articles:
SWP candidates: U.S., Turkish hands off Kurds!
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(lead article)

‘Our victory is that workers
get a voice’ in 2015 election

BY CHRIS HOEPPNER 
PHILADELPHIA — “This is great! I’ve never had socialists knock on my door,” Michelle Thompson told John Staggs, Socialist
Workers Party candidate for City Council at-large, in the Port Richmond neighborhood here Nov. 1. Staggs and Osborne Hart, SWP
candidate for mayor, are on the ballot in the Nov. 3 election.

The SWP candidates have gotten widespread media coverage, appeared in numerous candidates’ debates, joined union picket lines and
protests against cop brutality and talked to workers on their doorsteps. They’ve sought to put every political question in a class
framework, and promote working-class solutions.

Katie Colaneri, a reporter for WHYY public radio and its associated Newsworks website, accompanied the socialist candidates as they
knocked on workers’ doors in the Mayfair area in Northeast Philadelphia. “The working class neighborhood is home to just the kind of
voters they’re targeting,” Colaneri wrote Oct. 26.

She asked Hart what the SWP would accomplish through the campaign. “Our victory is that working people get a voice in the
elections,” Hart answered.

The party has been asking workers to join a Nov. 10 rally at 3:30 p.m. at City Hall organized by fast-food workers, Walmart workers and
many others demanding $15 an hour, regular full-time schedules and a union. Hart works as an overnight stocker at Walmart and Staggs
works a cash register at a different store.

“Yes, I support the fight for $15 an hour — but the minimum wage should be at least $20 an hour,” Sean Wright, a construction worker,
told campaign supporter Janet Post on his doorstep in Port Richmond Nov. 1.

“The hardest thing about working at McDonald’s was the terrible pay,” Elizabeth Wilcox, who worked there 30 years, told Post. She said
that she will try to go to the Nov. 10 demonstration because to win $15 an hour “will take a fight.”

“A lifelong supporter of black people’s rights, he [Hart] was a participant in the July 24-26 Black Lives Matter national conference in
Cleveland,” said a Newsworks 2015 Philadelphia Voters Guide. “He also supports a woman’s right to have an abortion, has marched and
spoken out in support of undocumented workers in Philadelphia, Norristown and southern New Jersey, and has joined protests and
rallies against public school funding cuts.

“Staggs has been using his Council campaign to support Verizon workers and ATI steelworkers in their contract fights,” the voting guide
said. “Staggs is also an opponent of U.S. wars he calls imperialist — in Korea, Vietnam, Afghanistan, Iraq and elsewhere — and he
supports the revolutionary government in Cuba as an example for all working people.”

“Working people need to organize a movement to form our own political party, a labor party based on the unions that can take the reins
of power out of the hands of big business,” Staggs told those attending an Oct. 27 candidates’ meeting sponsored by the Committee of
70, Young Involved Philadelphia and the Philadelphia Citizen.

Grandille Crothers, who has worked at ArcelorMittal’s steel mill in Coatesville since 1966, told campaign supporter Mitchel Rosenberg
Nov. 2 that he backs the SWP’s efforts to promote the fight for a labor party. “I’m all for it. Sooner or later somebody has to stand up for
the working man,” Crothers said.

ArcelorMittal and U.S. Steel are demanding deep concession contracts in negotiations with the Steelworkers union. The SWP candidates
have joined Steelworkers’ actions in defense of the union at ArcelorMittal plants in both Coatesville and Conshohocken.

When the topic at an “All Candidates Night” Oct. 28 sponsored by The Chew and Belfield Neighbors Club turned to police brutality
quite a discussion broke out on how to end police killings.

Rev. Chester Williams, club president and the moderator, said that the cops should be trained to shoot so that they don’t kill.

Jim Foster, an independent candidate for mayor, said he thought cops should be trained to take someone down without shooting at all.

Hart said he joined family members in public protests against the killings of Frank McQueen and Brandon Tate-Brown and the brutal
beating of Tyree Carroll by the cops.

“It isn’t a question of training the police better,” he said. “The police defend the interests of the employers, the ruling class. Working
people, the majority in society, need to mobilize to take power out of the hands of the capitalists and put it in our hands — that is the
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solution.”

The SWP candidates are inviting workers to hear Kenia Serrano and Leima Martínez, leaders of the Cuban Institute for Friendship with
the Peoples, Nov. 7 in Washington, D.C., to learn about what workers and farmers in Cuba have been able to accomplish with their own
government. And they’re building the Nov. 10 rally for $15 and a union.

“Unity is what it’s all about, sticking together. You got my vote,” Kevin Foreman, a 39-year-old forklift operator and member of the
Teamsters, told Hart at his front door in Port Richmond. “I support the $15 minimum wage. I’ll read the Militant, but I want you to come
back and talk after the Tuesday election.”

“I’ll be here,” Hart said. “The SWP doesn’t just run in elections, we’re a 365-day-a-year political party.”

Related articles:
Capitalist crisis, attacks on workers mark Canadian vote
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SWP campaign finds interest,
support at Sanders rally in S.C.

Militant/Glova Scott

Socialist Workers Party candidate Osborne Hart, center, talks
with Machinist union member James Morrison outside
meeting for Bernie Sanders Aug. 22.

BY ARLENE RUBINSTEIN 
NORTH CHARLESTON, S.C. — Osborne Hart, Socialist Workers Party candidate for mayor of Philadelphia, and supporters of the
party from around the Southeast traveled here Aug. 22 to talk with those attracted to a campaign meeting for U.S. Sen. Bernie Sanders,
who is running for president in the Democratic Party primary.

Hart and the SWP got a serious hearing among those attending the rally of 3,000. Many stopped to talk at book tables hung with big
signs saying, “Read About Socialism” and “Socialist Workers Party.” Eight people subscribed to the Militant, 130 got single copies and
five books from Pathfinder Press were purchased.

Sanders and iconoclastic Republican candidate Donald Trump are drawing big crowds because people see them as different from the
other bourgeois candidates, disdainful of politics as usual, at a time of acute crisis.

The first person Hart shook hands with was Paul Garbarini, a county worker distributing fliers for the Sept. 5 “Days of Grace” march
and rally called by the International Longshoremen’s Association Local 1422 in honor of Walter Scott, Clementa Pinckney and other
victims of racist and police violence (see calendar on page 4).

“I’ll put some of those fliers on my campaign table so we can work with you to build it,” Hart told Garbarini. “The SWP campaign is a
voice for working people. My running mate, John Staggs, and I are workers at Walmart fighting for $15 an hour, a union and full-time
work. Workers need a labor party based on the unions.”

“If only labor knew,” replied Garbarini. “They keep voting for the Republicans.”

“We have to make a class break from the capitalist parties, whether Democrats or Republicans,” said Hart. “I’m talking about taking
political power, building a revolutionary movement, independent of the ballot box.

“The mass, dignified response here in Charleston to the racist massacre of Pinckney and other churchgoers in June is an example of
what we see when working people lead,” he added. “The removal of the Confederate battle flag from the state Capitol came after battles
led by African-Americans that transformed the consciousness of millions across the board and strengthened the working class.”

Tony Reyes, a construction worker who is Cuban-American, got an introductory subscription to the Militant and Cuba and Angola:
Fighting for Africa’s Freedom and Our Own. “We need change,” he said. “I’d get a few more books, but I got a $300 speeding ticket
because of some racial profiling the other night,” Reyes said. “The cops were egging me on, giving me the Sandra Bland treatment.”
Bland, 28, was pulled over and arrested by a Texas cop for a minor traffic violation. She died in police custody July 13.

“I know what you are talking about,” said Hart. “I’m active in the Black Lives Matter movement. Our protests across the country against
police killings have pushed the cops back.”
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Some people wanted to know how Hart differed from Sanders, who sometimes describes himself as a “democratic socialist.”

“Capitalism is the problem workers face. Sanders’ platform is for reforming capitalism,” Hart told a student reporter. “The SWP points
to the example of the Cuban Revolution, where working people overturned capitalism.”

The press took note of the response to the Socialist Workers Party. A reporter for the Atlanta Journal-Constitution did an article about
the SWP effort, with a prominent photo of the literature table.

Related articles:
Socialist Workers Party leads drive for new readers
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C

Can FBI be held liable for targeting Irvine
Muslims for surveillance?

By Maura Dolan

DECEMBER 21, 2015, 4:00 AM

raig Monteilh told the imam that he wanted to embrace his French and Syrian heritage and
convert to Islam.

Monteilh adopted an Islamic name, donned Muslim robes and a skull cap, and attended prayers
vigilantly. The Islamic Center of Irvine embraced him — until he began talking of violent jihad.

Orange County Muslims gather in prayer in the parking lot of Angel Stadium in Anaheim for Eid al-Adha to mark the end of the annual
pilgrimage to Mecca known as Hajj on Sept. 23.  (Mark Boster / Los Angeles Times)
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Congregants reported him to the FBI and Irvine police, and then obtained a restraining order against him.
Only later did they discover Monteilh was working for the FBI.

A federal appeals court is now considering whether the FBI can be held liable for allegedly indiscriminately
targeting Muslims for surveillance. If the court decides the FBI cannot defend itself without revealing state
secrets, the court likely would uphold the dismissal of a class-action lawsuit brought by Southern California
Muslims.

Join the conversation on Facebook >>

The review by the U.S. 9th Circuit Court of Appeals comes at a time of heightened fear of terrorism and
incidents of backlash against innocent Muslims.

Judge Marsha Berzon, in a hearing this month, acknowledged the sensitivity of the matter as she struggled to
understand what constituted a state secret. The state secrets doctrine bars litigation of a case if it would
expose or threaten to expose matters of national security.

"I just am having real trouble seeing where the line is drawn in this very difficult situation we are in now,"
Berzon, a Clinton appointee, told a government lawyer.

The government argued it could not defend itself without disclosing state secrets. U.S. District Judge Cormac
J. Carney agreed with the government in 2012, dismissing the bulk of the lawsuit on the grounds it would
require disclosure of matters vital to national security. Carney reviewed classified information before his
decision.

The Southern California Muslim community, represented by the ACLU of Southern California, believes the
FBI targeted people solely because of their religion and should be held accountable.

Muslim leaders complained that the spying mission eroded trust in law enforcement at a time when the
government needs help from the Muslim community to fight terror.

"The fundamental question is will we be viewed as partners or suspects?" said Edina Likovic, speaking for
the Los Angeles-based Muslim Public Affairs Council. "The fear here is that we are being treated publicly as
partners and privately as suspects."

About 500,000 Muslims live in Southern California, with more than 120,000 in Orange County, the second-
largest population of Muslims in the United States.
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Monteilh, who had a falling out with the FBI, has been working with the ACLU.

"I am the principal witness," said the Irvine resident, 53. "All the information they got came from me."

Monteilh said the FBI paid him $177,000 to infiltrate about 12 mosques in Orange, Los Angeles and San
Bernardino counties over the course of 14 months, starting in June 2006. He said his job was to gather as
many cellphone numbers and email addresses as possible and to find Muslims who could be compromised
because of immigration, sexual or business issues.

Posing as a fitness consultant, Monteilh frequently worked out with Muslims at the gym and secretly
recorded them, he said.

"This surveillance was so fruitful that Monteilh's handlers eventually told him they were seeking approval to
have him open a Muslim gym," the suit said.

When he agreed to attend prayers at dawn four days a week, he received a pay increase, the suit said. His
handlers told him to write down the license plate numbers of the cars in the parking lot, he said.

But at times his devotion raised eyebrows. He attended lessons in Arabic — a language he didn't speak.

He also appeared to be extremely absent-minded. Congregants remembered that he was forever leaving his
keys or his cellphone behind. Monteilh later said his phone and a fob on his keys contained recording
devices.

During the hearing, a lawyer for the FBI agents said Monteilh had signed a contract saying he would not
leave listening devices unattended. Monteilh said he signed no such contract, and the agents knew what he
was doing.

Monteilh said he secretly videotaped Muslims through a camera hidden in a button in the front of his shirt.

His identity was revealed during a court hearing. He had a criminal record, and the FBI helped him get off
probation early, according to a court transcript.

Monteilh later accused the FBI of breaking promises to him. The FBI has said it does not target people
because of their religion and that Monteilh signed a confidentiality agreement.

Monteilh, who unsuccessfully sued the FBI, said he has no regrets about his undercover work. He learned
about FBI techniques and methods and policies and now works as a consultant on counterterrorism, he said.
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His mission unveiled the government's scrutiny of Muslims, he said.

"If I didn't work that case, they would never know they were being spied on 24 hours a day," Monteilh said.

He said his work identified terrorists overseas, although it did not lead to convictions of local Muslims.
Monteilh also said he understands why the FBI conducted the surveillance.

"Let's face it, they have to," he said. "That is the only method they can use to be preemptive."

It could take several months before the 9th Circuit rules.

Berzon was the only judge on the panel who asked questions during the hearing. The other two reviewing the
case are 9th Circuit Judge Ronald M. Gould and Judge George Caram Steeh III, a district judge from
Michigan, both Clinton appointees.

Although she was skeptical of both sides, Berzon told attorneys for the government that their arguments
were "circular."

She also observed that another circuit court had found that the government could not invoke the state secret
privilege in a lawsuit unless the secrets were an integral part of the government's "meritorious defense," not
just a possible defense, an issue a court would have to determine.

"We certainly can't do that if you can't tell us your defense," she said.

Monteilh said he has remained a Muslim, though his conversion initially was a ruse. He said he prays five
times a day, studies the Koran and fasts.

But he does not attend a mosque.

"People would freak out if they saw me," he said. "I am a former FBI informant, and that will always be with
me."

maura.dolan@latimes.com

Twitter: @mauradolan

Copyright © 2016, Los Angeles Times

A version of this article appeared in print on December 21, 2015, in the News section of the Los Angeles Times with the headline "Is FBI liable in
Muslim spying? - An appellate panel questions the agency's tactic in mosque surveillance lawsuit." — Today's paper  | Subscribe
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NYPD's Muslim surveillance violated
regulations as recently as 2015: report
NYPD inspector general finds investigators consistently failed to get proper authorization for
surveillance, and that 95% of reviewed cases targeted Muslims

Mazin Sidahmed
Wednesday 24 August 2016 08.47 EDT

The New York City police department has violated several regulations in its surveillance of
predominantly Muslim communities as recently as 2015, a report released on Thursday found.

The 67-page report was completed by the NYPD’s inspector general, and examined the police
department’s intelligence unit.

The report found that, when examining political groups, investigators consistently failed to get
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proper authorization or timely extensions for investigations or the use of informants and
undercover cops.

“This investigation demonstrates a failure by NYPD to follow rules governing the timing and
authorizations of surveillance of political activity,” said Mark G Peters, commissioner of the
department of investigations (DOI), a city-wide watchdog. NYPD’s inspector general office is a
part of the DOI and was only created two years ago following a law passed in the city council.

NYPD’s guidelines for investigating are dictated by the Handschu agreement, established 32
years ago following a class-action lawsuit filed by several political organizations that accused
the NYPD of unconstitutional surveillance.

“The Guidelines were designed to establish certain baseline controls on NYPD’s considerable
investigative power,” the report explained.

The office of the inspector general examined investigations that were closed between 2011 and
2015, some of which started as early as 2004.

The number of reports the inspector general examined was redacted but in a footnote on the
first page, the authors note that more than 95%of the individuals under investigation were
Muslim and/or engaged in activity associated with Islam.

“I am deeply disturbed to learn that 95% of the sample investigative statements reviewed by
the IG were Muslims or entities associated with Islam,” said Linda Sarsour, executive director
of the Arab American Association of New York. “Is this a confirmation of a Muslim surveillance
program?”

The findings troubled many activists in New York’s Muslim community due to the NYPD’s
tumultuous history with Muslim American New Yorkers. In 2011, the department was
revealed to have unconstitutionally infiltrated Muslim student groups, mosques, religious
bookstores, hookah bars and other predominantly Muslim areas to spy on people.

The demographics unit, which was responsible for the program, was dismantled in 2014.

The original surveillance program sparked a series of lawsuits, one of which concluded earlier
this year. In the settlement of the case of Raza v The City of New York – which is still subject to
court approval – the NYPD agreed to several reforms including: requiring facts before an
investigations is launched, limiting the use of informants and undercovers, and prohibiting
investigations in which race, religion or ethnicity is a substantial motivating factor.

Naz Ahmad, a staff attorney for Creating Law Enforcement Accountability & Responsibility
(Clear) Project, which represented the plaintiffs in the case, welcomed the inspector general’s
findings.

“We welcome the inspector general’s report confirming what our clients have long known: that
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the NYPD’s surveillance of American Muslims operated without oversight and often in
violation of the rules,” Ahmad said.

The use of informants and undercover police, known as human sources, came under scrutiny
in the report. Of the requests for human sources reviewed, none contained any details about
the anticipated role of that source. It also criticized the use of “boilerplate” language when
providing reasons for extending the use of informants.

Preliminary inquiries, which allow the police to gather information even when no law has been
been broken, were allowed to continue indefinitely, and 100% of the extensions reviewed by
the office of the inspector general contained no reason for the extension.

The report found the NYPD’s intelligence unit would also routinely continue investigations
even after legal authority had expired, which amounted to months of time over the course of
investigations.

The NYPD did not have any qualms with the findings of the report.

“I am very pleased the inspector general’s audit has independently confirmed this to be true,
and I thank the IG’s office for its work on this audit and report,” said outgoing police
commissioner William J Bratton.

Fahd Ahmed, the executive director of Desis Rising Up & Moving (Drum), said the report
confirms their suspicions and evidence. Drum conducted a survey of the Muslim community
between 2011 and 2015 and found that surveillance by the NYPD was ongoing.

“They might as well rename it the Muslim Investigations Department,” Ahmed said.
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WHO is spying on whom?

Since at least 2002, the New York City Police Department’s Intelligence

Division has engaged in the religious profiling and suspicionless

surveillance of Muslims in New York City and beyond.

The NYPD’s Intelligence Division has singled out Muslim religious and

community leaders, mosques, student associations, organizations,

businesses, and individuals for pervasive surveillance that is

discriminatory and not conducted against institutions or individuals

belonging to any other religious faith, or the public at large.

The Intelligence Division units engaged in the NYPD’s Muslim

surveillance program include its Demographics Unit, renamed the Zone

Assessment Unit; the Intelligence Analysis Unit; the Cyber Intelligence

Unit; and the Terrorist Interdiction Unit. 

WHERE has the surveillance taken place?

The NYPD’s suspicionless surveillance program has swept up Muslim

communities throughout New York City, as well as every mosque within

100 miles of New York, and extended to Pennsylvania, Connecticut, New

Jersey, and more.

WHY is the NYPD spying on Muslim communities?

The NYPD’s surveillance program is based on a false and unconstitutional

premise: that Muslim religious belief and practices are a basis for law

enforcement scrutiny.

The purported rationale for this unconstitutional surveillance is captured

in a 2007 NYPD Intelligence Division report titled “Radicalization in the

West: The Homegrown Threat.” The report claims to identify a

“radicalization process” by which individuals turn into terrorists – a

“process” so broad that it seems to treat with suspicion anyone who

identifies as Muslim, harbors Islamic beliefs, or engages in Islamic

religious practices. For example, its purported radicalization “indicators”
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include First Amendment-protected activities including “wearing

traditional Islamic clothing [and] growing a beard,” abstaining from

alcohol, and “becoming involved in social activism.”

HOW is the NYPD spying on Muslim communities?

The NYPD ’s Intelligence Division uses a variety of methods to spy on and

monitor Muslim communities without any suspicion of wrongdoing. They

include:

Mapping of Muslim Communities: The NYPD’s Demographics Unit

(now the Zone Assessment Unit) has mapped neighborhoods

predominantly occupied by 28 so-called “ancestries of interest”—i.e.,

national origin associated with Muslim populations—as well as “American

Black Muslims.” The NYPD expressly excluded from its surveillance and

mapping activities non-Muslims such as Coptic Christian Egyptians or

Iranian Jews.

Photo and Video Surveillance: NYPD officers, stationed in cars

outside of mosques, have taken pictures and video of those leaving and

entering places of worship, and recorded the license plate numbers of

worshippers attending services. Remotely controlled NYPD cameras have

also been placed on light poles, aimed at mosques.

Police Informants: The NYPD has recruited so-called “mosque

crawlers,” to act as inside observers in mosques. They report on sermons,

provide names of attendees, and take pictures inside of the mosques.

Employing a method called “create and capture,” the NYPD has instructed

informants to “create” conversations about jihad or terrorism and

“capture” and report the responses to the police. Informants are often

selected from a pool of arrestees, prisoners, or suspects who are pressured

into becoming informants.

Police “Rakers”: Teams of NYPD plainclothes officers—called

“rakers”—have been deployed to Muslim communities where they can

blend in “consistent with their ethnicity and or language.” They aim to

compile information on the community, listen in on conversations at

Muslim restaurants and businesses, and identify Muslim “hotspots.”

Tracking Individuals: The NYPD tracks people who changed their

names, investigating those who could be Muslim converts or who were

“Americanizing” their names.

Intelligence Databases: The Intelligence Division has generated daily

reports on innocent Muslims’ lives. The names of thousands of innocent

New Yorkers have been placed in secret police files. Information is kept

both in an intelligence database and on a standalone computer used to

generate intelligence reports.
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WHAT are the consequences of the NYPD’s spying on Muslim

communities?

Stigma: Through its religious profiling and surveillance, the NYPD has

imposed an unwarranted badge of suspicion and stigma on law-abiding

Muslim New Yorkers.

Interference with Religious Practice: The NYPD’s suspicionless

surveillance has forced religious leaders to censor what they say to their

congregants, for fear anything they say could be taken out of context by

police officers or informants. Some religious leaders feel they must

regularly record their sermons to defend themselves against potential

NYPD mischaracterizations. Disruptions resulting from unlawful NYPD

surveillance have also diverted time and resources away from religious

education and counseling. Muslims have reported feeling pressure to

avoid appearing overtly religious, for example, by changing their dress or

the length of their beards.

Community Fear: The NYPD’s discriminatory surveillance has

produced an atmosphere of fear and mistrust within mosques and the

Muslim community at large. At mosques, congregants often regard

newcomers with anxiety, unsure if they are sent to spy by the NYPD. As a

result, these houses of worship cannot serve as the places of spiritual

refuge and comfort that they are intended to be.

Chilling Free Speech: The NYPD’s discriminatory surveillance has

chilled religious speech and political activism—from engagement in public

debates and protests, to friendly coffee-house banter.

Damaging Law Enforcement Relationships: The NYPD’s unlawful

profiling of Muslims has damaged its relationship with American

Muslims, breaching communities’ trust in a police department that is

tasked with protecting them.
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When the Occupy protests spread across the country three years ago, state and

local law enforcement officials went on alert. In Milwaukee, officials reported that

a group intended to sing holiday carols at “an undisclosed location of ‘high

visibility.’ ” In Tennessee, an intelligence analyst sought information about

whether groups concerned with animals, war, abortion or the Earth had been

involved in protests.

And in Washington, as officials braced for a tent encampment on the National

Mall, their counterparts elsewhere sent along warnings: a link to a video of Kansas

City activists who talked of occupying congressional offices and a tip that 15 to 20

protesters from Boston were en route. “None of the people are known to be

troublemakers,” one official wrote in an email.

The communications, distributed by people working with counterterrorism

and intelligence-sharing offices known as fusion centers, were among about 4,000

pages of unclassified emails and reports obtained through freedom of information

requests by lawyers who represented Occupy participants and provided the

documents to The New York Times. They offer details of the scrutiny in 2011 and

2012 by law enforcement officers, federal officials, security contractors, military

employees and even people at a retail trade association. The monitoring appears

Officials Cast Wide Net in Monitoring Occupy Protests - NYTimes.com http://www.nytimes.com/2014/05/23/us/officials-cast-wide-net-in-monito...

1 of 5 5/30/2014 10:34 AM

AOR410



similar to that conducted by F.B.I. counterterrorism officials, which was

previously reported.

In many cases, law enforcement officials appeared to simply assemble or copy

lists of protests or related activities, sometimes maintaining tallies of how many

people might show up. They also noted appearances by prominent Occupy

supporters and advised other officials about what — or whom — to watch for,

according to the newly disclosed documents.

The files did not show any evidence of phone or email surveillance; instead,

much of the material was acquired from social media, publicly disseminated

information and reports by police officers or others. While a Homeland Security

bulletin in October 2011 warned that protests could be disruptive or violent, some

civil liberties advocates are concerned about the monitoring of lawful political

activities tied to the Occupy movement. Homeland Security officials acknowledged

that the movement, which criticized the financial system as undemocratic, was

“mostly peaceful.”

 “People must have the ability to speak out freely to express a dissenting view

without the fear that the government will treat them as enemies of the state,” said

Mara Verheyden-Hilliard of the Partnership for Civil Justice Fund, which obtained

the documents.

The nation’s 78 fusion centers — which have received hundreds of millions of

dollars from the Department of Homeland Security and other federal agencies, as

well as money from state governments — are run by state and local authorities.

They were created after the 2001 Qaeda attacks to share information about

terrorism or other national security threats, but have provided little of value

related to that mission, a Senate subcommittee report concluded in 2012. Many

centers, which can involve dozens of officials from police and fire departments,

federal agencies and private companies, now focus on more routine criminal

activity.

Peter Swire, a law and ethics professor at Georgia Tech who recently served

on President Obama’s Review Group on Intelligence and Communications

Technologies, said that as the government concentrated on fighting terrorism,

guidelines that had restricted the monitoring of political activity were relaxed. As a

result, he said, even minor offenses like trespassing “can be enough to trigger

surveillance of political groups.”
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 Marsha Catron, a spokeswoman for Homeland Security, said that the fusion

centers play an important role in helping law enforcement and emergency

responders understand how to protect people during large public events. She

added that the centers are required to protect privacy and civil liberties. Agencies

receiving Homeland Security grants must follow guidelines similar to those

adopted by that department, which forbid the collection of information “solely for

the purpose of monitoring activities protected by the U.S. Constitution, such as the

First Amendment-protected freedoms of religion, speech, press, and peaceful

assembly and protest.”

The documents show that people connected to the centers shared information

about individual activists or supporters, and kept track of those who speculated in

social media postings that the centers had been involved when police departments

used force to clear Occupy camps.

They also make clear that the centers appeared to take varying approaches to

the protests. An intelligence officer at the Delaware center responded to an inquiry

about Occupy with an email that said, “Our fusion center has distanced itself from

the movement because of 1st Amendment rights and because we have not seen any

criminal activity to date.”

Other centers distributed information about the protests, sometimes

describing arrests or disruptive tactics, but often listing apparently lawful, even

routine activities.

A center in Nevada regularly sent out reports from more than a dozen cities

that included descriptions of uneventful demonstrations and a “rally for jobs and

justice” with the Rev. Al Sharpton.  Officials circulated descriptions of plans in

Seattle for an anti-consumerist flash mob to dance to the rock anthem

“Invincible.” Others monitored Facebook pages, noting events like a meditation

led by Buddhist monks or a student march with participants dressed as “zombie

bankers.”

The Boston Regional Intelligence Center, one of the most active centers,

issued scores of bulletins listing hundreds of events including a protest of

“irresponsible lending practices,” a food drive and multiple “yoga, faith &

spirituality” classes.

 The reports also listed appearances by people including a professor at the

Harvard Divinity School, the linguist Noam Chomsky and an official at the
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American Civil Liberties Union of Massachusetts, who was to discuss the Patriot

Act.  Some reports noted that a man scheduled to join in a teach-in at Dewey

Square had written a film about Sacco and Vanzetti and wondered whether he was

“a known/respected figure within the anarchist movement.” Others described Bill

McKibben, an environmentalist and scholar at Middlebury College, stating,

“McKibben organized a sit-in near the White House in August of this year to

protest construction of a pipeline,” and was arrested but not charged.

At times, fusion center officials shared information produced by what

Homeland Security calls “private sector partners.”  For instance, the head of the

Washington police department’s intelligence fusion division sent an email to

colleagues before Thanksgiving 2011 with an order to develop a “one-page

product” to acquaint commanders with “the potential threat” described in a

31-page report prepared by the International Council of Shopping Centers.

The report examined protesters’ “attitude towards retail,” suggested that

business could be disrupted on the day after Thanksgiving and listed several

“specific known threats.” They included credit card detractors equipped with

scissors at malls and posters offering “help for people who want to put an end to

mounting debt and extortionate interest rates with one simple cut” and a group of

people who had declared on a website that they would “intentionally forgo the

shopping frenzy.”

Cathy L. Lanier, chief of the Metropolitan Police Department in Washington,

said that officials who shared the report might have done so simply to prepare for

all eventualities. “I wouldn’t consider anything in there as a threat,” she said. “But

I can see the implications for planning purposes.”

Military employees also shared Occupy material. Two Defense Department

employees, for example, regularly sent information to the fusion center in

Washington or to a federal official connected to the center. One of them, an

intelligence research specialist working in the threat analysis center of the

Pentagon Force Protection Agency, circulated an email describing Google searches

as “a very handy intel gathering tool” to keep tabs on Occupy protests. The other

employee, assigned to the Defense Threat Reduction Agency, which addresses

weapons threats, forwarded an email that included a link to an essay titled “What

Police Should Be Learning From the Occupy Protests.”

Before distributing the message, the employee asked the sender whether it
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was “safe” to visit the site without hiding his computer’s identity.

Correction: May 24, 2014

A picture caption on Friday with an article about the scrutiny Occupy protesters

have faced from enforcement officials misidentified, in some copies, the college

where the linguist Noam Chomsky, who appeared at an Occupy Boston event, is

a professor. It is the Massachusetts Institute of Technology, not Harvard Divinity

School.
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Vol. 75/No. 39      October 31, 2011

NY mayor backs off move
to evict ‘Occupy Wall St.’

BY DAN FEIN 
NEW YORK—More one month after it began, Occupy Wall Street and similar actions worldwide continue to be a magnet for young
people, workers, and hard-hit layers of the middle class, all of whose lives and plans are deeply affected by the unfolding economic and
social crisis of capitalism.

In an effort to quash the protests, Republican Mayor Michael Bloomberg announced cops would remove protesters from Zuccotti Park
here starting at 7 a.m., October 13 for “cleaning,” after which there would be a ban on tents, sleeping bags and other paraphernalia.

In response, hundreds came down to defend the right to free speech. Protesters brought mops and brooms, declaring they would clean
the park themselves.

“Students get bogged down by debt. They shouldn’t have to be ruined to get an education,” Rebecca Bannasch, 16, told the Militant. She
and Josia DeChiara came to New York from Shutesbury, Mass., to “be part of something big, something for social change.”

“There is a whole generation of teenagers who can’t get any work experience,” Bannasch added.

“I sent out 977 resumés since graduation, 60 for overseas jobs. No interviews,” said Nathan Tumazi, 25, a graduate of University of
California, Irvine. He’s been unemployed since June 2010.

Those who come to Zuccotti Park find a wide variety of views on the source and solution to the economic crisis. Anarchist groups that
helped initiate the actions put forward the idea that the protest is an end in itself.

Some groups promote conspiracy theories and reactionary claims that the source of the problem is the Federal Reserve and Jewish
bankers.

Many are attracted to working-class struggles. Several marches by union workers in various fights with the bosses have joined with
Occupy Wall Street demonstrators, where they find solidarity that inspires both groups.

The Bloomberg administration faces some obstacles in the effort to evict the Occupy Wall Street camp.

Most people sympathize with the protests, which have tapped into rising discontent. According to a Quinnipiac University survey, 67
percent of people in New York agree with the protesters and 72 percent say they have a right to stay as long as they want.

And the protests have backing from prominent figures in the Democratic Party, who see them as an opportunity to garner support against
their Republican Party rivals as the twin capitalist parties prepare to vie for the 2012 elections.

Central Democratic Party figures, including Manhattan Borough President Scott Stringer, City Council Speaker Christine Quinn, state
Senator Daniel Squadron, and Congressman Jerry Nadler, called Bloomberg and Brookfield Properties, which owns the park, and
demanded the eviction be halted. The park owners, and Bloomberg, backed down.

As politicians from both parties lead the assault on working people, Democratic figures are stepping up their demagogy against
“corporate greed” and the Republican Party. However, according to a recent Gallup poll, more than twice as many people in the U.S.
blame the federal government than the banking and financial system for the crisis.

“Protesters are assembling in New York and around the country to let billionaires, big oil and big bankers know that we’re not going to
let the richest 1% force draconian economic policies and massive cuts to crucial programs on Main Street Americans,” says a recent
email sent out by the Democratic Congressional Campaign Committee.

Conservative Republicans are also taking note. “If you put aside the political rants,” wrote Rich Lowry, in the National Review, “the
stories [of economic hardship by protest participants] are a stark pointillist portrayal of the grinding misery of the Great Recession.”

Lowry notes that while the Democrats have no program to create jobs or do anything to ameliorate the crisis, the Republican presidential
candidates don’t either. “Republicans often don’t even bother to try to connect their program to the troubles of workers down the income
scale,” he admits.

Socialist Workers Party members have joined the discussions at Zuccotti Park and nationwide, stressing the importance of solidarity
with working-class struggles today and the need for working people to organize independently of the two capitalist parties in order to
mount a revolutionary struggle to wrest power from the propertied rulers.

On October 15 coordinated days of protest held around the same themes as Occupy Wall Street took place around the world, including
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300,000 in Madrid, as well as actions in Greece, Switzerland, South Africa, Australia, Japan, Germany and the Philippines.

Candace Wagner contributed to this article.
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Vol. 75/No. 43      November 28, 2011

Cops move to evict Oakland,
other ‘Occupy’ encampments
(front page)

BY BETSEY STONE 
OAKLAND, Calif.—In the early morning of November 14, hundreds of cops in riot gear descended on the Occupy Oakland campers,
destroying their tents and removing them from the park in front of City Hall where many have been for over a month. Unlike an earlier
raid on October 25, no injuries were reported.

Cops have moved to shut down Occupy encampments in a number of cities, including New York; Portland, Ore.; Salt Lake City and
Denver. Similar moves are being pursued in more than a dozen other cities, including London.

In all of these places, city officials have used issues like crime, cleanliness and safety as a pretext for the removals. In Los Angeles,
police spokespeople warned they will shut down the camp on City Hall grounds because “they’ve destroyed the lawn” and are
“becoming detrimental to the trees.”

Over the past few weeks, mayors and other officials from dozens of cities have conferred on how to move against Occupy encampments
in national conference calls organized by the U.S. Conference of Mayors and the Police Executive Research Forum.

Three days before the Oakland raid, the city’s Police Officers Association issued an open letter to participants in Occupy Oakland,
urging them to leave the camp for their own health and safety, citing a fatal shooting near the camp that the occupiers have explained
they had nothing to do with.

After the predawn raid on the camp October 25, when protesters attempted to reoccupy the area, police fired tear gas, bean bag rounds
and flash-bang grenades, critically wounding Scott Olsen, a Marine veteran of the Iraq war and member of Iraq Veterans Against the
War. Outrage spread when video footage was released showing the cops tossing a projectile directly at those who came to the aid of
Olsen.

Under pressure of the widespread opposition to the attack, Oakland Mayor Jean Quan withdrew the heavy police presence from the
immediate area of the camp and the tents were allowed to return.

Then on November 9 cops at the University of California, Berkeley campus attacked students with clubs as they tried to defend the tents
they had set up as part of “Occupy Cal.”

Videos showing the cops advancing on a peaceful line of students with arms linked led to condemnation of the cops, including by the
student government.

“A lot of the students had never seen anything like that before,” Jessica Vott, a Latin American studies major who witnessed the
beatings, told the Militant. “They saw what can happen if you question society.”

The cop attack came the same day as a demonstration of hundreds on campus protesting a threatened increase in tuition. A “Strike and
Day of Action” has been called for college and university students on November 15 to continue the fight against the rising cost of
education and cutbacks, as well as to protest police brutality.

In Oakland, in response to the October 25 attack, many thousands turned out for a day of protest November 2. Dubbed a “general strike”
by the organizers, the protest attracted youth, workers and middle class people hard hit by the economic crisis from throughout the Bay
Area and beyond.

Rallies were organized throughout the day, as well as marches on downtown banks. More than 10,000 marched at nightfall on the Port of
Oakland, shutting it down.

Among the largely young crowd that marched to the port was Jacob Davis, 24, a veteran of the Iraq war. He told the Militant he opposed
the war and was marching “because of what happened to Scott Olsen.”

Many longshore workers did not show up for work. Others left when they saw the marchers. The Militant spoke with port drivers whose
trucks were surrounded by the demonstration. Most of the drivers supported the action.

After nightfall on November 2, a small grouping of individuals built fires in the street, broke windows and spray painted stores in the
downtown area near the Occupy Oakland camp. The next day participants in Occupy Oakland decided to dissociate their movement
from the vandalism, with some pitching in to help in the cleanup. During one of the protests, demonstrators physically forced other
marchers to stop trashing a Whole Foods store.
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Andrina Huxey, who was present October 25 when the cops attacked, told the Militant that before seeing the police brutality she had
been thinking of using her eight years in the Navy as experience to help her get a job as a cop. “Now I know I don’t want to be part of
that,” she said.

Socialist Workers Party members and supporters joined the discussions during the day of protest, stressing the need for working people
to organize independently of the two parties that represent the propertied rulers, whose government is organizing assaults on working
people to make them pay for the crisis of the capitalist system.

Articles in the Militant sparked discussion of how the cops are used by the bosses against workers in union struggles, as has been the
case with longshore workers fighting union-busting in the port of Longview, Washington.

Annie, an unemployed construction worker who did not want to give her last name, was one of those who turned out November 13, the
night before the raid, to show support for the camp. When learning that the Militant builds solidarity with union struggles, she bought a
copy and said, “Union busting has to stop! That’s a quote to put in the paper.”

The November 15 move by New York police to clear our Zuccotti Park, the site of Occupy Wall Street, was described by the New York
Times as a “minutely planned, almost military-style operation.” Practice runs were conducted, based on “disorder training” and
counterterrorism plans, and honed over weeks.

The raid began at 1 a.m., when the fewest people were present. Arrests were made with a minimum of violence, unlike earlier assaults
on protests with pepper spray and physical attacks, showing cop violence can be turned on and off when needed.

Complaints of abuse came from reporters, who were systematically barred from the park. “I’m press,” Rosie Gray, a writer for the
Village Voice, told a cop who blocked her from covering the operation. He responded, “not tonight,” she said.

Adbusters, the Canadian anarchist magazine that originally proposed the encampments, said November 14 that protesters should
“declare victory” and head indoors. Others said they were considering supporting “like-minded” political candidates. Eric Simpson
contributed to this article.

Related articles:
The dictatorship of capital
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‘Occupy Wall St.’ actions
spread to cities across US
Draw thousands affected by capitalist crisis
(feature article)

BY SETH GALINSKY
AND RUTH ROBINETT 
NEW YORK—Thousands of young people, students, middle-class layers, and workers—both employed and jobless—have joined
Occupy Wall Street protests here over the last several weeks. Zuccotti Park, a few block’s from the Wall Street financial district, has
become a magnet for those who are being battered by the capitalist economic crisis and are looking to do something about it.

Some come just for a few hours, others have been camped out in the square for days or weeks. One university student from Virginia
skipped classes and hitchhiked to New York to take part. Forty students from the University of Kentucky raised thousands of dollars to
join the action for a few days.

United in opposition to Wall Street as a symbol of capitalist greed, participants represent a wide spectrum of political views. Handmade
signs abound, often colorfully reflecting its wielder’s personal experience: “College degree=Unemployment. Thanks Wall Street,” “I am
a social worker student who owes $60,000 in loans. I am the 99%,” and “F*** your unpaid internship.” A smattering of conspiracy
theorists and a fringe of rightists are also present promoting their nostrums.

Inspired by the protest, similar actions have spread to cities and towns throughout the United States, tapping into a growing sentiment
that something is wrong and needs to change. Under the Occupy Wall Street banner, many have joined in labor protests: from
demonstrations in support of laid-off school aides, postal workers, and building workers in New York to rallies backing locked-out sugar
workers in the Upper Midwest.

“I used to think the government had my best interests in mind, but now I know that’s not true,” Fashion Institute of Technology student
Steven Robinson told the Militant.

“We need more jobs, cheaper tuition for college, higher wages,” said Marcio Martinez, a recent high school graduate.

Stacey Taylor and her husband are truck drivers who came from southern Indiana to join the protests. “We pay our share of taxes and the
top 1 percent doesn’t,” she said.

Occupy Wall Street began September 17 as an open-ended protest in response to a call by Adbusters, an anarchist collective in Canada.
Adbusters states it is a “global network of artists, activists, writers, pranksters, students, educators and entrepreneurs” whose aim is to
“topple existing power structures and forge a major shift in the way” we live.

The first day of protest attracted about 2,000 people. When New York police wouldn’t allow the demonstrators to protest on Wall Street,
they set up camp instead a few blocks away at Zuccotti Park, where hundreds slept overnight.

The protest gained momentum after cops arrested 80 demonstrators during a September 24 march and were videotaped attacking several
women with pepper spray.

The arrests and police brutality, instead of intimidating the protesters, gave them a boost and won broad sympathy. More started
streaming in from all over the country.

In the largest action so far, some 10,000 people joined an October 5 march organized by unions in solidarity with Occupy Wall Street.
Among others, the protest was actively built by groups forming part of the Democratic Party’s left wing, including the Working Families
Party and MoveOn.org.

The second issue of The Occupied Wall Street Journal, a four-color broadsheet, responded to criticism that the organizers had raised
what they are against, but not any clear demands of what they are for. “No list of demands” was the headline of the editorial note.
Arguing that the occupation itself is the goal, the paper said, “We are speaking to each other, and listening. This occupation is first about
participation.”  

‘Millionaires March’
On October 11, Occupy Wall Street organized a “Millionaires March” up 5th and Park avenues outside the homes of the owners and
CEOs of several banks and large corporations.

Referring to a 2 percent New York tax on millionaires that will expire in December, Occupy Wall Street organizer Doug Forand told the
press, “This is fiscally, economically, and morally wrong.”
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“The American people understand that not everybody has been following the rules; that Wall Street is an example of that,” President
Barack Obama said of the protests. Obama and other Democratic Party figures have been demagogically arguing that the problem is
Republican opposition to “sharing” the burdens of the economic crisis.

“So far the Wall Street Occupiers have helped the Democratic Party,” said Robert Reich, former labor secretary in the William Clinton
administration. “Their inchoate demand that the rich pay their fair share is tailor-made for the Democrats’ new plan for a 5.6 percent tax
on millionaires.” To get the Democrats to fight for the plan “pressure from the left is critically important,” he said.

Some conservative politicians and papers have attacked the protests, others have taken a more careful, muted stance.

According to the Wall Street Journal, Republican presidential candidates Ron Paul and Rick Santorum “empathize with the protesters’
frustration but they don’t agree with all of their goals.” But not Republican candidate Herman Cain. “If you don’t have a job and you’re
not rich, blame yourself,” he said.

Many of those participating in Occupy Wall Street actions around the country are open to working-class politics and are attracted to
unfolding struggles by workers.

Socialist Workers Party members have sold dozens of subscriptions to the Militant, hundreds of single copies of the paper, as well as
literature from Pathfinder Press, at rallies and encampments in New York and around the country.

These activities have become fertile ground for discussing the need for working people to resist the mounting attacks by the bosses and
their government, and to organize a movement that can wrest political power from the exploiters and reconstruct society on foundations
of human solidarity, not profit for a few.  
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Vol. 80/No. 14      April 11, 2016

 
(editorial)

U.S. imperialism out of Mideast!
 
Today’s refugee crisis — the displacement by war of millions in Syria and Iraq as well as
working people fleeing depression conditions wreaking havoc in North Africa — is a symptom
of the world crisis of capitalism and the result of years of imperialist military assaults in the
Mideast.

In their quest to impose a new imperialist order — as the one put together by the victors of two
World Wars unravels — the U.S. rulers have forged an alliance with Moscow and Tehran that
has resulted in shoring up Syrian dictator Bashar al-Assad.

Washington, which invaded Iraq twice in the last quarter-century and has troops in Afghanistan,
is stepping up bombing of areas in Iraq and Syria where Islamic State took advantage of the
coming apart of those countries to establish its repressive, anti-working-class rule.

The road forward in that region, as in the imperialist countries, is to unite workers and farmers
regardless of nationality or religious belief, and gain the confidence and experience to be able to
replace the capitalist rulers, including forces like Islamic State. This can only be done by forging
communist parties rooted in the working class that draw on the continuity of the international
revolutionary movement since the time of Karl Marx and Frederick Engels.

Workers in the U.S. and around the world need to demand that Washington and its allies get their
troops and warplanes out of the Mideast. They are an obstacle to working people in the region
building the leadership they need to fight against the Syrian regime, Islamic State and other
oppressors and exploiters.

There is no easy road forward there or here, but there is no other road. The example set by
workers and farmers in Cuba shows it is possible. With a proletarian leadership of the highest
caliber, they made a socialist revolution nearly 60 years ago and have defended it ever since,
while giving solidarity to workers from Algeria and Angola to Vietnam and Venezuela.

The labor movement in the U.S. and other imperialist centers needs to reject attempts by the
bosses and their political parties to pit us against each other based on where we were born, our
religion or the color of our skin. We need to see each other as fellow workers — not refugees,
immigrants, native born — and fight together to organize unions, demand public works jobs
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programs, fight government scapegoating attacks on Muslims and mosques and oppose
imperialist war. It is on this path that we can build the kind of internationalist proletarian
movement of new men and women capable of replacing dog-eat-dog capitalism with a society
based on values of human solidarity. 
 
 
Related articles:
Washington backs deal to keep Assad in power in Syria
More cops, surveillance of Muslims after Belgium attack
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Vol. 80/No. 4      February 1, 2016

 
(editorial)

Defend women’s right to choose!
 
The labor movement and all working people should join in the fight against the growing number
of state laws restricting women’s access to abortion, and against the attacks on Planned
Parenthood.

Defending the right to choose abortion is a working-class question: the right to decide when or if
to bear children is fundamental to a woman’s control of her own life and to winning full social,
economic and political equality, a prerequisite to uniting the working class. The attacks on the
right to choose — from waiting periods to excessive regulations designed to force clinics to
close to denial of Medicaid and insurance coverage for abortion — land hardest on working-
class women and the rural poor.

The 14th Amendment to the U.S. Constitution registered the conquests of the Second American
Revolution, which put an end to chattel slavery. It says, “No state shall make or enforce any law
which shall abridge the privileges or immunities of citizens of the United States; nor shall any
state deprive any person of life, liberty, or property, without due process of law; nor deny to any
person within its jurisdiction the equal protection of the laws.”

The fight for abortion to be the decision of a woman — not the government, a doctor, a relative
or anyone else — is part of the fight to extend this constitutional protection fully to women.

In the context of today’s capitalist depression and growing attacks on working people, the rulers’
efforts to relentlessly cut women’s access to abortion is part of a broader campaign against
working-class women to undermine their confidence, drive down the value of their labor power
and divide the working class.

Women and the working class are paying a big price today for the refusal of the established
women’s rights organizations to mobilize spirited public actions in support of women’s right to
abortion, and campaign vigorously for it as a fundamental question of women’s equality. Like
most liberals today, they believe workers are moving to the right, evidenced by the support for
Donald Trump. They argue supporters of abortion should focus on “stopping the right” and not
to rock the boat. Trust in the courts, they say, and work to elect “pro-choice” politicians.

The Socialist Workers Party points to the young people who mobilized in Chicago Jan. 17
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against restrictions on women’s right to choose abortion as a good example that can and should
be emulated. 
 
 
Related articles:
Protest hits restrictions on abortion rights, cuts to Planned Parenthood
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(front page)

Socialist Workers Party campaign statement: 
Defend abortion rights!
 

The following statement was released March 1 by Alyson Kennedy, Socialist Workers Party
candidate for U.S. president, and Osborne Hart, SWP candidate for vice president.

We join with those marching March 2 in Washington, Chicago and elsewhere to defend women’s
right to choose abortion. This fight is in the interests of all working people.

The right to decide whether or when to bear children is fundamental to a woman’s right to
control her own life and win full social, economic and political equality. It is critical to break
down divisions fostered by the employers and their government and to unite the working class.

The case before the Supreme Court March 2 — Whole Woman’s Health v. Hellerstedt —
challenges a reactionary Texas law that imposes unnecessary and onerous restrictions on
abortion providers that have forced many clinics throughout the state to close. If the high court
upholds these restrictions only 10 abortion providers will remain open there.

Whether and when to have an abortion must be the decision of women — not the government, a
doctor, a relative or anyone else. It’s a question of equal rights for women, building on the
conquests won through the Second American Revolution and codified in the “equal protection of
the laws” guaranteed by the 14th Amendment to the U.S. Constitution.

This fight is being taken up by women and the working class worldwide. Capitalist rulers from
Germany to Ireland to much of the semicolonial world either restrict or outright bar women’s
right to abortion.

Ever since the new rise of the fight for women’s rights in the 1970s and the U.S. Supreme Court
decision decriminalizing abortion in 1973, state and federal government officials have imposed
increasingly onerous restrictions on its availability — denial of Medicaid and insurance
coverage, shortening the time to seek an abortion, requiring parental consent, mandatory
counseling and waiting periods, invasive and demanding ultrasound requirements, and, like in
Texas, demands that clinics meet hospital-like building standards — all of which hit working-
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class women and those in rural areas the hardest.

Working people are paying the price for the refusal of labor officials and the most prominent
women’s rights organizations over many years to mobilize a nationwide campaign of public
action to bring to bear the broad support that exists for women’s right to choose abortion.
Instead, they say raising the issue stirs things up and tell people to elect and rely on “pro-choice”
capitalist politicians.

More workers today are looking for ways to fight to defend their jobs, lives and living
conditions. Fast-food workers are protesting for $15 and a union. Street actions against police
brutality — from Salt Lake City to Council, Idaho — have forced the propertied rulers to begin
to rein in their cops. Women fighting to defend the right to an abortion will find many allies
willing to stand and march with them.

Join us in this fight! 
 
 
Related articles:
Socialist Workers Party: Defend right to abortion!
SWP candidates join March 2 protests

No miner has to die, in Russia or US!
SWP candidate Eleanor García joins warehouse workers’ fight
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(lead article)

Climate march poses need 
to defend nature and labor 
300,000 take to streets in New York City
 

AP Photo/Jason DeCrow

Largest ever protest against environmental destruction heads
down Sixth Avenue in New York.
 
BY MAGGIE TROWE 
NEW YORK — Three hundred thousand people from across the U.S., Canada and other
countries around the world joined the People’s Climate March here Sept. 21.

Participants drawn to the sizable social protest rallied against the increasing devastation
of land and labor rooted in the natural workings of the capitalist system, the profit-
driven course of bosses worldwide, lashed by competition, to produce more and faster,
regardless of the impact on workers and nature.

The march comes at a time of increased resistance and union organizing by workers
frustrated with low wages, speedup and deteriorating safety on the job. The march
reinforces this working-class resistance, as the labor fightback reinforces social protest.
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The march comes on the heels of a rebellion of Burlington Northern rail workers who
voted down the bosses’ move to reduce train crews to one person, increasing the
likelihood of derailments and toxic spills like the one in Lac-Mégantic, Quebec, last
year.

It takes place on the heels of large protests against police killings of Michael Brown in
Ferguson, Missouri, and Eric Garner in Staten Island, New York.

It comes as an Ebola virus epidemic ravages the most underdeveloped countries in
Africa, where large sections of the working class lack electricity and sanitation. At the
same time, millions are being drawn into the working class — in China, India, Africa
and throughout the semicolonial world — and are reaching for allies as they fight for
modern conditions and confront the destructive functioning of capitalist production.

Unlike in many previous environmental actions, sizable union contingents joined the
march.

“The nurses’ union stands for patients’ safety and adequate staffing. We want to save
lives,” said Lilia Marquez, 55, a nurse at Bellevue Hospital marching with the New York
State Nurses Association. Their banner read, “Caring for our patients and our planet.”

Other labor organizations participating included United Food and Commercial Workers;
Communications Workers of America; Service Employees International Union locals
32BJ and 1199, representing building maintenance and health care workers; and the
Canadian Labour Congress.

Climate marches took place in Oakland, California; Los Angeles; Seattle; Miami;
Omaha and Lincoln, Nebraska; and other cities in the U.S. and worldwide.

What road forward? 
Proposals on what to do ranged widely. Some saw the problem as a social question and
advanced a working-class course toward defending wages, fighting for workers control
of conditions on the job, and championing the struggles of workers against exploitation
and environmental destruction. Others expressed unscientific, catastrophist, anti-labor
perspectives, condemning industrialization and blaming workers in industries like
nuclear power, rail transport of crude oil and coal mining for the way the bosses’
productive process disregards safety and fouls things up.

An international delegation organized by the Global Coalition on Migration marched in
New York. “Those displaced by climate catastrophes are disproportionately
farmers/rural populations, the working class, indigenous peoples, and communities of
color,” a statement by the group said.

Many demonstrators came from high schools and college campuses. Mac Lubold, 17,
came with 50 students from Concord High School in Concord, New Hampshire. “A
friend of ours heard about the march and organized a bus,” he told the Militant.

A contingent from Far Rockaway, Queens, and other neighborhoods ravaged by

AOR434



10/30/16, 3:44 PMThe Militant - October 6, 2014 -- Climate march poses need to defend nature and labor

Page 3 of 3http://www.themilitant.com/2014/7835/783501.html

Hurricane Sandy in 2012, marched, as did contingents from Louisiana and Mississippi,
states hit hard by Hurricane Katrina in 2005, where effects of the storm are still being
felt.

The destruction caused by those storms was a social disaster, arising from the U.S.
rulers’ rents system, condemning those able to pay the least to the most vulnerable areas,
their refusal to evacuate residents and their paltry aid to victims of the disasters.

Some marchers blamed methods of energy extraction and transport, such as fracking and
pipelines, or technology itself, for damage to the environment.

Some of their signs read, “Keep the Oil in the Soil” and “Don’t Frack with U.S.” Some
called for a return to an imagined idyllic primitive past.

Many participants were drawn to the idea that capitalism’s despoliation of land and
labor is a social and class question, and the road forward lies along the revolutionary
line of march of the working class. Participants in the marches in New York, San
Francisco, and Lincoln, Nebraska, bought 116 subscriptions to the Militant, and 48
copies of New International no. 13 and 14, featuring the articles “Our Politics Start with
the World” and “The Stewardship of Nature Also Falls to the Working Class: In Defense
of Land and Labor.” 
 
 
Related articles:
Defense of land, labor falls to working class
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From: BRIC
To: BRIC; 
Subject: (U//FOUO) BRIC HLS Bulletin: Occupy Boston; Update 45
Date: Wednesday, November 02, 2011 5:11:11 PM
Attachments: HLS Bulletin 11-

31; Occupy Boston Protest Event; FOUO version - UPDATE 45.pdf 

Please review the attached (U//FOUO) UPDATED Bulletin regarding 
“Occupy Boston”.

The BRIC would like any feedback, comments and/or suggestions relative to 
this bulletin and its content. Your suggestions and feedback will be 

instrumental in shaping the way this bulletin is produced and disseminated in 
the future.

Questions, feedback, comments and/or suggestions should be directed to Lt. 
Harry Cataldo or Director David Carabin.

 
Boston Regional Intelligence Center

BRIC.bpd@cityofboston.gov
617-343-4328

 
The attached information is produced by the Boston Regional Intelligence Center (BRIC) and contains sensitive 
material concerning law enforcement activity within the metropolitan Boston Homeland Security region. Any 

dissemination of the attached information that is not authorized by the BRIC is strictly prohibited and may 
constitute a violation of Massachusetts General Laws, c. 268A, § 23 and c. 6, §172 (the CORI statute), as well as 
Rule 102, §§ 3, 4, 8 and 35 of the Boston Police Department Rules and Procedures.  Any individual, agency or 
organization, public or private, that receives or obtains this information without specific authorization from the 
BRIC, shall not collect, store, disseminate, or use such information in any manner or for any purpose. Unlawful 

dissemination of this information may adversely impact ongoing investigations, disclose protected witness 
identities, and thereby compromise law enforcement officers’ safety and the safety and welfare of the public.

 
This document is for internal use only and not for re-distribution 
without permission from the Boston Regional Intelligence Center.

 

The substance of this message, including any attachments, may 
be confidential, legally privileged and/or exempt from disclosure 
pursuant to Massachusetts law. It is intended solely for the 
addressee. If you received this in error, please contact the sender 
and delete the material from any computer. 
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     Boston Regional Intelligence Center 
 

UNCLASSIFIED//FOR OFFICIAL USE ONLY

BRIC.bpd@cityofboston.gov |Phone: 617-343-4328 |Fax: 617-343-5222 

 
Situational Awareness 

“Occupy Boston” Action—UPDATE 45 
2 November 2011 

 
 

(U//FOUO) It should be noted that some of this information describes first amendment protected activities. The BRIC 
recognizes that Americans have constitutionally protected rights to assemble, speak, and petition the government. The 
BRIC safeguards these rights and only reports on first amendment protected activities for operational planning in the 
interest of assuring the safety and security of the demonstrators and the public. 
 
The Occupy Boston (OB) action has been in place since Friday, 30 September 2011 at approximately 6:00 PM.   Since that 
time the BRIC has learned the following from publicly available open sources as well as uniformed Boston Police Personnel 
in the area:  
 
The following information is being provided for awareness due to the potential for these events to result in increased crowds 
or traffic conditions. 
 
Please note that due to the volume of significant events occurring in the city and with Occupy Boston, this list of events has 
been limited to items of significance only.  It is not a comprehensive list of Occupy Boston-related events. For a listing of 
Occupy Boston meetings and events please visit http://www.occupyboston.org/. 
 

 
Events Scheduled for Today, Wednesday, 2 November 2011 

• UPDATE: According to permits requested, this protest will occur 9 November 2011, 
10:00 AM to 12:00 PM. The BRIC will provide information and updates on this event as 
necessary as it approaches. On Wednesday, 2 November 2011 the New England 
Carpenters Union will be protesting with the “rat”, (an oversized balloon rat), outside the 
Copley Marriot. Time for this protest is unknown.  
Analyst Notes: This union has been protesting since mid October due to a major 
construction project at the Marriot Hotel in which union workers were not hired for. 
The Union has also gone to the MA Attorney General to petition to enter the Copley 
Mall to leaflet. At this time this event is not listed on OB’s calendar, and there has been 
no open source chatter indicating OB’s plan to participate in this protest. However, the 
possibility of OB’s participation cannot be ruled out due to past participation in labor 
themed demonstrations. 

• 5:00 PM – 7:00 PM, 2 November 2011: National Day of Action: Rally and March in 
Solidarity with Occupy Oakland General Strike. i (Occupy Boston) As of 2:30 PM on 2 
November 2011 115 are listed as attending on the Facebook event page. ii 
Analyst Notes: The location for this event is Dewey Square; there is no further 
information at this time as to where this march will take place. Ongoing 
communications by known anarchist / socialist groups indicate that these groups have 
discussed participation in the National Day of Action and may be present at this event. 

105590– 9595 
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• 6:30 PM, 2 November 2011: FSU: Big Pharma, Another Big Player on Wall Street. iii 
(Occupy Boston) 

• 8:00 PM – 9:00 PM, 2 November 2011: Move Your Money Planning Meeting in the area 
of the GA’s. iv (Occupy Boston)  
Analyst Notes: The Move Your Money project is a nonprofit campaign that encourages 
individuals and institutions to divest from the nation’s largest Wall Street banks and 
move to local financial institutions and credit unions. v Bank transfer day is scheduled 
to take place on 5 November 2011. vi 

 
Events Scheduled for Thursday, 3 November 2011 vii 

• 3-4 November 2011: BankAnalysts Association of Boston 2011 Meeting – Scheduled to 
occur at the Langham Hotel at 250 Franklin St. According to open sources, Christopher 
M. Gorman, President of Key Corporate Bank and Chairman of KeyBank NA will be 
present at this event. viii ix x 
Analyst Notes: This event has received significant online media coverage to include the 
Wall Street Journal. It is currently unknown whether Occupy Boston is aware of this 
event; however, the potential exists for OB to stage a demonstration (First Amendment 
protected activity) in response to this meeting as they have for similar past events.  

• 9:30 AM, 3 November 2011: FSU Workshop: My Red Carpet Moment, How Do I Best 
Express What I Do? (Occupy Boston) 

• 2:00 PM – 5:00 PM, 3 November 2011: Historical March Campaign. OB and guest 
speaker Dave Tree will be holding the first event of their historical march campaign; they 
will be meeting in Dewey Square at 2:00 PM for a 2:30 rally. xi (Occupy Boston) As of 
2:30 PM on 2 November 2011, 17 people are listed as attending on the Facebook event 
page. xii 

• 4:00 PM – 5:00 PM, 3 November 2011: FSU: The Howard Zinn Memorial Lecture 
Series, The Perils of American Democracy (Occupy Boston)  
Analyst Notes: This FSU lecture features Professor Luis Jimenez from UMass Boston.  

• 7:00 PM, 3 November 2011: General Assembly (Occupy Boston) 
• 9:00 PM, 3 November 2011: Winterizing Meeting (Occupy Boston) 
• 9:30 PM – 11:30 PM, 3 November 2011: Ideas Working Group Meeting. (Occupy 

Boston) 
 
Events Scheduled for Friday, 4 November 2011 xiii 

• 12:00 PM – 1:00 PM, 4 November 2011: FSU – Lessons from the Wisconsin Uprising 
(Occupy Boston)  

• 2:00 PM – 4:00 PM, 4 November 2011: Toxic Tour of Dudley Square. Participants will 
be meeting at Alternatives for Community and Environment (ACE) at 2181 Washington 
St. Suite 301 Roxbury. ACE is giving the tour that is scheduled to take place in and 
around Dudley Square to show “environmental injustices and stories of residents 
organizing for safer, healthier, and greener communities”. (Occupy Boston).  
Analyst Notes: The event information page on OB’s calendar notes that this event is 
limited to 25 people and they must sign up.  
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• 5:00 PM – 6:00 PM, 4 November 2011: Musical concert: “Quill” occurring at the “main 
stage” at Dewey Sq. (Occupy Boston) 

 
Events Scheduled for Saturday, 5 November 2011 xiv 

• 11:00 AM, 5 November 2011: MoveOn.org Foreclose on BOA. Move Your Money, a 
Make Wall Street Pay Action: MoveOn.org they are requesting a permit for this event 
that will consist of a march from the Bank of America building at 161 Cambridge St. 
through the Financial District and then back to Dewey Square (exact route is enclosed in 
email that was sent). 100 participants are expected at this event according to 
MoveOn.org.  
Analyst Notes: This event has not been specifically listed on the Occupy Boston 
calendar; however, the OB calendar does list an event titled “Move Your Money / Bank 
Transfer Day” for 5 November, which provides links to a similar nationwide 
movement. xv It is possible that Occupy Boston will participate in the 5 November 
MoveOn.org march and rallies despite it not being listed on OB’s calendar at this time; 
the march is ending at Dewey Square and MoveOn.org states on their website this 
march is in solidarity with OB. It should also be noted that 5 November 2011 is “Guy 
Fawkes Day”, the anniversary of Fawkes’ attempt to destroy the British Parliament 
with explosives in 1605. xvi Fawkes’ likeness has been replicated in plastic masks which 
are frequently worn by members of the “hactivist” group Anonymous and have been 
seen at past OB events and marches. It should also be noted that Anonymous has 
stated its intention to dismantle the Fox News website on 5 November in response to 
the network’s supposed opposition to the Occupy Wall Street protests. xvii At this time it 
is unknown if OB and / or Anonymous will participate in the above event.   

• 1:00 PM – 2:00 PM, 5 November 2011: Musical concert: “The J Kirks” occurring at the 
“plaza stage” at Dewey Sq. (Occupy Boston) 

• Move Your Money / Bank Transfer Day. Individuals are encouraged to close their 
accounts at large banks such as Chase and Bank of America and transfer their money to 
credit unions or small local banks. (Occupy Boston)  

• 7:00 PM, 5 November 2011: General Assembly (Occupy Boston) 
• Many other FSU classes, working group meetings, and musical concerts are scheduled to 

take place on Saturday, 5 November 2011.  
 
Occupy Boston Recent Actions 

• Participants in the 2 November 2011, Student Debt Street Action organized by Students 
Occupy Boston staged a march from the Federal Reserve Bank to the State House in 
protest of student debt. The march proceeded without incident.   

• On 1 November 2011 around 8:00 PM approximately 25 individuals marched to district 
A-1. They went the wrong way on Tremont St. and blocked one lane of traffic; group 
then proceeded back to Dewey Square via the sidewalk and broke up at 15 Quincy 
Market.  

• On November 1 35-40 protestors showed up to UMass Boston to protest the inauguration 
of a new president; amongst them were some OB participants. No incidents.  
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General Notes Regarding the Occupy Movement:   
• According to media reports, thousands of Occupy Oakland participants staged a march 

and rally in downtown Oakland 2 November 2011. Protesters additionally called for a 
general citywide strikexviii to “help shutdown the city” in which all workers were asked to 
“go on strike, call in sick, take a vacation day or simply walk off the job.”xix A large 
volume of conflicting Twitter comments claimed that either protesters had shut down the 
Oakland port or that it remains only partially operational at this time.  

 
                                                 
i http://www.occupyboston.org/calendar/  
ii http://www facebook.com/event.php?eid=268348013208747  
iii http://www.occupyboston.org/calendar/ 
iv http://www.occupyboston.org/calendar/  
v http://moveyourmoneyproject.org/  
vi http://www.facebook.com/OccupyBoston?ref=ts#!/Nov.Fifth?sk=wall  
vii http://www.occupyboston.org/calendar/  
viii http://online.wsj.com/article/PR-CO-20111006-908892 html 
ix http://www.snl.com/irweblinkx/Mobile/file.aspx?IID=100334&FID=11841103 
x http://boston.langhamhotels.com/bancanalysts-2011-annual-meeting.htm  
xi http://www.occupyboston.org/calendar/  
xii http://www facebook.com/event.php?eid=134101226694469  
xiii http://www.occupyboston.org/calendar/  
xiv http://www.occupyboston.org/calendar/  
xv http://moveyourmoneyproject.org/ 
xvi http://www.time.com/time/world/article/0,8599,1856603,00.html 
xvii http://www.youtube.com/watch?v=fa FzQV5fpE 
xviii http://www.occupyoakland.org/ai1ec event/general-strike-mass-day-of-action/ 
xix http://www.myfoxtampabay.com/dpps/news/occupy-oakland-pushes-for-citywide-strike-dpgonc-20111102-to-

15764837 
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From: BRIC
To: BRIC; 
Subject: BRIC HLS Bulletin: Occupy Boston; Update 60 
Date: Thursday, November 17, 2011 12:14:18 PM
Attachments: HLS Bulletin 11-

31; Occupy Boston Protest Event; FOUO version - UPDATE 60.pdf 

Please review the attached (U//FOUO) UPDATED Bulletin regarding 
“Occupy Boston”.

The BRIC would like any feedback, comments and/or suggestions relative to 
this bulletin and its content. Your suggestions and feedback will be 

instrumental in shaping the way this bulletin is produced and disseminated in 
the future.

Questions, feedback, comments and/or suggestions should be directed to Lt. 
Harry Cataldo or Director David Carabin.

 
Boston Regional Intelligence Center

BRIC.bpd@cityofboston.gov
617-343-4328

 
The attached information is produced by the Boston Regional Intelligence Center (BRIC) and contains sensitive 
material concerning law enforcement activity within the metropolitan Boston Homeland Security region. Any 

dissemination of the attached information that is not authorized by the BRIC is strictly prohibited and may 
constitute a violation of Massachusetts General Laws, c. 268A, § 23 and c. 6, §172 (the CORI statute), as well as 
Rule 102, §§ 3, 4, 8 and 35 of the Boston Police Department Rules and Procedures.  Any individual, agency or 
organization, public or private, that receives or obtains this information without specific authorization from the 
BRIC, shall not collect, store, disseminate, or use such information in any manner or for any purpose. Unlawful 

dissemination of this information may adversely impact ongoing investigations, disclose protected witness 
identities, and thereby compromise law enforcement officers’ safety and the safety and welfare of the public.

 
This document is for internal use only and not for re-distribution 
without permission from the Boston Regional Intelligence Center.

 

The substance of this message, including any attachments, may 
be confidential, legally privileged and/or exempt from disclosure 
pursuant to Massachusetts law. It is intended solely for the 
addressee. If you received this in error, please contact the sender 
and delete the material from any computer. 
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Situational Awareness 

“Occupy Boston” Action—UPDATE 60 
17 November 2011 

 
 

(U//FOUO) It should be noted that some of this information describes first amendment protected activities. The BRIC 
recognizes that Americans have constitutionally protected rights to assemble, speak, and petition the government. The 
BRIC safeguards these rights and only reports on first amendment protected activities for operational planning in the 
interest of assuring the safety and security of the demonstrators and the public. 
 
The Occupy Boston (OB) action has been in place since Friday, 30 September 2011 at approximately 6:00 PM.   Since that 
time the BRIC has learned the following from publicly available open sources as well as uniformed Boston Police Personnel 
in the area:  
 
The following information is being provided for awareness due to the potential for these events to result in increased crowds 
or traffic conditions. 
 
Please note that due to the volume of significant events occurring in the city and with Occupy Boston, this list of events has 
been limited to items of significance only.  It is not a comprehensive list of Occupy Boston-related events. For a listing of 
Occupy Boston meetings and events please visit http://www.occupyboston.org/. 
 
Please be aware that the BRIC is reporting on events and marches listed on Occupy Boston’s calendar and other 
publically available sources; however, it does not necessarily indicate OB’s plans to participate in these marches.  

 
Events Scheduled for Today, Thursday, 17 November 2011 i 

• 4:00 PM, 17 November 2011: Jobs Not Cuts March.  
o This event is being organized by Mass Uniting in collaboration with Jobs for 

Justice, Occupy Boston, and Occupy the Hood, Greater Boston Labor Council and 
several other unions. 

o This event is being sponsored by Mass Uniting, who has secured a permit for the 
march. Organizers are permitted for and expect to get as many as 1,500 
participants.   

o Mass Uniting is providing bus transportation to Dewey Square from several 
sections of Boston as well as various parts of the state.   

 Dorchester Area: New England United for Justice at 196 Adams St. 2:30 
PM; Codman Academy Charter School at Washington & Talbot St. 3:00 
PM; Old KFC Parking Lot at Blue Hill Ave & Morton St. 3:00 PM; Grove 
Hall Stop & Shop at 460 Blue Hill Ave. 3:00 PM; and Floyd St. & Blue 
Hill Ave. 3:20 PM.  

 North of Boston: Malden Community Center at 7 Washington St. 3:00 
PM; Everett High School at 100 Elm St. 3:00 PM; Lawrence McDonald’s 
at 50 Broadway St. 3:00 PM; IUE-CWA Local 201 in Lynn at 112 
Exchange St. 3:00 PM 

105590– 8943 
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 South of Boston: Brockton Stop & Shop at 683 Belmont St. 2:30 PM 
 Roxbury & Jamaica Plain Area: New Academy Estates at 2908 

Washington St. 3:00 PM; Tobin Community Center at 1481 Tremont St. 
3:20 PM; Jamaica Plain Stop & Shop at 301 Centre St. 3:00 PM; Whitter 
Health Clinic at Whitter & Tremont St. 3:30 PM; Harold & Seaver St. 
3:20 PM.  

 West of Boston: Northampton Wal-Mart at 180 North King St. 1:00 PM; 
Plantation Inn – Chicopee at 295 Burnett Rd. 1:20 PM; UMass Amherst at 
390 Whitmore Admin Building 1:00 PM. 

 East of Boston: Chelsea Collaborative at 683 Belmont St. 2:30 PM.  
o This march will go from Dewey Square to the North Washington Street Bridge.  
o BU Occupies has indicated intent to participate and participation from local 

universities is likely as we have seen in the past.  
o United for Justice with Peace, Mass Nurses and Mass Green Rainbow Party have 

also indicated possible plans to participate, all of which have shown the ability to 
attract significant numbers at past demonstrations.  

o While the Boston event is being sponsored and largely organized by Mass Uniting 
as a labor rally, OB chatter on publically available open sources has indicated that 
their participation in today’s march will be largely to show solidarity with OWS, 
in addition to the labor cause.   

Analyst Note: This day is also the 2 month anniversary of the Occupy Wall Street 
movement and has received significant attention on Twitter, especially in light of the 
events involving OWS this week.  Further, Occupy Wall Street is engaging in a “Mass 
non-violent DIRECT ACTION” throughout the day today with the intentions of 
“shutting down” Wall Street, Subway stations and other areas of New York. As of 9:00 
AM this morning, several intersections near the stock exchange have been blocked and 
arrests have been made. The unfolding situation in New York City with the OWS 
actions today are likely to influence the nature and tone of OB’s actions in Boston 
during the march today. As such, acts of civil disobedience and other criminal activity 
cannot be ruled out as we have seen at similar past actions. 

• 6:00 PM – 7:00 PM, 17 November 2011: Houseless Community Meeting. Meeting with 
members of OB houseless community and others to discuss onsite issues; in the South 
Station Mezzanine. (Occupy Boston)  
Analyst Notes: This appears to be a re-occurring event daily at 6:00 PM.  

• 7:00 PM – 10:00 PM, 17 November 2011: Day of Action After Party at Encuentro Five, 
33 Harrison Ave. (Occupy Boston)  
 

Events Scheduled for Friday, 18 November 2011 ii 
• 5:00 PM – 6:30 PM, 18 November 2011: Rape Crisis Response Training. Courtesy of 

BARCC. (Occupy Boston)  
• 5:00 PM, 18 November 2011: According to Harvard University PD, Newt Gingrich will 

be at the JFK School of Government for an event at 5:00 PM.  Harvard University PD has 
noted that the Occupy Harvard group has called for a protest at this event.  The BRIC will 
continue to monitor. 
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• 5:00 PM, 18 November 2011: Occupy Harvard General Assembly at Johnston Gate.  
• 6:00 PM – 8:30 PM, 18 November 2011: Occupemos el Barrio (OEB) Meeting at 28 

Paris St. East Boston, the Lamb’s of Christ Baptist Church.  
 

Events Scheduled for Saturday, 19 November 2011 iii 
• 10:00 AM – 8:00 PM, 19 November 2011: Student Service Day at Occupy Boston. This 

event is being sponsored by Students Occupy Boston; they are encouraging those who 
have questions regarding the Occupy movement or would like to get involved to stop by 
Dewey Square on Saturday to learn about the movement, volunteer and get to know 
members. iv 
Analyst Notes: This event is not on OB’s main calendar of events; it has been 
advertised through Students’ group Facebook pages and websites.  

• 12:00 PM, 19 November 2011: Rally to Oppose Repression and Super Committee Cuts. 
This march will meet at Dewey Square and march to Senator Kerry’s office. Some 
endorsers include: Mass Nurses Association, UAW Local 879, CWA Local 37083, 
Veterans for Peace, Chris Hedges, and Noam Chomsky. v 
Analyst Notes: This march has been posted on justicewithpeace.org and 
jobsnotcuts.org and appears to be sponsored by act-ma – Activists Massachusetts. This 
event is not on OB’s calendar, and their intent to participate is not known at this time. 
vi vii 

• 7:00 PM, 19 November 2011: General Assembly (Occupy Boston)  
 
Events Scheduled for Sunday, 20 November 2011 viii 

• 6:00 PM, 20 November 2011: An offshoot of Occupy Boston calling themselves Occupy 
JP will have a second GA meeting at Spontaneous Celebrations (45 Danforth St).   
Analyst Notes: In an article in the Jamaica Plain Gazette, it states that the Occupy JP 
movement is being organized by at least four participants of the anti-Whole Foods 
Market protests, the founder of Occupy the Hood, and promoted by the socialist 
organized Socialist Alternative. ix 
 

General Notes Regarding Occupy Boston 
• A hearing was held at Suffolk Superior Court in front of Judge McIntyre.  The judge 

ruled in favor of Occupy Boston for a temporary order prohibiting the BPD from 
dismantling the Dewey Square location unless there is a fire, medical emergency or 
outbreak of violence.  A full hearing on this matter will be held on 1 December 2011.   
 

                                                 
i http://www.occupyboston.org/calendar/  
ii http://www.occupyboston.org/calendar/  
iii http://www.occupyboston.org/calendar/  
iv http://collegesoccupyboston.com/  
v http://jobsnotcutsprotest.org/  
vi http://jobsnotcutsprotest.org/  
vii http://www.justicewithpeace.org/  
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viii http://www.occupyboston.org/calendar/  
ix http://jamaicaplaingazette.com/2011/11/14/occupy-jp-movement-begins/  
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A powerful surveillance program that police used for tracking racially charged protests in Baltimore and Ferguson, Mo., relied on special feeds of user data provided by Twitter,A powerful surveillance program that police used for tracking racially charged protests in Baltimore and Ferguson, Mo., relied on special feeds of user data provided by Twitter,

Facebook and Instagram, according to Facebook and Instagram, according to an ACLU reportan ACLU report Tuesday. Tuesday.

The companies provided the data — often including the locations, photos and other information posted publicly by users — to Geofeedia, a Chicago-based company that says itThe companies provided the data — often including the locations, photos and other information posted publicly by users — to Geofeedia, a Chicago-based company that says it

analyzes social media posts to deliver real-time surveillance information to help 500 law enforcement agencies track and respond to crime. The social media companies cut offanalyzes social media posts to deliver real-time surveillance information to help 500 law enforcement agencies track and respond to crime. The social media companies cut off

Geofeedia’s access to the streams of user data in recent weeks after the ACLU discovered them and alerted the companies about looming public exposure.Geofeedia’s access to the streams of user data in recent weeks after the ACLU discovered them and alerted the companies about looming public exposure.

The popularity of Geofeedia and similar programs highlights how the rise of social media has given governments worldwide powerful new ways to monitor crime and civil unrest.The popularity of Geofeedia and similar programs highlights how the rise of social media has given governments worldwide powerful new ways to monitor crime and civil unrest.

Authorities often target such surveillance at minority groups or others seeking to publicly air political grievances, potentially chilling free speech, said the ACLU’s California affiliate,Authorities often target such surveillance at minority groups or others seeking to publicly air political grievances, potentially chilling free speech, said the ACLU’s California affiliate,

which unearthed Geofeedia’s relationship with social media companies through a public records request of dozens of law enforcement agencies.which unearthed Geofeedia’s relationship with social media companies through a public records request of dozens of law enforcement agencies.

“These platforms need to be doing more to protect the free speech rights of activists of color and stop facilitating their surveillance by police,” said Nicole Ozer, technology and civil“These platforms need to be doing more to protect the free speech rights of activists of color and stop facilitating their surveillance by police,” said Nicole Ozer, technology and civil

liberties policy director for the ACLU of California. “The ACLU shouldn’t have to tell Facebook or Twitter what their own developers are doing. The companies need to enact strongliberties policy director for the ACLU of California. “The ACLU shouldn’t have to tell Facebook or Twitter what their own developers are doing. The companies need to enact strong

public policies and robust auditing procedures to ensure their platforms aren’t being used for discriminatory surveillance.”public policies and robust auditing procedures to ensure their platforms aren’t being used for discriminatory surveillance.”

In a statement, Geofeedia chief executive Phil Harris said the company “is committed to the principles of personal privacy, transparency and both the letter and the spirit of the lawIn a statement, Geofeedia chief executive Phil Harris said the company “is committed to the principles of personal privacy, transparency and both the letter and the spirit of the law

when it comes to individual rights.”when it comes to individual rights.”

He added that the firm works to ensure “end-users do not seek to inappropriately identify individuals based on race, ethnicity, religious, sexual orientation or political beliefs, amongHe added that the firm works to ensure “end-users do not seek to inappropriately identify individuals based on race, ethnicity, religious, sexual orientation or political beliefs, among

other factors. That said, we understand. . . that we must continue to work to build on these critical protections of civil rights.”other factors. That said, we understand. . . that we must continue to work to build on these critical protections of civil rights.”

Twitter tweeted in a statement, “Based on information in the @ACLU’s report, we are immediately suspending @Geofeedia’s commercial access to Twitter data.”Twitter tweeted in a statement, “Based on information in the @ACLU’s report, we are immediately suspending @Geofeedia’s commercial access to Twitter data.”

Facebook, which owns Instagram, said in a statement that Geofeedia was accessing its data improperly: “This developer only had access to data that people chose to make public. . ..Facebook, which owns Instagram, said in a statement that Geofeedia was accessing its data improperly: “This developer only had access to data that people chose to make public. . ..

If a developer uses our [user data] in a way that has not been authorized, we will take swift action to stop them and we will end our relationship altogether if necessary.”If a developer uses our [user data] in a way that has not been authorized, we will take swift action to stop them and we will end our relationship altogether if necessary.”

Most users of Twitter, Facebook and Instagram know the social media services as platforms for sharing thoughts or images with friends. But companies such as Geofeedia and othersMost users of Twitter, Facebook and Instagram know the social media services as platforms for sharing thoughts or images with friends. But companies such as Geofeedia and others

collect and analyze social media data to help their own customers track emerging online trends. Specialized data streams from social media companies can provide access to faster,collect and analyze social media data to help their own customers track emerging online trends. Specialized data streams from social media companies can provide access to faster,

more exhaustive collections of posts than otherwise are publicly available.more exhaustive collections of posts than otherwise are publicly available.

Civil libertarians have grown increasingly concerned that the rising power of government surveillance technology is prompting a spike in the monitoring of African Americans andCivil libertarians have grown increasingly concerned that the rising power of government surveillance technology is prompting a spike in the monitoring of African Americans and

other minority groups through video surveillance, social media and the tracking of cellphone calls.other minority groups through video surveillance, social media and the tracking of cellphone calls.

“Police spying on social media has a disproportionate impact on black people,” said Malkia Cyril, the executive director of the Center for Media Justice, an Oakland-based activist“Police spying on social media has a disproportionate impact on black people,” said Malkia Cyril, the executive director of the Center for Media Justice, an Oakland-based activist

group. “There’s a movement afoot to ensure that black lives matter. That is being spied upon. That is being surveilled.”group. “There’s a movement afoot to ensure that black lives matter. That is being spied upon. That is being surveilled.”

Before the social media companies began blocking access in recent weeks, Geofeedia was using specialized data streams for police surveillance. In one email discovered by the ACLU,Before the social media companies began blocking access in recent weeks, Geofeedia was using specialized data streams for police surveillance. In one email discovered by the ACLU,
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a company employee boasted that it had a “confidential legally binding agreement with Facebook” for data. Another email said users of Geofeedia could “pull private information fora company employee boasted that it had a “confidential legally binding agreement with Facebook” for data. Another email said users of Geofeedia could “pull private information for

Instagram and Twitters.”Instagram and Twitters.”

Neither claim could be independently verified.Neither claim could be independently verified.

Because social media posts increasingly provide location information from users’ smartphones, surveillance systems can map out areas of looming unrest or political activism.Because social media posts increasingly provide location information from users’ smartphones, surveillance systems can map out areas of looming unrest or political activism.

Geofeedia documents made public by the ACLU made references to tracking protests in Baltimore in 2015 after the death of a black man, Freddie Gray, while in police custody andGeofeedia documents made public by the ACLU made references to tracking protests in Baltimore in 2015 after the death of a black man, Freddie Gray, while in police custody and

also to protests in Ferguson, Mo., in 2014 after the police shooting of Michael Brown, an unarmed black man.also to protests in Ferguson, Mo., in 2014 after the police shooting of Michael Brown, an unarmed black man.

Facebook, Twitter, and Instagram make most of their money selling advertising, but all have side businesses selling outsiders access to their rich data streams about users. ForFacebook, Twitter, and Instagram make most of their money selling advertising, but all have side businesses selling outsiders access to their rich data streams about users. For

example, through software known as an API, developers have been able to use Facebook to get access to a person’s friend list, birthday, profile picture, education history,example, through software known as an API, developers have been able to use Facebook to get access to a person’s friend list, birthday, profile picture, education history,

relationship status, and political affiliation - if a person’s Facebook profile and location are public. \relationship status, and political affiliation - if a person’s Facebook profile and location are public. \

Twitter also sells its own so-called data firehose, which includes the contents of tweets, and demographic information like gender and interests, the cellular network users andTwitter also sells its own so-called data firehose, which includes the contents of tweets, and demographic information like gender and interests, the cellular network users and

geolocation, by latitude and longitude coordinates, if the user tags it. Customers include financial firms that monitor business trends, retailers looking for product mentions,geolocation, by latitude and longitude coordinates, if the user tags it. Customers include financial firms that monitor business trends, retailers looking for product mentions,

organizations like the Red Cross, which use the data to monitor crises, and law enforcement.organizations like the Red Cross, which use the data to monitor crises, and law enforcement.

According to the documents obtained by the ACLU, Facebook provided Geofeedia with access to a data feed that enabled the surveillance startup to monitor topics trending fromAccording to the documents obtained by the ACLU, Facebook provided Geofeedia with access to a data feed that enabled the surveillance startup to monitor topics trending from

public posts about events, such as riots or protests. Twitter did not provide access to the full firehose, but offered Geofeedia a database to search public tweets. Instagram providedpublic posts about events, such as riots or protests. Twitter did not provide access to the full firehose, but offered Geofeedia a database to search public tweets. Instagram provided

access to the Instagram API, which included photos posted publicly as well as location information if the users tagged their pictures.access to the Instagram API, which included photos posted publicly as well as location information if the users tagged their pictures.

News stories about Geofeedia, which was founded in 2011, first emerged last month, when the Daily Dot website reported that local police in Denver had spent $30,000 on onlineNews stories about Geofeedia, which was founded in 2011, first emerged last month, when the Daily Dot website reported that local police in Denver had spent $30,000 on online

surveillance tools. Shortly after, the ACLU of California published public records showing that police departments across the state were rapidly acquiring social media monitoringsurveillance tools. Shortly after, the ACLU of California published public records showing that police departments across the state were rapidly acquiring social media monitoring

software to monitor activists.software to monitor activists.

The ACLU said the social media companies had sought to close Geofeedia’s access to the special data feeds. Facebook and Instagram closed off Geofeedia’s access on Sept. 19. TwitterThe ACLU said the social media companies had sought to close Geofeedia’s access to the special data feeds. Facebook and Instagram closed off Geofeedia’s access on Sept. 19. Twitter

imposed contractual limits in an attempt to block Geofeedia from using posts for surveillance. Twitter also sent a cease and desist letter on Monday to Geofeedia, the ACLU said. Onimposed contractual limits in an attempt to block Geofeedia from using posts for surveillance. Twitter also sent a cease and desist letter on Monday to Geofeedia, the ACLU said. On

Tuesday, Twitter announced it would block the feed to Geofeedia altogether.Tuesday, Twitter announced it would block the feed to Geofeedia altogether.

The civil liberties group said that social media companies should go farther in implementing public policies and other restrictions to keep their posts from being used for governmentThe civil liberties group said that social media companies should go farther in implementing public policies and other restrictions to keep their posts from being used for government

surveillance. Without specialized data feeds, outside companies could still implement programs to “scrape” social media data as it becomes publicly available, but that approachsurveillance. Without specialized data feeds, outside companies could still implement programs to “scrape” social media data as it becomes publicly available, but that approach

would be less effective and also would violate the terms of service for some companies.would be less effective and also would violate the terms of service for some companies.

In addition to Twitter, Facebook and Instagram, the Geofeedia documents found by the ACLU show that the company also analyzes data from Vine and Periscope, as well as VK andIn addition to Twitter, Facebook and Instagram, the Geofeedia documents found by the ACLU show that the company also analyzes data from Vine and Periscope, as well as VK and

Weibo, popular social media services in Russia and China, respectively. It is not clear whether any of those companies provide special data feeds to Geofeedia.Weibo, popular social media services in Russia and China, respectively. It is not clear whether any of those companies provide special data feeds to Geofeedia.

Facebook, Twitter and Instagram sent feeds that... https://www.washingtonpost.com/news/the-swi... 10/12/2016 1:15 PM

2 of 3

AOR449



Facebook, Twitter and Instagram sent feeds that... https://www.washingtonpost.com/news/the-swi... 10/12/2016 1:15 PM

3 of 3

AOR450



 

 

 

 

 

 

 

 

 

 

EXHIBIT V 

AOR451



AOR452



AOR453



AOR454



AOR455



AOR456



AOR457



AOR458



AOR459



AOR460



AOR461



AOR462



AOR463



AOR464



AOR465



AOR466



AOR467



 

 

 

 

 

 

 

 

 

 

EXHIBIT W 

AOR468



AOR469



AOR470



AOR471



AOR472



AOR473



AOR474



AOR475



AOR476



AOR477



AOR478



AOR479



AOR480



AOR481



AOR482



AOR483



AOR484



AOR485



AOR486



AOR487



AOR488



AOR489



AOR490



AOR491



AOR492



AOR493



AOR494



AOR495



AOR496



AOR497



AOR498



AOR499



AOR500



AOR501



AOR502



AOR503



AOR504



AOR505



AOR506



AOR507



AOR508



AOR509



AOR510



AOR511



AOR512



AOR513



AOR514



AOR515



AOR516



AOR517



AOR518



AOR519



AOR520



AOR521



AOR522



AOR523



AOR524



AOR525



AOR526



AOR527



AOR528



AOR529



AOR530



 

 

 

 

 

 

 

 

 

 

EXHIBIT X 

AOR531



Reprints

This copy is for your personal, noncommercial use only. You can order presentation-ready copies for distribution to
your colleagues, clients or customers here or use the "Reprints" tool that appears next to any article. Visit
www.nytreprints.com for samples and additional information. Order a reprint of this article now.

March 26, 2011

By CHARLIE SAVAGE
WASHINGTON — Within months after the Bush administration relaxed limits on domestic-

intelligence gathering in late 2008, the F.B.I. assessed thousands of people and groups in search of

evidence that they might be criminals or terrorists, a newly disclosed Justice Department

document shows.

In a vast majority of those cases, F.B.I. agents did not find suspicious information that could justify

more intensive investigations. The New York Times obtained the data, which the F.B.I. had tried to

keep secret, after filing a lawsuit under the Freedom of Information Act.

The document, which covers the four months from December 2008 to March 2009, says the F.B.I.

initiated 11,667 “assessments” of people and groups. Of those, 8,605 were completed. And based

on the information developed in those low-level inquiries, agents opened 427 more intensive

investigations, it says.

The statistics shed new light on the F.B.I.’s activities in the post-Sept. 11 era, as the bureau’s focus

has shifted from investigating crimes to trying to detect and disrupt potential criminal and terrorist

activity.

It is not clear, though, whether any charges resulted from the inquiries. And because the F.B.I.

provided no comparable figures for a period before the rules change, it is impossible to determine

whether the numbers represent an increase in investigations.

Still, privacy advocates contend that the large number of assessments that turned up no sign of

wrongdoing show that the rules adopted by the Bush administration have created too low a

threshold for starting an inquiry. Attorney General Eric H. Holder Jr. has left those rules in place.

Michael German, a former F.B.I. agent who is now a policy counsel for the American Civil Liberties

Union, argued that the volume of fruitless assessments showed that the Obama administration

should tighten the rules.

“These are investigations against completely innocent people that are now bound up within the

F.B.I.’s intelligence system forever,” Mr. German said. “Is that the best way for the F.B.I. to use its
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resources?”

But Valerie E. Caproni, the bureau’s general counsel, said the numbers showed that agents were

running down any hint of a potential problem — including vigilantly checking out potential leads

that might have been ignored before the Sept. 11 attacks.

“Recognize that the F.B.I.’s policy — that I think the American people would support — is that any

terrorism lead has to be followed up,” Ms. Caproni said. “That means, on a practical level, that

things that 10 years ago might just have been ignored now have to be followed up.”

F.B.I. investigations are controlled by guidelines first put in place by Attorney General Edward H.

Levi during the Ford administration, after the disclosure that the bureau had engaged in illegal

domestic spying for decades. After the Sept. 11 attacks, those rules were loosened by Attorney

General John Ashcroft and then again by Attorney General Michael B. Mukasey.

Some Democrats and civil liberties groups protested the Mukasey guidelines, contending that the

new rules could open the door to racial or religious profiling and to fishing expeditions against

Americans.

In 2006, The New York Times reported that the National Security Agency had each month been

flooding the bureau with thousands of names, phone numbers and e-mail addresses that its

surveillance and data-mining programs had deemed suspicious. But frustrated agents found that

virtually all of the tips led to dead ends or innocent Americans.

When the Mukasey guidelines went into effect in December 2008, they allowed the F.B.I. to use a

new category of investigation called an “assessment.” It permits an agent, “proactively or based on

investigative leads,” to scrutinize a person or a group for signs of a criminal or national security

threat, according to the F.B.I. manual.

The manual also says agents need “no particular factual predication” about a target to open an

assessment, although the basis “cannot be arbitrary or groundless speculation.” And in selecting

subjects for such scrutiny, agents are allowed to use ethnicity, religion or speech protected by the

First Amendment as a factor — as long as it is not the only one.

An assessment is less intensive than a more traditional “preliminary” inquiry or a “full”

investigation, which requires greater reason to suspect wrongdoing but also allows agents to use

more intrusive information-gathering techniques, like wiretapping.

Still, in conducting an assessment, agents are allowed to use other techniques — searching

databases, interviewing the subjects or people who know them, sending confidential informers to

infiltrate an organization, attending a public meeting like a political rally or a religious service, and

following and photographing people in public places.
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In March 2009, Russ Feingold, then a Democratic senator from Wisconsin, asked the F.B.I. how

many assessments it had initiated under the new guidelines and how many regular investigations

had been opened based on information developed by those assessments.

In November 2010, the Justice Department sent a classified letter to the Senate Judiciary

Committee answering Mr. Feingold’s question. This month, it provided an uncensored copy of the

same answer to The Times as a result of its Freedom of Information Act lawsuit.

F.B.I. officials said in an interview that the statistics represented a snapshot as of late March 2009,

so the 11,667 assessment files were generated over a roughly four-month period. But they said they

believed that agents had continued to open assessments at roughly the same pace since then.

Some aspects of the statistics are hazy, officials cautioned.

For example, even before the December 2008 changes, the bureau routinely followed up on

low-grade tips and leads under different rules. But that activity was not formally tracked as an

“assessment” that could be easily counted and compared.

F.B.I. officials also said about 30 percent of the 11,667 assessments were just vague tips — like a

report of a suspicious car that included no license plate number. Such tips are entered into its

computer system even if there is no way to follow up on them.

Finally, they said, it is impossible to know precisely how many assessments turned up suspicious

facts. A single assessment may have spun off more than one higher investigation, and some agents

may have neglected to record when such an investigation started as an assessment.

Ms. Caproni also said that even though the F.B.I. manual says agents can open assessments

“proactively,” they still must always have a valid reason — like a tip that is not solid enough to

justify a more intensive level of investigation but should still be checked out.

But Mr. German, of the A.C.L.U., said that allowing agents to initiate investigations without a

factual basis “seems ripe for abuse.” He added, “What they should be doing is working within

stricter guidelines that help them focus on real threats rather than spending time chasing

shadows.”
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June 12, 2011

F.B.I. Agents Get Leeway to Push 
Privacy Bounds
By CHARLIE SAVAGE
WASHINGTON — The Federal Bureau of Investigation is giving significant new powers to its 

roughly 14,000 agents, allowing them more leeway to search databases, go through 

household trash or use surveillance teams to scrutinize the lives of people who have attracted 

their attention. 

The F.B.I. soon plans to issue a new edition of its manual, called the Domestic Investigations 

and Operations Guide, according to an official who has worked on the draft document and 

several others who have been briefed on its contents. The new rules add to several measures 

taken over the past decade to give agents more latitude as they search for signs of criminal or 

terrorist activity. 

The F.B.I. recently briefed several privacy advocates about the coming changes. Among 

them, Michael German, a former F.B.I. agent who is now a lawyer for the American Civil 

Liberties Union, argued that it was unwise to further ease restrictions on agents’ power to 

use potentially intrusive techniques, especially if they lacked a firm reason to suspect 

someone of wrongdoing. 

“Claiming additional authorities to investigate people only further raises the potential for 

abuse,” Mr. German said, pointing to complaints about the bureau’s surveillance of domestic 

political advocacy groups and mosques and to an inspector general’s findings in 2007 that 

the F.B.I. had frequently misused “national security letters,” which allow agents to obtain 

information like phone records without a court order. 

Valerie E. Caproni, the F.B.I. general counsel, said the bureau had fixed the problems with 

the national security letters and had taken steps to make sure they would not recur. She also 

said the bureau, which does not need permission to alter its manual so long as the rules fit 

within broad guidelines issued by the attorney general, had carefully weighed the risks and 

the benefits of each change. 
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“Every one of these has been carefully looked at and considered against the backdrop of why 

do the employees need to be able to do it, what are the possible risks and what are the 

controls,” she said, portraying the modifications to the rules as “more like fine-tuning than 

major changes.” 

Some of the most notable changes apply to the lowest category of investigations, called an 

“assessment.” The category, created in December 2008, allows agents to look into people 

and organizations “proactively” and without firm evidence for suspecting criminal or 

terrorist activity. 

Under current rules, agents must open such an inquiry before they can search for 

information about a person in a commercial or law enforcement database. Under the new 

rules, agents will be allowed to search such databases without making a record about their 

decision. 

Mr. German said the change would make it harder to detect and deter inappropriate use of 

databases for personal purposes. But Ms. Caproni said it was too cumbersome to require 

agents to open formal inquiries before running quick checks. She also said agents could not 

put information uncovered from such searches into F.B.I. files unless they later opened an 

assessment. 

The new rules will also relax a restriction on administering lie-detector tests and searching 

people’s trash. Under current rules, agents cannot use such techniques until they open a 

“preliminary investigation,” which — unlike an assessment — requires a factual basis for 

suspecting someone of wrongdoing. But soon agents will be allowed to use those techniques 

for one kind of assessment, too: when they are evaluating a target as a potential informant. 

Agents have asked for that power in part because they want the ability to use information 

found in a subject’s trash to put pressure on that person to assist the government in the 

investigation of others. But Ms. Caproni said information gathered that way could also be 

useful for other reasons, like determining whether the subject might pose a threat to agents. 

The new manual will also remove a limitation on the use of surveillance squads, which are 

trained to surreptitiously follow targets. Under current rules, the squads can be used only 

once during an assessment, but the new rules will allow agents to use them repeatedly. Ms. 

Caproni said restrictions on the duration of physical surveillance would still apply, and 

argued that because of limited resources, supervisors would use the squads only rarely 

during such a low-level investigation. 
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The revisions also clarify what constitutes “undisclosed participation” in an organization by 

an F.B.I. agent or informant, which is subject to special rules — most of which have not been 

made public. The new manual says an agent or an informant may surreptitiously attend up 

to five meetings of a group before those rules would apply — unless the goal is to join the 

group, in which case the rules apply immediately. 

At least one change would tighten, rather than relax, the rules. Currently, a special agent in 

charge of a field office can delegate the authority to approve sending an informant to a 

religious service. The new manual will require such officials to handle those decisions 

personally. 

In addition, the manual clarifies a description of what qualifies as a “sensitive investigative 

matter” — investigations, at any level, that require greater oversight from supervisors 

because they involve public officials, members of the news media or academic scholars. 

The new rules make clear, for example, that if the person with such a role is a victim or a 

witness rather than a target of an investigation, extra supervision is not necessary. Also 

excluded from extra supervision will be investigations of low- and midlevel officials for 

activities unrelated to their position — like drug cases as opposed to corruption, for example. 

The manual clarifies the definition of who qualifies for extra protection as a legitimate 

member of the news media in the Internet era: prominent bloggers would count, but not 

people who have low-profile blogs. And it will limit academic protections only to scholars 

who work for institutions based in the United States. 

Since the release of the 2008 manual, the assessment category has drawn scrutiny because it 

sets a low bar to examine a person or a group. The F.B.I. has opened thousands of such low-

level investigations each month, and a vast majority has not generated information that 

justified opening more intensive investigations. 

Ms. Caproni said the new manual would adjust the definition of assessments to make clear 

that they must be based on leads. But she rejected arguments that the F.B.I. should focus 

only on investigations that begin with a firm reason for suspecting wrongdoing. 
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June 18, 2011

Backward at the F.B.I.
The Obama administration has long been bumbling along in the footsteps of its predecessor 

when it comes to sacrificing Americans’ basic rights and liberties under the false flag of 

fighting terrorism. Now the Obama team seems ready to lurch even farther down that dismal 

road than George W. Bush did. 

Instead of tightening the relaxed rules for F.B.I. investigations — not just of terrorism 

suspects but of pretty much anyone — that were put in place in the Bush years, President 

Obama’s Justice Department is getting ready to push the proper bounds of privacy even 

further. 

Attorney General John Ashcroft began weakening rights protections after 9/11. Three years 

ago, his successor, Michael Mukasey, issued rules changes that permit agents of the Federal 

Bureau of Investigation to use highly intrusive methods — including lengthy physical 

surveillance and covert infiltration of lawful groups — even when there is no firm basis for 

suspecting any wrongdoing. 

The Mukasey guidelines let the bureau go after people identified in part by race or religion, 

which only raises the danger of government spying on law-abiding Americans based on their 

political activity or ethnic background. 

Incredibly, the Obama administration thinks Mr. Mukasey did not go far enough. Charlie 

Savage reported in The Times last week that the F.B.I plans to issue a new edition of its 

operational manual that will give agents significant new powers to search law enforcement 

and private databases, go through household trash or deploy surveillance teams, with even 

fewer checks against abuse. 

Take, for example, the lowest category of investigations, called an “assessment.” The 

category was created as part of Mr. Mukasey’s revisions to allow agents to look into people 

and groups “proactively” where there is no evidence tying them to possible criminal or 

terrorist activity. Under the new rules, agents will be allowed to search databases without 

making a record about it. Once an assessment has started, agents will be permitted to 
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conduct lie detector tests and search people’s trash as part of evaluating a potential 

informant. No factual basis for suspecting them of wrongdoing will be necessary. 

The F.B.I. general counsel, Valerie Caproni, said agents want to be able to use the 

information found in a subject’s trash to pressure that person to assist in a government 

investigation. Um, well, yes, that is the problem. It only heightens concern about privacy, 

improper squeezing of individuals, and the adequacy of supervision. 

Currently, surveillance squads, which are trained to surreptitiously follow targets, may be 

used only once during an assessment. The new rules will allow repeated use. 

They also expand the special rules covering “undisclosed participation” in an organization by 

an F.B.I. agent or informant. The current rules are not public, and, as things stand they still 

won’t be. But we do know the changes allow an agent or informant to surreptitiously attend 

up to five meetings of a group before the rules for undisclosed participation — whatever they 

are — kick in. 

The changes also remove the requirement of extra supervision when public officials, 

members of the news media or academic scholars are investigated for activities unrelated to 

their positions, like drug cases. That may sound like a reasonable distinction, but it ignores 

an inflated potential for politically motivated decision-making. 

The F.B.I.’s recent history includes the abuse of national security letters to gather 

information about law-abiding citizens without court orders, and inappropriate 

investigations of antiwar and environmental activists. That is hardly a foundation for further 

loosening the rules for conducting investigations or watering down internal record-keeping 

and oversight. 

Everyone wants to keep America safe. But under President Bush and now under President 

Obama, these changes have occurred without any real discussion about whether the 

supposed added security is worth the harm to civil liberties. The White House cares so little 

about providing meaningful oversight that Mr. Obama has yet to nominate a successor for 

Glenn Fine, the diligent Justice Department inspector general who left in January. 

Finally, Congress is showing some small sign of interest. Senator Jon Tester, Democrat of 

Montana, has written to Robert Mueller III, the F.B.I. director, asking that the new policies 

be scuttled. On Friday afternoon, Senators Patrick Leahy of Vermont and Charles Grassley of 

Iowa, the chairman and the ranking Republican member of the Judiciary Committee, called 

on Mr. Mueller to provide an opportunity to review the changes before they are carried out, 
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and to release a public version of the final manual on the F.B.I.’s Web site. Mr. Obama and 

Attorney General Eric Holder Jr. need to listen. 
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In June 2013, reporters at In June 2013, reporters at The Washington PostThe Washington Post and  and the Guardianthe Guardian ran a series of stories about the U.S. government’s ran a series of stories about the U.S. government’s

surveillance programs. According to documents leaked by Edward Snowden, the National Security Agency was harvestingsurveillance programs. According to documents leaked by Edward Snowden, the National Security Agency was harvesting

huge swaths of online traffic — far beyond what had been disclosed — and was working directly with top Internet companies tohuge swaths of online traffic — far beyond what had been disclosed — and was working directly with top Internet companies to

spy on certain people.spy on certain people.

Glenn Greenwald, one of the Guardian journalists who reported the disclosures and a surveillance skeptic, argued Glenn Greenwald, one of the Guardian journalists who reported the disclosures and a surveillance skeptic, argued in a 2014in a 2014

TED talkTED talk that privacy is a critical feature of open society. People act differently when they know they're being that privacy is a critical feature of open society. People act differently when they know they're being

watched. “Essential to what it means to be a free and fulfilled human being is to have a place that we can go and be free of thewatched. “Essential to what it means to be a free and fulfilled human being is to have a place that we can go and be free of the

judgmental eyes of other people,” he said.judgmental eyes of other people,” he said.

Privacy advocates Privacy advocates have arguedhave argued that widespread government surveillance has had a “chilling effect” — it encourages meekness that widespread government surveillance has had a “chilling effect” — it encourages meekness

and conformity. If we think that authorities are watching our online actions, we might stop visiting certain websites or not sayand conformity. If we think that authorities are watching our online actions, we might stop visiting certain websites or not say

certain things just to avoid seeming suspicious.certain things just to avoid seeming suspicious.

The problem, though, is that it's difficult to judge the effect of government-spying programs. How do you collect all theThe problem, though, is that it's difficult to judge the effect of government-spying programs. How do you collect all the

utterances that people stopped themselves from saying? How do you count all the conversations that weren’t had?utterances that people stopped themselves from saying? How do you count all the conversations that weren’t had?
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A new studyA new study provides some insight into the repercussions of the Snowden revelations, arguing that they happened so swiftly provides some insight into the repercussions of the Snowden revelations, arguing that they happened so swiftly

and were so high-profile that they triggered a measurable shift in the way people used the Internet.and were so high-profile that they triggered a measurable shift in the way people used the Internet.

Jonathon Penney, a PhD candidate at Oxford, analyzed Wikipedia traffic in the months before and after the NSA’s spyingJonathon Penney, a PhD candidate at Oxford, analyzed Wikipedia traffic in the months before and after the NSA’s spying

became big news in 2013. Penney found a 20 percent decline in page views on Wikipedia articles related to terrorism,became big news in 2013. Penney found a 20 percent decline in page views on Wikipedia articles related to terrorism,

including those that mentioned “including those that mentioned “al-Qaeda,al-Qaeda,” “” “car bombcar bomb” or “” or “TalibanTaliban.”.”

"You want to have informed citizens," Penney said. "If people are spooked or deterred from learning about important policy"You want to have informed citizens," Penney said. "If people are spooked or deterred from learning about important policy

matters like terrorism and national security, this is a real threat to proper democratic debate."matters like terrorism and national security, this is a real threat to proper democratic debate."

Even though the NSA was supposed to target only foreigners, the immense scale of its operations caused many to worry thatEven though the NSA was supposed to target only foreigners, the immense scale of its operations caused many to worry that

innocent Americans were getting caught in the dragnet. A Pew survey in 2015 showed that about 40 percent of Americansinnocent Americans were getting caught in the dragnet. A Pew survey in 2015 showed that about 40 percent of Americans

were “very” or “somewhat” concerned that the government was were “very” or “somewhat” concerned that the government was spying on their online activitiesspying on their online activities..

The same survey showed that about 87 percent of American adults were aware of the Snowden news stories. Of those people,The same survey showed that about 87 percent of American adults were aware of the Snowden news stories. Of those people,

about a third said they had changed their Internet or phone habits as a result. For instance, 13 percent said they “avoidedabout a third said they had changed their Internet or phone habits as a result. For instance, 13 percent said they “avoided

using certain terms” online; and 14 percent said they were having more conversations face to face instead of over the phone.using certain terms” online; and 14 percent said they were having more conversations face to face instead of over the phone.

The sudden, new knowledge about the surveillance programs had increased their concerns about their privacy.The sudden, new knowledge about the surveillance programs had increased their concerns about their privacy.

Penney’s research, which is forthcoming in the Berkeley Technology Law Journal, echoes the results of Penney’s research, which is forthcoming in the Berkeley Technology Law Journal, echoes the results of a similar studya similar study

conducted last year on Google Search data. Alex Marthews, a privacy activist, and Catherine Tucker, a professor at MIT’sconducted last year on Google Search data. Alex Marthews, a privacy activist, and Catherine Tucker, a professor at MIT’s

business school, found that Google activity for certain keywords fell after the Snowden stories were splashed on every frontbusiness school, found that Google activity for certain keywords fell after the Snowden stories were splashed on every front

page. Both in the United States and in other countries, people became reluctant to search for terrorism-related words such aspage. Both in the United States and in other countries, people became reluctant to search for terrorism-related words such as

“dirty bomb” or “pandemic.”“dirty bomb” or “pandemic.”

Penney focused on Wikipedia pages related to sensitive topics specifically flagged by the Department of Homeland Security. InPenney focused on Wikipedia pages related to sensitive topics specifically flagged by the Department of Homeland Security. In

a document a document provided to its analysts in 2011provided to its analysts in 2011, the DHS listed 48 terrorism terms that they should use when “monitoring social, the DHS listed 48 terrorism terms that they should use when “monitoring social

media sites.” Penney collected traffic data on the English Wikipedia pages most closely related to those terms.media sites.” Penney collected traffic data on the English Wikipedia pages most closely related to those terms.

This chart from the paper shows how the number of views dropped after the June 2013 news articles. The amount of trafficThis chart from the paper shows how the number of views dropped after the June 2013 news articles. The amount of traffic

immediately dropped and stayed low for the subsequent 14 months.immediately dropped and stayed low for the subsequent 14 months.

Penney narrowed the list to the most suspicious-sounding articles, as judged by an online survey he administered. The resultsPenney narrowed the list to the most suspicious-sounding articles, as judged by an online survey he administered. The results

became even more dramatic.became even more dramatic.

Here, in black, are the combined monthly traffic totals for the Wikipedia pages related to the 31 top words on the DHS list. InHere, in black, are the combined monthly traffic totals for the Wikipedia pages related to the 31 top words on the DHS list. In

the year and a half before the Snowden revelations, traffic to these pages was rising. After June 2013, traffic not only fellthe year and a half before the Snowden revelations, traffic to these pages was rising. After June 2013, traffic not only fell
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immediately, but continued to decline over the next dozen months.immediately, but continued to decline over the next dozen months.

For comparison, the chart also shows the combined page views for 25 Wikipedia pages that are security-related but notFor comparison, the chart also shows the combined page views for 25 Wikipedia pages that are security-related but not

terrorism-related. These are less provocative articles containing the words “Border patrol” or  “Central Intelligence Agency.”terrorism-related. These are less provocative articles containing the words “Border patrol” or  “Central Intelligence Agency.”

There was a slight but statistically insignificant dip in traffic for these pages, which makes sense because people may  not be asThere was a slight but statistically insignificant dip in traffic for these pages, which makes sense because people may  not be as

worried about visiting these kinds of pages.worried about visiting these kinds of pages.

The Wikipedia data suggest that the Snowden revelations had a noticeable impact on people’s Wikipedia behaviors,The Wikipedia data suggest that the Snowden revelations had a noticeable impact on people’s Wikipedia behaviors,

says Penney. “I expected to find an immediate drop-off in June, and then people would slowly realize that nobody is going tosays Penney. “I expected to find an immediate drop-off in June, and then people would slowly realize that nobody is going to

jail for viewing Wikipedia articles, and the traffic would go back up,” he said. “I was surprised to see what looks to be ajail for viewing Wikipedia articles, and the traffic would go back up,” he said. “I was surprised to see what looks to be a

longer-term impact from the revelations.”longer-term impact from the revelations.”

Penney has provided evidence that spying programs, once the public knows about them, cause collateral damage. It’s unlikely,Penney has provided evidence that spying programs, once the public knows about them, cause collateral damage. It’s unlikely,

of course, that the patterns here were caused by actual terrorists changing their Internet habits.of course, that the patterns here were caused by actual terrorists changing their Internet habits.

Instead, the study suggests that the shift in Wikipedia traffic was the result of people who stifled their curious impulsesInstead, the study suggests that the shift in Wikipedia traffic was the result of people who stifled their curious impulses

because they didn’t want to seem like they were doing anything wrong. “This is measuring regular people who are beingbecause they didn’t want to seem like they were doing anything wrong. “This is measuring regular people who are being

spooked by the idea of government surveillance online,” Penney said.spooked by the idea of government surveillance online,” Penney said.

That's one plausible conclusion we could draw from the data. There is, however, an alternative explanation for these results.That's one plausible conclusion we could draw from the data. There is, however, an alternative explanation for these results.

The Snowden revelations ignited a huge debate about the NSA. Stories about government surveillance dominated the newsThe Snowden revelations ignited a huge debate about the NSA. Stories about government surveillance dominated the news

cycle for months. Perhaps people stopped looking at terrorism-related Wikipedia articles not because the Snowden leaks madecycle for months. Perhaps people stopped looking at terrorism-related Wikipedia articles not because the Snowden leaks made

them paranoid, but because the news distracted them from their previous curiosity about terrorism.them paranoid, but because the news distracted them from their previous curiosity about terrorism.

In other words, maybe it wasn’t a “chilling effect” that caused the dip in terrorism-related Wikipedia traffic — but rather theIn other words, maybe it wasn’t a “chilling effect” that caused the dip in terrorism-related Wikipedia traffic — but rather the

short attention spans of online audiences.short attention spans of online audiences.

It will require more research to fully understand what happened. But even if the evidence is still being examined, chillingIt will require more research to fully understand what happened. But even if the evidence is still being examined, chilling

effects continue to occupy a prominent position in privacy debates.effects continue to occupy a prominent position in privacy debates.

In March 2015, the American Civil Liberties United filed a lawsuit in federal district court challenging the NSA’s surveillanceIn March 2015, the American Civil Liberties United filed a lawsuit in federal district court challenging the NSA’s surveillance

practices, with Wikipedia’s parent organization as one of the eight plaintiffs. Writing with his colleague Lila Tretikov in thepractices, with Wikipedia’s parent organization as one of the eight plaintiffs. Writing with his colleague Lila Tretikov in the

New York Times, Wikipedia founder Jimmy Wales New York Times, Wikipedia founder Jimmy Wales accused the NSA of tracking Wikipedia users:accused the NSA of tracking Wikipedia users:

So imagine, now, a Wikipedia user in Egypt who wants to edit a page about government opposition orSo imagine, now, a Wikipedia user in Egypt who wants to edit a page about government opposition or

discuss it with fellow editors. If that user knows the N.S.A. is routinely combing through her contributionsdiscuss it with fellow editors. If that user knows the N.S.A. is routinely combing through her contributions
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to Wikipedia, and possibly sharing information with her government, she will surely be less likely to addto Wikipedia, and possibly sharing information with her government, she will surely be less likely to add

her knowledge or have that conversation, for fear of reprisal.her knowledge or have that conversation, for fear of reprisal.

The result, argued Wales and Tretikov, “represents a loss for everyone who uses Wikipedia and the Internet — not just fellowThe result, argued Wales and Tretikov, “represents a loss for everyone who uses Wikipedia and the Internet — not just fellow

editors, but hundreds of millions of readers in the United States and around the world.”editors, but hundreds of millions of readers in the United States and around the world.”

In October, a judge threw out the case, In October, a judge threw out the case, declaringdeclaring that the plaintiffs "have not alleged facts that plausibly establish an that the plaintiffs "have not alleged facts that plausibly establish an

injury attributable to the NSA's Upstream surveillance." In other words, there wasn't enough evidence that anyone wasinjury attributable to the NSA's Upstream surveillance." In other words, there wasn't enough evidence that anyone was

harmed. The decision has been appealed.harmed. The decision has been appealed.
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