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RE(‘EIVLD
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COMMISSMH
" SECRETARIAT
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for Mecting of._2 ‘LZ -99

March 11, 1999

g MEMORANDUM

: | TQ:_ The Comrmssron N

. THROUGH JamesA Pehrkon -
R ._ Actmg_S_taﬁ'Dlre

. 'FROM: .ffLawrenceM Noble o

|

. N Bradley Lrtchﬁe
o -Assoclate General

: _Jonathan M. Levm
" Senior Attorney

R SubJect o E Draft A0 199903

~ Attachedisa proposed draﬁ of the subjegt advrsory oprmom We request that tlus
_ draft be placed on the agenda f for March 18, 1999.

- Attachment
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ADVISORY OPINION 1999-3 :

- GT. FranklmWalker,Jr C

Preston Gates Ellis & Rouvelas Mecds LLP.

- 1735 New York-Avenue, N.W.
- Suite 500

Washington, D.C. 20006-5209
Dear Mr. Walker

This responds to your letter dated February 9, 1999, on behalf of The Microsoft

" Corporate Political Action Committee (“Microsoft PAC”), requesting an advisory
: opinion c_orlce'rning the application of the Federal Election Campaign Act of 1971, as
amended (“the Act”), and Commission regulations to the use of digital electronic

signatures by restricted class employees to authorize payroll deductions of contnbutrons :
Microsoft PAC is the separate segregated fund of Microsoft Corporation o

. (“Mrcrosoﬁ" or “the company™) and filed its statement of organization w1th the

Comrmssron on May 16, 1988. Microsoft currently solicits contnbutlons to Mrcrosoft :

" PAC from its employees within the restricted class, as defined by 11 CFR 114. 1(1) The _—

company wishes to develop a payroll deduction system to facllrtate contnbuuons from
those employees to the PAC. As part of this system the employees would authonze

':payroll deductions by either dlgltal electronic slgnature or traditional written sngnature

before the deductions are made. You ask whether the use of an electronic signature by a -

restricted class employee would constitute a vahd written authonzatlon for the deductions -
to be made '

You state that Mrcrosoﬁ’s current use of electromc srgnatures for other company-

wide  purposes demonstrates that the use of this form of electronic srgnature is very secure e

and protects cmployee pnvacy Microsoft employees currently use electronic signatures ~ -
to access their own employee stock options, to access and complete on-line benefit . 3
mollm_ent-, and to authonze payroll deductions for charitable activity. Microsoft '
guarantees the security of such signatures by requiring employees to change their

~ passwords every two mionths, by not allowing the use of old passwords, by requiring |
. employees to protect their passwords from disclosure, and by securing access to their
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‘computer workstations when they are away from their desks. In addition to these normal

company precauuons, the PAC will institute a confirmatory process When the PAC

' receives an eleotromeally signed payroll deduction form by e-mail, it will send an e-mail |
-~ reply.to notify the employee of its receipt of the form and to request final conﬁxmauon of
‘'the employee’s intention to participate in the payroll deduction program o

.An excepuon to the Act’s general prohibition on corporate contributions provrdes
that a corporation may solicit contnbutlons to its separate- segregated fund (“SSF”) from
its “restricted class,” which mcludes the corporation’s executive and admrmslrattve '
employees. 2 U.S.C. §441b(b)(4)(A)(1), 11 CFR 114.5(g)(1), 114.1(c)(1) and (])
Comrmssxon regulations penmt the use of a payroll deductlon plan for soliciting and

. eollectmg contributions from such employees to a corporauon s SSF 11 CFR 114.1(f)
'. and 114.5(k)(1). - The permtssxblllty of such a plan is dependent upon eomphance by the
eorporatton and the SSF wrth the reqmrements of voluntariness set out in 2 U.S.C.
. :§441b(b)(3) and 11 CFR 114 S(a)(l)-(S) These melude but are not lumted to, requmng
a that a corporate solicitation mform the employee of the polmcal purposes of the SSF, and '
. of h1s or her nght to refuse to contribute w1thout any repnsal Moreover, ‘when the . -
sohertatton suggests a gurdelme for contnbutlons, it must make clear that the gmdelmes B
- dre merely suggestlons, that the mdmdual may contribute more or- less than the

guidelines suggest, and that the corporation wrll not favor or dlsfavor anyone for the '

' 'amount of their contnbutron or the decision not to contribute. 1 l CFR114. 5(a)(2)-(5)

When a payroll deduction or other check-oﬁ' process i 1s used for an SSF, there

*.must be an afﬁrmauve authorization by the contnbutorm order to perrmt the deductlon. G
" Federal Election Cammzsswn v. National Education Assoczanan (“NEA"), 457 F. Supp
'1102 (D.D. C. 1978).! The speclﬁc and voluntary. donattve intent of the solicited

ernployee needs to be manifested in a written authorization by him prior to the actual - -
deduction of any contributions. See Advisory Opinion 1997-25. - This is often

: ',accomplished through the sending of a solicitation and payroll deduction form to the

. In NEA, the court determined that a union’s use of a reverse check-off procedure to collect contributions
to its SSF results in involuntary contributions. The court concluded that the reverse check-off violated the

- Act because it “require[d] the dissenter to act to prevent a contribution rather than requiring his affirmative

assent to make one.” NEA, at 1106.
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: 'employee who, if she desires to contribute- in this way, designates the amount to be

deducted during the pay period and then indlcates her assent via a signature. This
signature is necessary as a unique identifier of the employee. '
In addmon to denotmg to the corporatron and the SSF that a partrcular employee |

' has authonzed the deduction from his salary, the s1gnamre also indicates that fact to the |
'. Commrssron. Comrmsston regulatlons provide that each polmcal comrmttee requrred to

file or any report or statement with the Commission shall:

[m]amtam records, mcludmg bank records, with respect to the matters
‘required to be reported, including vouchers, worksheets, receipts, bills and
. accounts, which shall provide in sufficient detail the necessary information
.arid data from which the filed reports and statements may be verified,
-explained, clarified, and checked for accuracy and completeness.-

.' ll CFR 104 14(b)(1) “The commrttee ‘must preserve such records for audit or mspeetron .
N by the Commrssron fora period of at least three years after the related report or statement -

is ﬁled ‘See 1 1 CFR 104. 14(b)(3) and 102.9(c).. A payroll deduction authorization form

‘'signed by the eontnbutor is a record supportmg each report dlsclosmg a contnbutxon
made pursuant to that authorization. The contnbutor s sxgnature indicates to the . :
Commission that the partlcular employee authonzed his contribution. . . ‘ '_' o v

_Your proposal entarls the acceptance of an authonzatlon from an employee ina - |
form other than the. tradmonal wntten srgnature The Commrssxon has prevrously |
mterpreted its regulations to be consrstent with conterporary technologlcal innovatlons

'-mcludmg the mamtenance of records in non-paper form and the performance of .

committee transactrons where the use of the technology would not compromrse the mtent
of the Act or regulatlons For example, in Advxsory Opinion 1995-9, the Comrmssron
permitted a committee that used its web site to solicit contnbuttons to accept these
contributions usmg electronic means. Tlns an‘angement was penmssrble SO long as
complete and reliable records for recordkeepmg, disclosure, and audit purposes were -
maintained and contributor dataina computer file were backed up in a way that
permitted the committee to maintain either machine readable or paper copies for three
years after the date on which it reported the contributions. In Advisory Opinion 1994-40,
the Commission permitted a political committee to maintain its records on microfilm,
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rather than paper, so long as the necessary documentation of committee transactions was -
preserved and the microfilm records were legible and retrievable. In Advisory Opinion
1993-4, the Commission permitted a committee to pay its bills electronically through a

_computer dnven billpayer service so long as adequate documentatlon, mcludmg recerpts '

. andi mvorces, were preserved

The elecu'omc signature, lrke a written srgnature, is desrgned and functrons asa

unique identifier of the authorizing employee. You note that Microsoft uses electromc :

signatures as personal signatures of employees for several other purposes, and you- also .
describe vanous safeguards that are expected to preserve the secunty and integrity of the
electronic signature when used for SSF contribution authorizations. In view of these
procedures and safeguards the Commission concludes that an ehgrble Microsoft
employee may use her electromc signature to authonze payroll deduction for her

-_ contributions to Microsoft PAC, so long as certam conditions are mét.. First, the .

employee must be able to use her electromc srgnature or a written srgnature to revoke or -

: modlfy the amount of her authonzatlon at any trme See Advxsory Opmrons 1997-9
'. 1991 19 a:nd 1991- 1. Second a record of the subtmssron of the authonzmg signature, .
- mcludmg venﬂcatlon that the srgnature came from the partlcular employee, must be
. mamtamed in a retrievable manner SO asto be avarlable for rev1ew by the Comtmssron in

the event of an audrt or mvestlgatlon See 11 CFR 104 l4(b)
This response constltutes an advisory oprmon concermng apphcatlon of the Act
and Commission regulatrons to the specrﬁc transaction or activity set forth in your ”

"request 2US.C. . §4378

Sincerely,

S_cott E. Thomas
Chairman

Enclosures (AOs 1997-25, 1997-9, 1995-9, 1994-40, 1993-4, 1991-19, and 1991-1)



