The Atanta joumal

VIEWPOINTS

«x Tuesday, Feb. 8, 2000 Al7: .

_PLAN FULL OF FLAWS

Ry

,Internet Votmg short on securlty

By Deborah M. Phllhps S

and Hans A. von Spakovsky

. n Just weeks Arizona Demo-

‘ crats will allow remote voting
by computer i in their upcom-

ing presidential primary. A num-

ber of states, including Califor- = -

nia, are studying the mplemen-
tation of Internet voting. - .
But are we really ready for
Infernet voting? Voting is our
most basic and important right as
citizens. Any method of voting
must guarantee ballot secrecy,
" ballot sanctity and équal access
. to the ballot box. Yet states and
_political parties are proceeding
before anyone has proven that :
‘these thrée guarantees can be -
met with Internet voting.
Ballot s secrecy and ballot sanc-
_ tity require a secure voting sys-
- tem that verifies the identity of
the voter, allows a vote to be cast
anonymously, and does not allow

the vote to be changed after it has -

been cast. It is not yet clear that
Internet voting can consxstently
meet any of these requirements.
The Internet was never con-
structed to be secure, Security
lapses, such as attacks on govern-
.ment Web sites, computer virus
propagation and system shut-
.downs, are common. The open
architecture of the Internet and
the required accessibility of gov-
ernment computers that would be
used by voters to cast their bal-
lots make this type of voting vul-
nerable to outside manipulation
and fraud.
In addition to hackers, other

dangers are appearing on the
technology horizon. The Penta-

" Statewide computers that

are recewmg and countmg ]

voles in a presidential -
- all over the country.

' election and are accessible
" worldwide through the
- Internet could be
irresistible targets.
-

_ gon recently revealed that the-

Chinese government has set up a
special Internet and computer

" warfare unit.

Although it might now seem
difficult for a foreign government

~ to commit voter fraud in individ--

ual precincts, statewide comput-
ers that are receiving and count-
ing votes in a presidential election
and are accessible worldwide

- through the Internet could be

irresistible  targets.
Arizona is moving ahead w1th
on-line voting even though none’
of the Internet voting equipment

~ being marketed has been certified’
' by the Federal Election Commis- -
sion or any state election officials. '

The FEC has not yet even pre-
pared any performance standards
forthis type of equipment. If
fraud were to occur, it is not clear
that election officials would even
be able to detect it.

Verification of a voter’s iden-
tity is obviously a key element of
our election process. Therefore,
even if a perfectly secure Internet
voting system could be designed,
current problems with our voter
registration processes have to be
corrected before any such system
is used. There is really nothing to’

prevent someone from reglster- :
ing under a false name numerous
times, and examples of false reg- "
istration records haVe been found

* There has been much dxscus

 sion lately about a digital divide,

Current studies show that those -

" most likely to access the Internet -

are white, college-educated males.
under 35, with above-average X
incomes. Makmg it easier for that -

_-segment of the populauon to vote
‘with their home’ computers may -
"*add a bias to the process that wili -

affect election outcomes: Internet
voting could wind up being the = -
New Millennium versmnof the

~ literacy test.

Finally, we should not make

, the mistake of implementing
Internet voting because we think

it will reverse the 30-year decline
in voter turnout. The declinein |

-turnout is not a problem caused

by the mechanics of voting. -
. The integrity and security of .

.free and fair elections are too "

important to our democracy to be
sacrificed on the altar of new
technology without long and care-
ful review. The move toward - -
Internet votmg can be likened to
aloaded semi barreling down the
highway in heavy fog withno
lights and no brakes.
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